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• Free proxy between .onion and clearnet URLs 

•  “Darkweb” now indexable by Google 
• Can search/browse .onion without installing Tor 

What is OnionLink? 
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Backend 

Several  
Tor-specific 

performance 
tricks 



OnionLink stats (and growing!) 
• Search index 

⪧ ~2.5M pages across ~10k .onion domains 

• Traffic 
⪧ >14M hits per day 
⪧ Mostly from USA and EU 
⪧ 15% Asia and 3% Australia 
⪧ Russia was 7%, but had to block it 
 

• Quantitative Analytics 
⪧ “What’s on the Darkweb?” 
⪧ “What’s the Darkweb used for?” 
⪧ Answers forthcoming! 



Today’s .onion content 
• Activism 

⪧ Wikileaks 
⪧ Freedom of the Press Foundation 
⪧ Warzone blogs (e.g., Syria) 
 

• Shady 
⪧ Rutor Russian torrents 
⪧ Drug markets; Ashley Madison 
 

• Social networks 
⪧ Galaxy2; Facebook 
⪧ Ugandan Gay Chan; 8chan/singapore 
⪧ Anonymous confessions 



Tomorrow… 

• Military-strength anonymous publishing 
⪧ “Anonymous Wordpress.com” 

• Mobile apps coordinating over unknown backend 
⪧ Firechat / YikYak-like apps with .onion mothership 
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