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Tokyo I 
Osaka 

Feb.  11,2014  ~∼  Feb.  12,2014  �
•  218.100.45.0/24  :  JPNAP  Tokyo  II  IX  Prefix�

–  Regularly  not  advertised  to  the  Internet�

•  We  detected  some  one  AS  advertise  our  Prefix�
–  2014/02/11  14:47:52  -‐‑‒  2014/02/12  5:40:41(UTC)�

•  Is  this  a  fat  finger  or  intentional?�

•  We  checked  at  that  time…�
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Perfixes  originated  from  some  one  AS�
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Many  IX  segments  were  hijacked�
Prefix� Desc�
218.100.2.0/24� Sydney  IX  Lan�

218.100.5.0/24�
OBIS-‐‑‒IX,Internet  Exchange  
Point,Okayama,Japan�

218.100.13.0/24� Melbourne  IX  Lan�
218.100.23.0/24� Dunedin  Peering  Exchange�

218.100.27.0/24�
OpenIXP,  Internet  Exchange  
Point,  Indonesia�

218.100.30.0/24�
APJII  Indonesia  Internet  
eXchange�

218.100.45.0/24� JPNAP  Tokyo  II  IX�
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E-‐‑‒mail  from  spamcom�
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E-‐‑‒mail  from  spamcom�
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Agenda�
•  What  is  the  mis-‐‑‒origination(hijacking)�

•  Japanese  Activities  for  Secure  Routing�

•  Considerations�
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Case-1 

AS20 
 
 

AS10 
10.0.0.0/16 

AS30 

AS40 

10.0.0.0/16 

> 10.0.0.0/16  10 
> 10.0.0.0/24  30 40 

> 10.0.0.0/16  10 
> 10.0.0.0/24  30 40 

iBGP 

> 10.0.0.0/16  20 10 
> 10.0.0.0/24  40 

10.0.0.0/16 

10.0.0.0/16 

10.0.0.0/24 

10.0.0.0/24 

10.0.0.0/24 

10.0.0.0/24 

10.0.0.0/24 

> 10.0.0.0/16  30 20 10 
> 10.0.0.0/24  i 

Global Impact 
AS10:Customer of AS20 
AS40:Customer of AS30 
AS20 and AS30 is peering 
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Case-2 

AS20 
 
 

AS10 
10.0.0.0/16 

AS30 

AS40 

10.0.0.0/16 

> 10.0.0.0/16  10 
   10.0.0.0/16  30 

* 10.0.0.0/16  10 i 
  10.0.0.0/16  30 i 

iBGP 

> 10.0.0.0/16  20 10 
   10.0.0.0/16  i 

10.0.0.0/16 

10.0.0.0/16 

10.0.0.0/16 

10.0.0.0/16 

10.0.0.0/16 

> 10.0.0.0/16  30 20 10 > 10.0.0.0/16  30 

   10.0.0.0/16  20 10 
> 10.0.0.0/16  i 

> 10.0.0.0/16  10 i 
   10.0.0.0/16  30 i 
   10.0.0.0/16  10 
> 10.0.0.0/16  30 

Regional Impact 
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mis-‐‑‒origination  (routing  hijacking)�
•  Two  causes�

–  Operational  fault  (Fat  finger)�
–  Intentional  fault  �

•  “youtube  incident”  in  2008  came  both  Fat  
finger  and  Intentional  fault�
–  Pakistan  Telecom  announced  youtube  prefix  
inside  their  country  to  divert�

–  Upstreme  transit  ISP  accidently  propagated  to  
the  Internet�

10�
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(1)  Fat  finger�
1.  Typing  a  wrong  IP  Address�

–  Mostly  2nd  Octet  and  3rd  Octet�
–  In  some  cases,  both  IRR  registration  and  BGP  
advertisement  is  wrong…�

2.  Re-‐‑‒distribution  with  your  origin  AS�
–  Ex)  IX  Prefix,  PrivatePeer  IP,  Re-‐‑‒redistribution�

3.  Advertising  the  prefixes  using  inside  for  Test�
–  Ex)  1/8,  2/8�

4.  Forgetting  to  add  no-‐‑‒export  BGP  community  for  
black  holing�

5.  Exchanging  the  Prefix  information  using  BGP  but  
accidently  leak  those…�

11�
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(2)  Intentional�
1.  Collection  the  packets�

–  Longer  prefix�
–  Shorter  prefix  /0  /1  etc�

2.  Short  Ribed  BGP�
–  Temporary  advertise  some  prefix  and  SPAM  at  
the  same  time�

3.  Cyber  Terrorism�

12�
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Examples  observed  in  Japan  (old  days)�

Case-1� Case-2� Case-3�
When� 2004/6 � 2004/9 � 2006/11 �
Invalid Origin� Japanese ISP � Asian ISP� Asian ISP�
Prefix� Longer, Invalid 

/24x2, /25x1, /
29x1�

Longer, Invalid 
/24x2�

Same, Invalid 
/14x2, /17x2�

Action� Asked to the 
Origin ISP and 
stopped �

Asked to 
Upstreme ISP 
and stopped �

NO Action (later 
withdrawn) 

Impact � About 
150minutes �

About 2 days � 5 minutes 

Many other 
routes were 
hijacked 
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What  we  are  doing?�
1.  Filtering�

–  Making  use  of  JPIRR  in  JP�

2.  Minimizing  the  influence�
–  Detection  (経路路奉⾏行行,  ISAlarm,  BGPMON  etc)�
–  Analysis  (whois,  IRR,  looking  glass)�
–  Action  (ask  to  peer/transit  ISP  using  NOG  contact)�

14�
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JPIRR�
•  Internet  Routing  Registry�

•  Lunched  in  2002�

•  Currently  about  70%  Japanese  ASes  
registered  to  JPIRR�
–  For  Customerʼ’s  Filter�
–  For  Detection  System  (Master  IP/origin  
Database)�
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Issues  using  IRR�
•  We  have  many  choices  for  IRR  server�

–  RADB,  JPIRR,  NTTCOM,  etc…�
•  According  to  the  IRR  Server,  the  Data  which  
we  can  see  is  different�
–  Depends  on  the  IRR  mirroring  each  other�

•  Object  Name  is  independent  per  IRR�
–  Not  Coordinated,  sometime  it  happen  a  confliction�

•  Reliability  of  the  Information�
•  Service  spec  is  various�

16�
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Issues  using  IRR�
•  We  have  many  choices  for  IRR  server�

–  RADB,  JPIRR,  NTTCOM,  etc…�
•  According  to  the  IRR  Server,  the  Data  which  
we  can  see  is  different�
–  Depends  on  the  IRR  mirroring  each  other�

•  Object  Name  is  independent  per  IRR�
–  Not  Coordinated,  sometime  it  happen  a  confliction�

•  Reliability  of  the  Information�
•  Service  spec  is  various�
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Attestation  of  the  routing  information�

18�

Resource Certificate	

BGP Router	 RPKI cache	

ROA（Routing 
Information）	

Creation	

End User	



19�

Creation  of  ROA�

19�
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RTR  Protocol(getting  ROA）�

20�
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Case-1 

AS20 
 
 

AS10 
10.0.0.0/16 

AS30 

AS40 

10.0.0.0/16 

> 10.0.0.0/16  10 [valid] 

> 10.0.0.0/16  10 [valid] 
> 10.0.0.0/24  30 40 [invalid] 

iBGP 

> 10.0.0.0/16  20 10 
> 10.0.0.0/24  40 

10.0.0.0/16 

10.0.0.0/16 

10.0.0.0/24 

10.0.0.0/24 

10.0.0.0/24 

10.0.0.0/24 

> 10.0.0.0/16  30 20 10 
> 10.0.0.0/24  i 

AS10:Customer of AS20 
AS40:Customer of AS30 
AS20 and AS30 is peering 

RPKI�

Regional Impact 
21�
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Filter  of  Router�

22�

Router�

in-filter� out-filter�

in-policy� out-policy�
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Filter  of  Router�

23�

Router�

in-filter� out-filter�

in-policy� out-policy�

Bogon filter 
Max-prefix 
Prefix/AS_PATH filter 
Community 
LP, MED�

Prepend 
Community 
MED 
Prefix/AS_PATH filter 
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Filter  of  Router  (w/RPKI)�

24�

Router�

in-filter� out-filter�

in-policy� out-policy�

Bogon filter 
Max-prefix 
Prefix/AS_PATH filter 
Community 
LP, MED 
RPKI (validation result) �

Prepend 
Community 
MED 
Prefix/AS_PATH filter 
RPKI (validation result) �

ROA cache�
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Router�

Impact  for  Routing  (1)�
•  When  RTR  session  goes  down  accidentally,  
validation  result  may  be  “not  found”  on  the  
settings  depending  on  the  cache  timer  on  
your  router�
–  This  means  the  routes  which  you  would  like  to  
reject  using  the  RPKI  validation  result  cannot  be  
rejected  temporary�

Valid�

Invalid × �

Not found �

RTR down�Normal �
25�

Router�

Not found �

Not found �

Not found �
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Impact  for  Routing  (1)�
•  Redundancy  for  RTR  session�

–  Like  a  redundancy  of  Route  Reflector�

•  Preparation  even  if  the  session  goes  down�
–  ROA  cache  timer  of  the  router�
–  Policy  rule�

•  I  donʼ’t  recommend  to  reject  “not  found”�

26�
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Router� Router�Router�

Impact  for  Routing  (2)�
•  When  your  router  reboot  accidentally,  need  
to  care  the  convergence  time  of  RIB/FIB  
route  and  RTR�
•  This  means  also  the  routes  which  you  would  like  
to  reject  using  the  RPKI  validation  result  cannot  
be  rejected  temporary�

–  Static  filtering  will  not  be  influenced  as  of  the  
RPKI�

Not found �

Valid�

Invalid × �

Not found �

Valid�

Invalid × �

Not found �

Reload 
To Normal �

Normal � Normal �
27�
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Impact  for  Routing  (2)�
•  wait-‐‑‒for-‐‑‒bgp  (Ref:  RFC3137)  like  
implementation  may  be  needed�
–  At  the  hierarchy  of  router  ospf,  you  can  
configure  “wait-‐‑‒for-‐‑‒bgp”  :  The  router  set  the  
ospf  cost  “max-‐‑‒metric  65535”  till  the  finishing  of  
receiving  the  fullroute�

•  Proposal  of  wait-‐‑‒for-‐‑‒rpki(roa)�
– Waiting  to  go  back  to  normal  ospf  cost  till  the  rtr  
session  goes  back  and  ready  to  validate�

28�
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Router�Router�

Impact  for  Routing  (3)�
•  If  the  cache  DBʼ’s  contents  accidentally  be  
withdrawn  or  cannot  to  be  seen  correctly,  
the  result  of  RPKI  validation  may  be  “Not  
found”�

Valid�

Invalid × �

Not found �

Not found �

Not found �

Not found �

DB… �Normal �
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Some  case(multiple  origin)�

30�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

65000 
(private) �

ISP-D 
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Some  case(multiple  origin)�

31�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

65000 
(private) �

ISP-D 
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Some  case(multiple  origin)�

32�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

65000 
(private) �

ISP-D 

4713 *(best) 
2497 �
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Some  case(multiple  origin)�

33�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �
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Some  case(multiple  origin)�

34�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�
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Some  case(multiple  origin)�

35�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�

ROA 
(2497) 
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Some  case(multiple  origin)�

36�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�

ROA 
(2497) 

ROA 
(2497) 
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Some  case(multiple  origin)�

37�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�
ROA 
(2497) 

ROA 
(2497) 
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Some  case(multiple  origin)�

38�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�
ROA 
(2497) 

ROA 
(2497) 

ROA 
(4713) 
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Some  case(multiple  origin)�

39�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�
ROA 
(2497) 

ROA 
(2497) 

ROA 
(4713) 

ROA 
(4713) 
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Some  case(multiple  origin)�

40�

ISP-A�

ISP-C 
(AS2497) 

ISP-B 
(AS4713)�

ISP-D 

4713 *(best) 
2497 �

ISP-E 

4713 *(best) 

65000 
(private) �

RPKI�
ROA 
(2497) 

ROA 
(2497) 

ROA 
(4713) 

ROA 
(4713) 
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RPKI  use  case�
•  Detection  (first  step)�
•  Filtering  reliable  information�
•  Peer/Transit  ISP  Routing  Control�

–  Valid,  Invalid,  Not  Found�
•  For  IX  route-‐‑‒server�
•  Automatically  register  to  IRR(rpki2irr)�
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Japanese  Activity  for  RPKI�
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Japanese  Activity  for  RPKI�
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Japanese  Activity  for  RPKI�
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An  element  and  the  present  conditions  about  the  RPKI  spread�

45�

Service�

Operator 

Router� Tool �

Impact �

Cisco, Juniper 
(Alcatel soon) 
Useful implementation 

tutorial 
RPKI hackathon 
Hands-on 

RPKItools 
Others 

5RIR already 
JPNIC experimental 
Need reliable system 

Like Kaminsky 
Attack? 

RPKI�
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Deployment  for  RPKI  world�

46�

ISP-A�

ISP-C 

IX �ISP-B�
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Deployment  for  RPKI  world�
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rpki.surfnet.nl�

48�
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RPKI  hackathon,  hands-‐‑‒on,  tutorial�

49�

Almost  all  people  successfully  created  ROA  and  experienced  origin  validation  �


