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“Contact your ISP with IP and DNS…”



Do you manage a public IP?

• Manage its IP reputation

• Manage its “geolocation reputation”





Intro to self-published 
IP geolocation feeds

Advertising approximation geolocation using RFC8805 & friends



The Why of IP-based geolocation

• Regulatory, Sovereignty, Government
• Which country : banking and financial transaction security
• Which country : our data within own borders
• Which state : compliance with gambling laws

• Consumers don’t like content mis-served or denied
• “I am being shown the wrong weather” 
• “I am not allowed to access my movie subscription”
• “If I live in Bombay – sell me a Mumbai Indians T-shirt!”



The How – Author a simple CSV

RFC 8805 : Describes IP geolocation mapping semantics

150.228.133.0/24         , IN, IN-MH , Mumbai,   # Most specific geo – a city

2406:2d40:2800::/40, IN, IN-MH , ,      # Less specific geo – a state

2406:2d40:ab00::/40, SG , , ,      # An entire country

14.1.68.0/24                  , , , ,      # DO NOT GEOLOCATE



The How – Distributing your CSV

• RFC 9632: Distributing feed URLs to a broad audience

• How to publish the URL to a CSV in APNIC or NIR records

• How to cryptographically attest a feed (RPKI-assisted)

• Enables discovery via WHOIS/RDAP by IP data aggregators

• RFC 9877 co-authored by APNIC + ARIN; RDAP-only



Best practices
Embracing geolocation for your IP address ranges



Best practices for Authoring

• Cadence

• Workflow

• Geolocation semantics



Best practices for Authoring

• What’s a good cadence?

• Small ISPs – once a month

• Large ISPs and mobile carriers – once a week

• Public clouds, large CDNs, LEO Satellite – once a day



Best practices for Authoring

• What’s a good workflow?

• Identify input data source (IPAM, Excel, CSV, Database)

• Authoring & Validation of RFC 8805 CSV

• Publishing on the public HTTPS server (free GitHub, S3 etc) 

• Tagging all RIR records (inetnums) with Geofeed URL



Best practices for Authoring

Thinking carefully about Geolocation semantics

• More accuracy isn’t always better
• Use coarser geo-accuracy for network element IPs
• Anycast IPs can be set do-not-geolocate
• User finer geo-accuracy for consumer IPs

• While balancing consumer privacy with specificity 
• No postal codes, please!



Best practice – regions over points

• IP geolocation is statistical 
and inexact

• Plan in terms of geographical 
regions and NOT a single 
point. 

2406:2d40:6800::/40, AU, AU-VIC,<no city>,
(anywhere in the State of Victoria, Australia)



Best practice – vary accuracy 
intentionally
• Fixed-internet ISPs – OK to specify cities and towns

• 153.66.155.0/24, AU, AU-VIC, Melbourne

• Mobile Operators – just use a state (or island!)
• 153.66.154.0/24, ID, ID-BA,

• Satellite ISPs – large state or small country
• 153.66.153.0/24, IN, IN-MH
• 153.66.152.0/24, SG, ,

• Public clouds and CDNs – OK to specify cities
• 153.66.151.0/24, AU, AU-NSW, Sydney



Best practice – Publish to APNIC !

• RFC9632 - Instant and free visibility of geofeed URL

• Remarks section in inetnum -> add “Geofeed <url>”

• Host with care
• Always-valid TLS certs
• Welcome crawlers & bots 
• Don’t geo block
• Content-Type = text/csv; charset=utf-8



An Ask for APNIC’s “MyAPNIC”/DASH

In a survey - APNIC community's #2 barrier was “unsure 
how APNIC/NIR can help publish geofeeds”

Please implement “1-click” advertisement 

of IP Geofeed URLs via RDAP (RFC 9877)



Using AI Coding 
Assistants

Reducing the “heavy lift” with conversational AI tools



AI – Prompting tips (ChatGPT, 
GitHub Copilot etc.)

• Step 1: Make it read RFC8805 and “think deeply”
• Step 2: Paste an initial CSV file from IPAM -> ask chat for 

syntax
• Step 3: Fix country (territory) codes
• Step 4: Fix and verify with country + state (region) codes
• Step 5: Add city name where needed
• Step 6: Ask to audit semantics including geo-accuracy 
• Validate city names for accurate reverse lookup (MCP!)



tuning-geofeeds - An opinionated AI ‘Skill’

https://github.com/fastah/ip-geofeed-skills/

• A self-help, AI “skill” that you 
can use at home

• Tested with GitHub Copilot, 
Claude Code, OpenAI Codex, 
and Amp Code  AI coding 
assistants.

• Click “Download ZIP” and open 
folder in Visual Studio Code
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tuning-geofeeds – suggestions list



tuning-geofeeds – warnings list



tuning-geofeeds– errors list



“Specific Knowledge” 
using MCP servers

LLM = statistical knowledge, MCP = specific knowledge



Model Context Protocol = USB-C port

• Specific knowledge we may want answered

• Look me up the state code for “Vienna, Austria”
• “AT, <blank>, Vienna” => fixed to “AT,AT-9,Vienna

• I mean “that Rampur” – disambiguate it for me
• “IN, <blank>, Rampur” => forced to select between UP, HP, MP etc. 

• Show me an interactive map
• Points, Regions (Hexagonal grids, Uber H3 cells), Rectangular cells



Model Context Protocol - suggested

• GitHub MCP – CSV publishing
• Publishing to the world (RFC9632) via your org’s GitHub
• Docs: https://github.com/github/github-mcp-server

• Fastah MCP – RFC8805 semantic checker
• (research preview) – AI Skill “tuning-geofeeds” 

https://github.com/fastah/ip-geofeed-skills/
• MCP for place name validation: https://mcp.fastah.ai/mcp
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And, that’s a WRAP!

• What are IP Geofeeds

• How to author them like a champ

• How to manage your IP’s “geo reputation”



 SCAN ME 
   TAKE HOME AI SKILL

Sid Mathur
sid@getfastah.com, +1-617-500-7576

Fastah Inc. – an IP geolocation data company

mailto:sid@getfastah.com
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