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Why IP Geolocation required ?

✓Providing Local Content (Nearby Stores, Local News, Weather, Region specific info)

✓Security & Fraud Detection (Identifying suspicious Logins from unusual Locations, Detecting 
potentially fraudulent transactions)

✓ Regulatory Compliance (Enforcing  Country/ Region specific restrictions)

✓Language & regional settings (Selecting likely Language, Currency, Time Zone)

✓Network Management (Analyze & optimize Traffic Patterns)

Use of VPN/ Proxies/ Corp NW (CGNAT)  affects IP Geolocation. 



Top IP Geolocation Providers

MaxMind: One of the longest-standing providers, famous for its GeoIP2 databases and the
MMDB standard format. It is highly trusted for both precise location tracking and online fraud
detection.

IPinfo: Known for offering comprehensive IP intelligence that covers geolocation, ISP
details, and connection types (e.g., distinguishing mobile from broadband).

IP2Location: Offers both IP2Location.io cloud APIs and downloadable databases, with
valuable built-in proxy and VPN fraud scoring capabilities.

BigDataCloud: Provides enterprise-grade geolocation APIs, offering a generous free tier for
low-volume requests alongside flexible scaling.

IP-API.com: A highly popular, fast, and reliable solution that is free for non-commercial use
with no API key required.

DB-IP: Provides comprehensive global IP intelligence and downloadable databases favored
by network administrators and developers.

https://www.maxmind.com/
https://www.maxmind.com/


Geofeed

Geo Feed (or Geofeed) is a standardized file that allows an organization (typically an ISP, Cloud Service Provider, or Enterprise) to
publish the geographic locations associated with its IP address ranges. Geolocation providers can use this information to improve
the accuracy of IP geolocation databases. (RFC 8805).

How a Geofeed works

An organization creates a geofeed file containing: 

o IP address prefixes (IPv4/IPv6) 

o Country 

o Region/State 

o City 

o Optional postal code 

The file is hosted on a publicly accessible web server. 

The organization publishes the location of the geofeed in its routing registry (using the geofeed attribute in relevant records). 

IP geolocation providers (such as MaxMind, IPinfo, and others) periodically retrieve the geofeed and update their databases. 
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Relationship with IP Geolocation

A Geofeed is one of the inputs used by IP geolocation providers. Other inputs include :

❑ Regional Internet Registry (RIR) records 

❑ Network routing (BGP) data 

❑ Reverse DNS 

❑ Network latency and topology measurements 

❑ User-contributed and partner data 

For this reason, even if an ISP publishes a geofeed, IP geolocation remains a best-effort service.
Accuracy depends on whether geolocation providers consume the geofeed, how frequently they update
their databases, and the methods they use to validate location information.
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BMX – In house tool to manage Ips from various RIRs

BMX - Home grown Tool to manage IP Subnets



IP Geofeed file (https://lg.as6453.net/geo/geofeed.csv)

5.23.22.8/31 AT AT-9 vienna

5.23.22.12/30 AT AT-9 vienna

195.219.197.96/32 AT AT-9 Wien

43.241.41.0/27 AU AU-NSW sydney

Example Geo-feed

# Prefix, Country, Region, City

203.0.113.0/24,IN,DL,New Delhi
198.51.100.0/24,IN,KA,Bengaluru
2001:db8:100::/48,IN,MH,Mumbai

https://apc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Flg.as6453.net%2Fgeo%2Fgeofeed.csv&data=05%7C02%7Cyogendra.naik%40tatacommunications.com%7C288be6a61faa4860509a08de4df7d0a4%7C202104622c5e4ec8b3e20be950f292ca%7C0%7C0%7C639033923931937897%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIlYiOiIwLjAuMDAwMCIsIlAiOiJXaW4zMiIsIkFOIjoiTWFpbCIsIldUIjoyfQ%3D%3D%7C0%7C%7C%7C&sdata=gX361zJdyoyT2V7z6DRL73jfENM6R4Qm1TFrryaWQ5g%3D&reserved=0


IP Geolocation Accuracy

Device

ISP assigned Pool

Geolocation dB

- Registry Records

- ISP Info

- Routing Data

- Network Measurements

- Historical Observations Estimated Location

(Country – State – City )

Level Typical Accuracy

Country 95-99%

State/Region 70-95%

City 50-80%

Street Address Generally, not possible from IP alone

Simplified Flow 

Public IP Address



Use case  - IP Geolocation Issue

Problem Statement : 

The customer reported an incorrect Geo-IP location, where users were being redirected to French web portals instead of the intended regional 

services.

Analysis :

The Regional Internet Registry (RIR) records were verified and updated with the correct registration details.

Validation across multiple industry-recognized Geo-IP reference databases confirmed that the IP addresses were correctly mapped to the

intended geographic location.

However, the customer identified that one Geo-IP lookup portal ("GEOLOCATION.com") continued to display the IP location as France.

Investigation :

A detailed investigation revealed that the portal was not maintaining its own Geo-IP database but relied on a third-party Geo-IP data provider.

As a result, the incorrect location information originated from the external database rather than Tata Communications' IP registration records.



Use case … Contd

Actions Taken :

Verified and confirmed the accuracy of the RIR registration data.

Cross-validated the IP location across multiple Geo-IP database providers.

Engaged with the third-party Geo-IP database maintainer and formally requested correction of the inaccurate location information.

Followed up regularly with the database maintainer over a period of approximately two months to expedite the update.

Outcome :

Despite repeated follow-ups, the third-party Geo-IP database provider had not updated its records. Since the Geo-IP mapping was controlled by an
external provider, Tata Communications had no direct authority to modify the data.

Conclusion :

Geo-IP accuracy across third-party platforms depends on the individual update cycles and policies of each Geo-IP database provider. While Tata
Communications ensures that RIR records and supported Geo-IP databases are updated accurately, corrections on independent third-party
databases are outside its direct control. Accordingly, Geo-IP updates on such external platforms are provided on a best-effort basis due to this third-
party dependency.

Way forward ?  - How RIR can play an active role in such cases ?
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