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ASN Listed in Global Spam
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Brazil 25.7
India 14.5
Bangladesh 8.8
Indonesia 5.5
Pakistan 2.6
China 1.8
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Hongkong 0.8
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Bad Reputation in

Threat database

Phishing Attacks
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Botnet C&C
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Poor Email Server

Configuration




IPs listed on multiple RBLs (Realtime Blackhole Lists) signal that the ISP’s

network is a source of abuse.

Unable to access many websites Customer complaints and

protected against poor-reputation service disruption
IPs

: Email delivery failures & spam folder

Damage to ISP organization IP

reputation Loss of trust with service provider

Entire IP ranges or subnets getting Increased delisting effort, delays,
blocked and manual intervention

Websites blocking or challenging traffic from listed
IPs (e.g. Cloudflare WAF, AWS WAF, Akamai WAF ,
Banking portal & Govt web portal )

One infected host can impact thousands of legitimate users.




Network Service

Congestion Downtime

Compromised
User Accounts

Data
Breaches



Reputation

Management

DDoS & Botnet

Protection

Email Filtering on utomated Blacklisting &

traffic behavior Delisting

More than 50 RBLs are active Globally



IPs are added to RBL Denylist when they are observed sending spam,
malicious traffic, or violating network policies.

These lists are then shared with mail servers and security systems to
block or filter risky IPs.




Banks and governments block Deny list IPs to protect money, accounts, data, and N/
systems from hackers, fraud, and cyberattacks.

Prevent Fraud — Block IPs associated with suspicious activities.

Protect Data — Reduce the risk of unauthorized access to sensitive information.

Block Malware — Prevent communication with malware-infected or compromised systems
Stop Cyber Attacks — Reduce threats such as DDoS, brute-force attacks, and scanning.

Prevent Phishing — Block traffic from IPs linked to phishing and malicious websites.
Protect Users — Safeguard customers and citizens from online threats.

Meet Compliance — Support cybersecurity policies, regulatory requirements, and
risk-management practices.




Global Deny list Databases

They regularly pull data from public & commercial blocklists:
* Spamhaus

7/

*¢ Barracuda
«* UCE Protect
** SORBS etc.

These lists detect spam, malware, botnets, DDoS sources, and hacking activity
Internal Security Logs

Banks and Gov systems generate their own data based on:

7/

% Failed login attempts

7/

% Fraudulent transactions

7/

*%* Suspicious account access










Policies & Best Practices for ISPs / Telcos to Reduce
IP- Denylist

Maintain proper
Reverse DNS (PTR)
records

Monitor IP Reputation — Continuously monitor RBLs and global reputation databases - UCEprotect .
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