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Given the sanctions against Russia, it seems that CAs
are now ceasing issuance for Russian domains and
even going so far as to revoke certificates previousl
issued for Russian domains. Here are some for a
Russian bank revoked by Thawte CA: crt.sh/?
id=5828347935

Scott Helme &
@Scott_Helme

crt.sh ID
7:4{ PM - Mar 11, 2022 - Jwitter Web App Summary
Certificate Transparency
108 Retweets 39 Quote Tweets 232 Likes
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Tweet your reply

this certificate to the CA

Scott Helme & @Scott_Helme - Mar 11
Replying to @Scott_Helme

Several others have been reported:
crt.sh/?id=5828347935

ert ch/2id=R21RR71547

Certificate Fingerprints
Certificate | ASN.1 | Graph | pv

- e

Hide metadata
Run cablint
Run x509lint

Run zlint

Download Certificate: PEM

tion as a

"sanc

Criteria ID ='6218871547"

6218871547
Precertificate
Log entries for this certificate:

Timestamp Entry # Log Operator Log URL
2022-02-21 11:43:18 UTC 24482765 Google https://ct leapi logs/ 2023
2022-02-21 11:43:18 UTC 21503551 DigiCert https://yeti2023.ct.digicert.com/log
2022-02-21 11:43:18 UTC 19789294 Let's Encrypt https://oak.ct.letsencrypt.org/2023
2022-02-21 11:43:18 UTC 25281661 Google https://ct.googleapi /logs/: 2023

Mechanism  Provider  Status Revocation Date Last Observed in CRL  Last Checked (error)
ocsp The CA  Check ? n/a ?
CRL The CA  Revoked 2022-03-01 00:03:02 UTC|2022-03-15 09:25:17 UTC 2022-03-16 01:26:35 UTC
CRLSet/Blocklist Google Not Revoked n/a n/a n/a
disallowedcert.stl Mi ft Not Revoked n/a n/a n/a
OneCRL Mozilla  Not Revoked n/a n/a n/a
SHA-256 F79AEC02EE7822EC81F83ECA6419377243F663E508728716E042C2B404260EET SHA-1 C5C02700020F1523570D03170D0D3DA3A22010AE
Certificate:
Data:

Version: 3 (8x2)
Serial Number:

03:ae:l1a:le:bb:93:56:ad:fd:f3:fe:bf:1c:9c:e2:cc
Signature Algorithm: sha256WithRSAEncryption
Issuer: (CAID:62131)
commonName = Thawte RSA CA 2018
organizationalUnitName = www.digicert.com
organizationName = DigiCert Inc
countryName = US
Validity
Not Before: Feb 21 00:00:00 2022 GMT
Not After : Feb 21 23:59:59 2023 GMT
Subject:
commonName = epa.api.vtb.ru
organizationName = VTB Bank (PJSC)
localityName = CaHkT-leTepbypr
countryName = RU

Ouhdans PMuklda Vaio Tafas
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Certificate Revocation as a "sanction”
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Issuer: (CAID:62131)

Run zlint

commonName Thawte RSA CA 2018

organizationalUnitName = www.digicert.com
Dovnload Certificate: PEM organizationName = DigiCert Inc
countryName = US
Validity
Not Before: Feb 21 00:00:00 2022 GMT
Not After : Feb 21 23:59:59 2023 GMT
Subject:
commonName epa.api.vtb.ru
organizationName VTB Bank (PJSC)

localityName
countryName

Ouhdans Puklda Vaw Tafas

CankT-leTepbypr
RU



Let's take a step back.




‘I’ Home Personal Business Corporate About us

Sign in to Westpac Online Banking

Customer ID

Password

share your security
codes or passwords with
Remember cugtomer ID
anyone
e Call us on 132 032 if you are
being asked to do this

Forgot customer ID or password? Learn more about staying safe

Why should | drust dwie?

Howt can \ be assured thwad dais s wy bank and wot a clever scam?



S dig www.westpac.com.au

; <<>> DiG 9.20.24 <<>> A www.westpac.com.au @localhost

‘I’ Home Person: ;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 22032
Sign into Westpac Onlin ;; flags: gr rd ra; QUERY: 1, ANSWER: 5, AUTHORITY: 0, ADDITIONAL: 1
;; OPT PSEUDOSECTION:
; EDNS: version: 0, flags:; udp: 4096
Customer ID
; COOKIE: 5faac10685f2d0b1010000006a738c4fe127d05c87c511e7 (good)
‘ ’ ;; QUESTION SECTION:
;www.westpac.com.au. IN A
Password
X0 ;; ANSWER SECTION:
www.westpac.com.au. 10784 IN CNAME dplenhq18279.cloudfront.net.

dplenhq18279.cloudfront.net. 54 IN
dplenhq18279.cloudfront.net. 54 IN

dplenhq18279.cloudfront.net. 54 IN
“ dplenhq18279.cloudfront.net. 54 IN
Forgot customer ID or password? 5 Query time: 0 msec

;; SERVER: ::1#53(localhost) (UDP)

;; WHEN: Thu Aug 06 05:17:35 AEST 2026
;3 MSG SIZE rcvd: 180

18.67.110.111
18.67.110.13
18.67.110.84
67.110.1

Remember customer ID

> > > >



‘I’ Home Person:

Sign in to Westpac Onlin

Customer ID

Password

(-10)

Remember customer ID

Forgot customer ID or password?

S dig +short TXT 18.67.110.111.ipasn.net
"18.67.110.111|IPv4 | ADVERTISED|18.67.104.0/21| 16509 | Amazon_Technologies_Inc.| US|
United_States_of America|arin|18.64.0.0/10|assigned|2019-10-07|VLD|18.64.0.0/14|24|16509 | ARIN"



< » C M 23 banking.westpac.com.auf/wbc/banking/handler?TAM_OP=login&segment=personal&logout=false#

banking.westpac.com.au \D\)‘\ \l'\\/\7 ‘\\I\Q \"\Q\\ S\f\O\)\d \

deust  dns?

‘I‘ B Connection is secure jusiness Corporate About us

Your information (for example, passwords

or credit card numbers) is private when it is W»\Q‘\ a0CS “\/\‘\S Cer‘\.\g\‘\CQ‘\Q

Sq7?

sent to this si

anking

Certificate is valid
Issued to: Westpac Banking
Corporation [AU]

Customer ID
Security reminder
Westpac Protect™
Password
¢ Don't sign in if you are sharing
access to your computer

¢ Never share your security
codes or passwords with
anyone

e Callus on 132 032 if you are

Forgot customer ID or password? Learn more about staying safe

Remember customer ID




Certificate Viewer: www.westpac.com.au X

General Details

Issued To

Common Name (CN)
Organisation (0)
Organisational Unit (OU)

Issued By

Common Name (CN)
Organisation (O)
Organisational Unit (OU)

Validity Period

www.westpac.com.au
Westpac Banking Corporation
<Not part of certificate>

DigiCert EV RSA CA G2
DigiCert Inc
<Not part of certificate>

Issued On Friday, 20 March 2026 at 11:00:00
Expires On Sunday, 4 October 2026 at 10:59:59
SHA-256
Fingerprints
Certificate 76ca3757ed93341c46858a647daalcdce7e56dc027e0dfdcOfca
52e64874c168
Public key 1027005c3c1546a86afaac9a6¢c21109463d1357fbfca04faaellac

5e76723c8d

Why dhe well should \ drust
“D‘\S‘\C’ ecd ‘\(\C”.?

W\mj does wiy browser drusd
D‘\S‘\CGF‘\?

\ Wave wnever wed dwese folk and \
Wave wo dea what wis weans



Certificate Viewer: www.westpac.com.au X

General Details

Issued To

Common Name (CN)
Organisation (0)
Organisational Unit (

Issued By

Common Name (CN)
Organisation (O)
Organisational Unit (

Validity Period

Issued On
Expires On

SHA-256
Fingerprints

Certificate

Public key

www.westpac.com.au
Westpac Banking Corporation
0OU) <Not part of certificate>

DigiCert EV RSA CA G2
DigiCert Inc
0OU) <Not part of certificate>

Friday, 20 March 2026 at TT790:00
Sunday, 4 October 2026 at 10:59:59

76ca3757ed93341c46858a647daalcdce7e56dc027e0dfdcOfca
52e64874c168
1027005c3c1546a86afaac9a6¢c21109463d1357fbfca04faaellac
5e76723c8d

T\/\‘\S CQF“‘\Q\CO\“G S 6 WOt O\&, and ‘\
awm bewng asked do drusd W (or dne
newd wiondhn!

What ' dnewe private key s leaked w
e next wondtn? Wuad \f dwe CA s

breached? Whwad 1§ ..

What ' sometving Wagpens w dwe
newd wiondh dhat says dwat \ really
should not drust dwis cerdifiicale any
wore?



The Answer is Revocation!

e Each CA maintains a “Certificate Revocation List”

* This is a list of the serial numbers of all current certificates issued by
this CA that should no longer be trusted

* If a Bad Thing happens, or for any other reason, and the CA believes
that the certificate should not be trusted, then the certificate’s serial
number is added to this CA’s Certificate Revocation List

* Anyone who is worried about the “currency” of a certificate should
check to see if its serial number is listed in the CA’s current CRL



The Answer is Revocation!

¥4

e Each CA maintains a “Certificate Reve-

* This is a list of the serial numk- _ctificates issued by
this CA that should no I~

 If a Bad Thing b- _.ner reason, and the CA believes
that the r- . oe trusted, then the certificate’s serial
number \ o CA’s Certificate Revocation List

* Anyone wi worried about the “currency” of a certificate should
check to see if its serial number is listed in the CA’s current CRL
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Certificate Viewer: banking.westpac.com.au X

General = Details
Certificate Hierarchy

+ DigiCert Global Root G2
+ DigiCert EV RSA CA G2

banking.westpac.com.au

Certificate Fields

LEIUILdLE NEY USdye

Extended Key Usage

CRL Distribution Points

Authority Information Access

Certificate Basic Constraints

Signed Certificate Timestamp List
Certificate Signature Algorithm

Certificate Signature Value

e ONUAA AT e e S

Field Value

Not Critical
URI: http://crl3.digicert.com/DigiCertEVRSACAG2.crl
URI: http://crld.digicert.com/DigiCertEVRSACAG2.crl

Export...

Twe UDRL Cor dwe CAs CRL s listea
\C«\ (L‘\I\:e ceedlcade, ' e CA publishes a

Here’s twe one {or Digilert \ne



Certificate Viewer: www.westpac.com.au X
General = Details
Certificate Hierarchy

« DigiCert Global Root G2
+ DigiCert EV RSA CA G2

www.westpac.com.au

Certificate Fields

Certificate Key Usage
Extended Key Usage
CRL Distribution Points

Authority Information Access

Certificate Basic Constraints

Signed Certificate Timestamp List

Certificate Signature Algorithm
Certificate Signature Value
Field Value
Not Critical

URI: http://crl3.digicert.com/DigiCertEVRSACAG2.crl
URI: http://crld.digicert.com/DigiCertEVRSACAG2.crl

Export...

Twe UDRL Cor dwe CAs CRL s listea
\C«\ (L-\I\:e ceedlcade, ' e CA publishes a

Here’s twe one {or Digilert \ne

Ws not an WTTPS ORL, vud Ws o
S‘\sf\e& O\DSGC" FQQ\).\F‘N\s
avthentication, so tawmperng s
challengng whether or not dwe
redrieval dranspord 1s avithendicated
and encrypded



What's in that CRL?

$ wget http://crl3.digicert.com/DigiCertEVRSACAG2.crl

$ openssl crl -inform DER -text -noout -in DigiCertEVRSACAG2.crl
Certificate Revocation List (CRL):

Version 2 (0x1)

Signature Algorithm: sha256WithRSAEncryption

Issuer: C=US, O=DigiCert Inc,

CN=DigiCert EV RSA CA G2 T\’\‘\s C—(LL- \% O(\\7 \)Qdo\'\eé‘ QVQF7 ’f dQ‘,S.?

Last Update: Aug 5 03:01:51 2026 GMT 65——————"”—’———’—’—’—
Next Update: Aug 12 03:01:51 2026 GMT

CRL extensions:

X509v3 Authority Key Identifier:
6A:4E:50:BF:98:68:9D:5B:7B:20:75:D4:59:01:79:48:66:92:32:06
X509v3 CRL Number:

2223

X509v3 Issuing Distribution Point: critical
Full Name:

URI:http://crl3.digicert.com/DigiCertEVRSACAG2.crl

URI:http://crld.digicert.com/DigiCertEVRSACAG2.crl

Revoked Certificates: <

Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation
Serial Number:
Revocation

OCB80B8AFD0O3A255E4066524E7659E1FB
Date: Jul 1 15:55:02 2025 GMT
OEB379F68F503BFEB540D0CACBDA43RB
Date: Jul 3 09:53:30 2025 GMT
0779AD2C3EBS8DFC83FAC4EAGAB2C9703
Date: Jul 4 06:37:02 2025 GMT
035B803B60CESC1389FE408B1A78635C
Date: Jul 5 18:33:03 2025 GMT

CRL entry extensions:

X509v3

CRL Reason Code:

Superseded
[repeated 17,523 more times]

‘\?,52_? CQF".\Q\CO\‘\Q5 are revoked w ‘\\f\‘\s C_‘LL-


http://crl3.digicert.com/DigiCertEVRSACAG2.crl

How do you check a certificate
using a CRL?

1.
2.
3.

4.
5.

Retrieve the CRL
Validate the digital signature of the CRL against the CRL contents

Validate that the digital signature was generated by the CA’s private
key, and create a validation chain to a Trust Anchor

Validate the currency of the CRL with Update Date of the CRL
Look for the Certificate’s Serial Number in the CRL

If you find the Serial Number listed in the CRL then the certificate is a dud!
Do NOT trust it!



Does anyone actually do this?



Does anyone actually do this?

No!



Does anyone actually do this?

Well, no, not this way!

W} Yakes Yoo long Yo load all e CRLs ana perform tne CRL
checkng actions and nobody s willing Yo fay Iwis tiwme fenaldy

Ws also a -\040\\\7 wel Ticiend des\év\ — why redrieve twe entire
list of revoked cerdiiicates w a CRL wwen all Jou want Yo
kaow 1S ‘“\Q 540\‘\\)5 Og\ Qa S'\V\S\Q CQF*\Q‘\CO\‘\Q?

Twis wiay wave worked {or circulading prinded lists of revokea
credd card aumbers w a bydone ade, but s compledely useless
Yoday (Anough even twen nobody checkedl)



Plan B - OCSP

Online Certificate Status Protocol — RFC 2560

* Allows a client to query the CA to query the revocation status of an
individual certificate, without downloading the entire collection of
revoked certificates from the CA

CA OCSP Server

2. %C )% Q\)er7/ YLQSQN\SQ

N— \Y

1. TLS Handswake

Dowawn Nawme
C— er*\f\ca-\e‘

TLS Server Cliend




OCSP Scorecard

XIt’s still a round time time penalty of additional delay

X It tells the OCSP server what each client is doing => a significant privacy leak

X It imposes critical load on the OCSP server

* Because of an arrangement with Let’s Encrypt, Akamai was responding to 2/3 of all OCSP
responses, creating a choke point and a single point of failure

X What should the client do if the OCSP server is uncontactable?
e Fail? — DDOS vector

* Allow? — Vulnerability vector!

Some platforms and browsers support OCSP checking
Some don’t
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Some platforms and browsers support OCSP checking
Some don’t



What about OCSP Stapling?

Rather than pushing the responsibility for revocation checking entirely onto
the client with CRLs, or turning it into a query/response interrogation of the
CA’s server with OCSP, can the content server furnish the ‘current” OCSP
response as a stapled attribute of the TLS credentials? After all a signed
response is valid no matter how you learned of it, if the crypto chain can be
validated

This can be made mandatory through the use of a certificate extension
“OCSP Must Staple” - this tells browsers that, if they see that extension in a
certificate, they should never contact the CA about it and should instead
expect to see a stapled copy of the signed OCSP response in the TLS
handshake. Failing that, browsers should refuse to connect.



Plan C - OCSP Stapling

“If we want a scalable solution to the revocation problem
then it's probably going to come in the form of short-lived
certificates or something like OCSP Must Staple. Recall
that the original problem stems from the fact that
certificates are valid for years. If they were only valid for
days, then revocation would take care of itself. ”

Adam Langley,
https://www.imperialviolet.org/2014/04/19/revchecking.html
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OCSP Stapling Scorecard?

Rather than pushing the responsibility for revocation checking entirely onto
the client with CRLs, or turning it into a query/response interrogation of the
CA’s server with OCSP, can the content server furnish the ‘current” OCSP
response as a stapled attribute of the TLS credentials?

Yes — OCSP Stapling (RFC 6066) and TLS Must Staple (RFC 7633)

v'There is no additional network latency in TLS start as the OCSP data is in-
band

v'The CA does not attain knowledge of client-initiated sessions

v'The CA does not have to operate a high-capacity server infrastructure to
respond to client OCSP queries

v'The client can fail ‘hard’ on missing or unvalidatable OCSP data



What's the point of OCSP
>tapling?

* The default outcome of an evaluation of a current certificate is to accept it,
as long as the client can construct a validation chain to a local trust anchor

* CRLs and OCSP is meant to alert you to a changed circumstance that
indicates that the certificate should not be trusted

* So, the only OCSP item that is useful is one that indicates that the
certificate has been revoked

* But why should a server send me the certificate and a stapled OCSP
response if the sighed OCSP response says that the certificate has been
revoked?

* Shouldn’t the server use this OCSP information itself and fail the TLS handshake if
the certificate that it was going to proffer is revoked?



OCSP Stapling

* What value is OCSP and OCSP Stapling adding to certificates and their
use?
* “nothing” appears to be the correct answer here!



OCSP = Fail?

“That's why | claim that online revocation checking is useless
- because it doesn't stop attacks. Turning it on does nothing
but slow things down. You can tell when something is
security theatre because you need some absurdly specific
situation in order for it to be useful.”

Adam Langley,
https://www.imperialviolet.org/2014/04/19/revchecking.html



Ask not for whom the bell tolls;
it tolls for OCSP!

B Let’s Encrypt Documentation GetHelp Blog Donate v  About Us v

Blog

OCSP Service Has Reached End of Life

By Josh Aas - August 6, 2025

Today we turned off our Online Certificate Status Protocol (OCSP) service, as announced in December of last year. We
stopped including OCSP URLs in our certificates more than 90 days ago, so all Let's Encrypt certificates that contained
OCSP URLs have now expired. Going forward, we will publish revocation information exclusively via Certificate Revocation
Lists (CRLs).

We ended support for OCSP primarily because it represents a considerable risk to privacy on the Internet. When
someone visits a website using a browser or other software that checks for certificate revocation via OCSP, the
Certificate Authority (CA) operating the OCSP responder immediately becomes aware of which website is being visited
from that visitor's particular IP address. Even when a CA intentionally does not retain this information, as is the case with
Let's Encrypt, it could accidentally be retained or CAs could be legally compelled to collect it. CRLs do not have this
issue.

We are also taking this step because keeping our CA infrastructure as simple as possible is critical for the continuity of
compliance, reliability, and efficiency at Let's Encrypt. For every year that we have existed, operating OCSP services has
taken up considerable resources that can soon be better spent on other aspects of our operations. Now that we support
CRLs, our OCSP service has become unnecessary.

At the height of our OCSP service's traffic earlier this year, we handled approximately 340 billion OCSP requests per
month. That's more than 140,000 requests per second handled by our CDN, with 15,000 requests per second handled by
our origin. We'd like to thank Akamai for generously donating CDN services for OCSP to Let's Encrypt f
years.




Ask not for whom the bell tolls;
it tolls for OCSP

B Let’s Encrypt Documentation GetHelp Blog Donate v  About Us v

Blog

Ending OCSP Supportin 2025

By Josh Aas - December 5, 2024

Must Staple @

Because of the privacy issues with OCSP, browsers and servers implement a feature called "OCSP Stapling”, where the
web server sends a copy of the appropriate OCSP response during the TLS handshake, and the browser skips making a
request to the CA, thus better preserving privacy.

In addition to OCSP Stapling (a TLS feature negotiated at handshake time), there's an extension that can be added to
certificates at issuance time, colloquially called "OCSP Must Staple.” This tells browsers that, if they see that extension in
a certificate, they should never contact the CA about it and should instead expect to see a stapled copy in the handshake.
Failing that, browsers should refuse to connect. This was designed to solve some security problems with revocation.

Let's Encrypt has supported OCSP Must Staple for a long time, because of the potential to improve both privacy and
security. However, Must Staple has failed to get wide browser support after many years. And popular web servers still
implement OCSP Stapling in ways that create serious risks of downtime.

As part of removing OCSP, we'll also be removing support for OCSP Must Staple. CRLs have wide browser support and
can provide privacy benefits to all sites, without requiring special web server configuration. Thanks to all our subscribers
who have helped with the OCSP Must Staple experiment.



Its back to OCSP and CRLs (again!)

Chrome:

* Disabled OCSP in 2012 (Version 19)
e Did NOT support Must-Staple OCSP
* Relies on a feed of “CRLsets”

Safari:
 Uses downloaded form of “CRLsets”
* Will use Server-Provided stapled OCSP



How is this working?

1. Let’s generate a LetsEncrypt certificate:

Certificate Viewer: revoked.potaroo.net
General = Details
Certificate Hierarchy

v E8

revoked.potaroo.net

Certificate Fields

« revoked.potaroo.net
v Certificate
Version
Serial Number
Certificate Signature Algorithm
Issuer
~ Validity

Not Before

Field Value

21/04/2026, 13:56:19 GMT+10

Export...




How is this working?

1. Let’s generate a LetsEncrypt certificate
2. And then revoke it 4 hours later

$ curl http://e8.c.lencr.org/lll.crl -o 1l1ll.crl
$ openssl crl -inform DER -text -noout -in 11l.crl | grep -A 1 "Serial Number.* 0505C314D691"
Serial Number: 0505C314D691F6819D355BI9D8FF9885042EE
Revocation Date: Apr 21 17:28:20 2026 GMT+10



http://e8.c.lencr.org/111.crl%20-o%20111.crl
http://e8.c.lencr.org/111.crl%20-o%20111.crl
http://e8.c.lencr.org/111.crl%20-o%20111.crl

Is Revocation part of

Certificate Transparency?
EVidently not! O CertKit How it Works Pricing Blog Tools Login

> CertKit has launched! Free 90-day trial. Founder pricing before May 31. |} [x]

Home > Tools

Search Certificate Transparency Logs

Search the TLS certificate transparency logs to find public certificates issued. This can
reveal new subdomains, certificate renewals, or suspicious activity. Great for security
monitoring, domain research, and uncovering hidden infrastructure.

= Enter the domain to search. All child domains will be included in the results.

= Wildcards % will only return wildcard certificates.

= Up to 100 certificates will be returned. Looking for more?
Get unlimited access with a free CertKit account.

Domain
revoked.potaroo.net

Examples: CertKit.io TrackJS.com Amazon.com

Results Fround 1 certificates.

Matching SANs

Not Before av Days Remaining v

*.revoked.potaroo.net

Let's Encrypt
revoked.potaroo.net P

21/04/2026 89 days }3 revoked.potaroo.net



How is this working?

Let’s generate a LetsEncrypt certificate

And then revoke it 4 hours later

Wait for a couple of weeks and see if my browser has learned of
this revocation

Chrome
l €« C @ 2 revoked.potaroo.net
revoked.potaroo.net .
« Security X

\ revoked.potaroo.net

ej Connec! tion is secure

Your information (for example, passwords
or credit card numbers) is private when it is

sent to this site. Learn more

Certificate is valid (]




How is this working?

1. Let’s generate a LetsEncrypt certificate
2. And then revoke it 4 hours later

3. Wait for a couple of weeks and see if my browser has learned of
this revocation Safari

e M v revoked.potaroo.net

C h rO m e | revoked.potaroo.net

| < C m 23 revoked .potaroo.net - Safari is using an encrypted connection to revoked.potaroo.net.

. Encryption with a digital certificate keeps information private as it's sent to or from the
‘ o https website revoked.potaroo.net.

revoked.potaroo.net « Security -

\ revoked.potaroo.net

] ISRG Root X1

@] Connection is secure
Your information (for example, passwords
or credit card numbers) is private when it is
sent to this site. Learn more

| revi '00.N
BT
4 > o
| Tus
etails
Certificate is valid 4 | : =

f © L’ ‘ ? — “
1

1




How is this working?

1. Let’s generate a LetsEncrypt certificate
2. And then revoke it 4 hours later
3. Wait for a couple of weeks and see if my browser has learned of

this revocation o\ cicroaumn Safari

r— ® @M v revoked.potaroo.net
(XX B | A warning: Security Risk x  + v
Chrome e o wne| | L
& C m 23 revoked .potaroo.net - Safari is using an encrypted connection to revoked.potaroo.net.
. Encryption with a digital certificate keeps information private as it's sent to or from the
‘ l o https website revoked.potaroo.net.
revoked.potaroo.net . -
d €: BocIity B ful. S hing d look right
e careful. Something doesn’t look right.
revoked.potaroo.net 9 9
Firefox spotted a potentially serious security issue with revoked.potaroo.net. &=/ ISRG Root X1
Someone pretending to be the site could try to steal things like credit card L B es
info, passwords, or emails. ot
& Connection is secure Hide advanced red
g . revoked.potaroo.net
Your information (for example, | Ssucd By ET
Advanced

Expires: Monday, 20 July 2026 at 1
@ This certificate alid

or credit card numbers) is priva ™\18 pm Australian Eastern Standard Time
P i 2

sent to this site. Learn more What makes the site look dangerous? | Trust

Firefox is warning you about this site because the certificate provided for Details

revoked.potaroo.net has been revoked and isn't trusted anymore.

Certificate is valid What can you do about it? | o Hide Certificate m

Probably nothing, since it's likely there's a problem with the site itself. You can
check with the website owner to see if they are working on the problem.

View the site's certificate 1l

Learn more about these kinds of certificate issues

Error Code: SEC_ERROR_REVOKED_CERTIFICATE



Revocation is a Fsilure!

* If the point of this entire certificate architecture is to inform the user
that the location that they have reached is (or is not) the location that
they intended to reach, then why is it useful at all if it can’t inform the
user that the certificate that is being used is not to be trusted NOW?

* If the best that CRLs, OCSP, Stapled OCSP and CRLsets can inform you
is the trust status of a certificate at some time in the past then why is
this information any different from the certificate itself?



Revocation is a Fsilure!

* If the entire purpose of these revocation mechanisms is only to
reduce the “trust window” of a certificate, then why not just use
certificates with a more constrained trust window?



"Shorter"™ Certificates

B Let’s Encrypt Documentation GetHelp Blog Donate v About Us v

Blog

Decreasing Certificate Lifetimes to 45 Days

By Matthew McPherrin - December 2, 2025

Let's Encrypt will be reducing the validity period of the certificates we issue. We currently issue certificates valid for 90
days, which will be cut in half to 45 days by 2028.

This change is being made along with the rest of the industry, as required by the CA/Browser Forum Baseline
Requirements, which set the technical requirements that we must follow. All publicly-trusted Certificate Authorities like
Let's Encrypt will be making similar changes. Reducing how long certificates are valid for helps improve the security of
the internet, by limiting the scope of compromise, and making certificate revocation technologies more efficient.

We are also reducing the authorization reuse period, which is the length of time after validating domain control that we
allow certificates to be issued for that domain. It is currently 30 days, which will be reduced to 7 hours by 2028.



How Short can we g07

* If 90 days is “too long” does 45 days improve the situation?
45 days will cut down the CRL size
e BUT it will not remove the need for CRLs as the window of vulnerability is still
too long without some form of early revocation

* If 45 days is “too long” then would 6 days improve the situation?
* 6 days will cut down the CRL size

e BUT it will not remove the need for CRLs as the window of vulnerability is still
too long without some form of early revocation

* Is there a “right” period for certificate lifetimes?



Certificates are a Failure!

* The problem with certificates that provide a trust window of a few hours, is
that the existing CA infrastructure and the use models of locally stashed

certificates just can’t cope with such an increased intensity of certificate re-
Issuance

* Instead, we just persist with long-lived certificates and non-functional
revocation mechanisms, because it’s the path of least resistance

* |f certificates are incapable of informing a client that they are about to be
drawn into misplaced trust, then what exactly are they good for anyway?



Certificates are a Failure!

* The problem with certificates that provide a trust window of a few hours, is
that the existing CA infrastructure and the use models of locally stashed
certificates just can’t cope with such an increased intensity of certificate re-
Issuance

* Instead, we just persist with long-lived certificates and non-functional
revocation mechanisms, because it’s the path of least resistance

* |f certificates are incapable of informing a client that they are about to be
drawn into misplaced trust, then what exactly are they good for anyway?

* The entire objective here was to answer the simple question: “Is the
service that | am about to connect to the service that | intended to
connect to?” And the problem is that this entire certificate structure can
only answer a question that relates to the past, not the present!



Certificates are a Failure?
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* The entire objective here was to answer the simple question: “Is the
service that | am about to connect to the service that | intended to
connect to?” And the problem is that this entire certificate structure can
only answer a question that relates to the past, not the present!



Certificates are a Failure!

* The desire to leverage existing X.509 certificate infrastructure into the
online world is an abject failure
(some folk were telling us this for years, but we just weren’t listening!)

* |s there an alternative?



There's the DNS..

The problem here is not TLS, and not the use of digital signatures to
assure the veracity of information, but the properties of the certificate
infrastructure to allow this veracity to be established as a current piece

of information

The DNS has a similar issue of accuracy and timeliness

It manages to contain this time lag though the use of Cache Timers (TTLs),
managed by zone admins, to set a maximal time between referral back to the

authoritative information sources
There is a constant refresh of DNS information passed to the client from the

authoritative servers



DANE!

* DNS-based Authentication of Named Entities does away with this 3
party commentary through X.509 certificates used by the Web PKI

* The public key used to demonstrate authenticity is stored in the DNS
itself as a DNSSEC-signed attribute of the name

* Key information can accessed on demand through the DNS (or
provided to you in other ways!)

e Key information is validated by DNSSEC chaining which is inherent in
the internal structure of the name itself

* Validity times can be managed with intervals of seconds and minutes,
not months!



And then there's Stapled DANE ..

If the entire purpose of this security measure is to associate a key pair
with an intended service name, then why not just use the DNS?
* Place the public key of a service into the DNS alongside its other attributes

* Use conventional TTL mechanisms to control the maximal caching lag of this
information
* Sign these records with DNSSEC

* And staple the DNSSEC validation chain of the public key record into the TLS
handshake as a stapled chained response as an alternative to using X.509
certificates

i.e. use DANE, Chained Responses and TLS Stapling



Where have we got to?

e X.509 certificate revocation is broken and we can’t fix it

* About the only fix is to pull certificate lifetimes down to a small

number of hours —i.e. limit the scope of potential damage of a
compromised certificate

* But the certificate system as we know it won’t scale with such massively
shortened certificate lifetimes

* In the DNS, the common TTL is measured in hours

* So why don’t we just ditch all this X.509 brokenness and just turn all of this
over to DANE?



The Road Not Followed

* It Netscape had thought of embedding public key cryptography into
the DNS in 1994 with SSL 1.0, the entire X.509 web PKI would never
have existed

* Your name, and the way to authenticate the assertion that it’s your name,
would co-exist in the DNS

* But it’s too late to change — so now we are on an inevitable path of
figuring out how to cope with an infrastructure of X.509 certificates
with validity intervals measured in minutes, and all that this entails!



Gooa Luck v Twad!



Questions?



