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The Problem: NOC Operations Today vs. AI-Powered Automation

Today: Manual & Reactive AI-Powered: Zero-Touch Automation

Thousands of alarms daily: Outages, flaps, degradation, and spikes 

overwhelm teams.

Siloed Systems: Engineers swivel between FM dashboards, PM KPIs, 

topology, and logs.

Manual Triage: Time wasted validating auto-clearing alarms before 

root-cause analysis.

Result: High fatigue, slow MTTR, and inconsistent remediation.

Multi-source validation: Agent autonomously checks OSS/BSS via tool 

calls.

Automated Healing: Instant root-cause analysis and execution of 

remediation scripts.

Pattern Recognition: Filters self-recovering alarms using historical data.

Metric Today With AI

Response Time Hours Seconds

OpEx & MTTR High / Slow Reduced / Fast

End State: NOC shifts from firefighting to supervising automation.



AI Is Only As Good As Your Network Data

Most AI projects fail because of data quality — not model limitations. Fix the data foundation first.

Control
Plane

• BGP tables

• IS-IS/OSPF state

• MPLS labels

• Route analytics

• Prefix changes

Tells you what the network 
THINKS is happening

Data
Plane

• NetFlow/IPFIX

• Queue metrics

• Latency / jitter

• Packet loss

• Traffic matrix

What is ACTUALLY flowing 
through the network

Infrastructure

• CPU / Memory

• Interface util.

• Optical power

• Fan / PSU

• Hardware errors

Optical power degradation = 
early SFP failure warning

Business
Layer

• SLA compliance

• Subscriber KPIs

• Service inventory

• Customer tickets

• Revenue impact

Connects faults to customer & 
business impact

External
Context

• Maintenance windows

• Weather / outages

• BGP route leaks

• Vendor advisories

• Seasonal events

Explains anomalies AI might 
falsely flag

DATA PIPELINE: Network Devices  →  Telemetry Collector  →  Data Lake  →  Feature Engineering  →  AI Models  →  Decision Engine  →  Automated Actions

APAC: A mid-size ISP generates 2–8 TB operational data/day — humans cannot 
process this in real time. AI must.

Analogy: You cannot bake a great cake with bad ingredients — no matter how skilled 
the baker. AI models trained on dirty data produce unreliable outputs.
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Agentic AI: Use Cases for Service Providers

Dynamic Network 

optimization

Failure impact, Automated re-routing, 

BGP hijack mitigation

Information distilling & 

Faster RCA

Multi-domain, multi-vendor event 

correlation; Needle in the haystack

Digital Twins

Capacity planning, What-If analysis, MOP 

validation, Feature testing

Task automation & 

Documentation

MOP generation, Network audits, 

Security posture analysis, Training

Optimize

APNIC



Beyond traditional AI:

• Agentic AI doesn't just respond—it plans, executes, and adapts to achieve complex

objectives.

• Decompose complex goals into actionable steps,

• Maintain context across multiple interactions, and iteratively refine its approach based on

results.

User

Agent

Observe

Prompt

Response

LLM
(on-prem or cloud)

Tools

Internet
Tools

Environment

RAG | Vector DB
(Memory & Context)

Perceive
(Gather and process data)

Reason
(understand tasks, generate 

solutions)

Act
(Execute tasks)

Learn
(Continuously improve)

Agentic AI process

Agentic AI
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Agent

LLM
(on-prem or cloud)

MCP

A
P

I

Application

Database Network

Agent

LLM
(on-prem or cloud)

Netconf
API

Application

DB Tools

Database
Network

Database 
MCP Server

Application 
MCP Server

Network
MCP Server

MCPMCP

Without MCP With MCP

Typically, there is 1-to-1 mapping

between the MCP server and the tool

Standardized interface 

from the Agent to all tools

Model Context Protocol (MCP)
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NetworkServer

User
Agent

MCP 
Client

JUNOS MCP Server

LLM (on-prem / cloud)

GPT4/Claude Sonnet 4.6/ Opus 
4.7/Llama 3.x

Claude Desktop / 

Cursor /Co-pilot/VS code

Tools:

• execute_junos_cmd

• get_junos_config

• junos_config_diff

• render_and_apply_j2_tem

plate

• gather_device_facts

• get_router_list

• load_and_commit_config

• add_device

P1

P2

P3

P5

P4

MCP Netconf/SSH

Example Junos MCP server

MCP server for JUNOS devices
• Provides tools to List devices; Get device facts & config; Execute JUNOS

commands & commit config; add_device, etc

• Hosted on Juniper’s github repo

• Open-source, Apache license 2.0

Git repo: https://github.com/Juniper/junos-mcp-server

Prompt

Response

https://github.com/Juniper/junos-mcp-server
https://github.com/Juniper/junos-mcp-server
https://github.com/Juniper/junos-mcp-server
https://github.com/Juniper/junos-mcp-server
https://github.com/Juniper/junos-mcp-server


System

e.g.: 

16 LLM: Here is a list of 
your DC blueprints…

Server

e.g.: 
Claude Desktop

User

Agent

MCP 
Client

MCP 
Server

e.g.: 

Apstra

MCP 
Server

LLM

e.g.: Claude Opus 4.7

Anthropic Cloud

ListToolsRequest3

ListToolsResult4

Agent: I need a list of 
tools to send to the 
LLM

2

5
MCP Client: Here are 
the tools available

User Query + Tools6

LLM: I need the 
get_bp tool to 

answer this query

7

ToolUse (get_bp)8

User: Give me a 
list of my DC 
blueprints

1

Agent: Pls run this 
tool with these 
args

9
CallToolRequest10

MCP Server:
GET 
/blueprints

11

12
Apstra: 
200 ok 
<body>

CallToolResult1314

MCP Client: Here is the 
result of running the 
tool

ToolResult (get_bp) 15

Agent: Here is a 
list of your DC 
blueprints…
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Model Context Protocol (MCP)

How it works

MCP server can be local or remote:

Local (stdio): On the same machine as the MCP client. Suitable for 

testing

Remote (Streamable HTTP): Closer to the tool, Suitable for production

Server & MCP client are bundled in most commercially-

available implementations (e.g.: Claude Desktop)

DC 

Director



Use-cases

1
0

APNIC



Use-case 1: Network infrastructure Assessment, Config Audit 
(BGP, SRv6)

• Anatomy of an Effective Network Assessment Prompt

• Provide Structured Instructions: Guide the AI with a clear, 
step-by-step process rather than a single, broad command.

• Decompose the Objective into Granular Tasks: Break 
down the high-level goal into specific areas of analysis. For 
example:

– ISIS Topology & Adjacency Review

– BGP Peering & Policy Audit

– SRv6 Path Validation

– VPN Service Configuration Check

– Summary of Findings & Recommendations

• Define Negative Constraints (The "Don'ts"): Explicitly 
state what the agent must not do or include in its output. 
This is a critical guardrail to mitigate model hallucination and 
keep the analysis focused.



Use-case 2: BGP Route hijacking

Leveraging External Intelligence for BGP Analysis to 

mitigate issues like Route Hijacking

• Integrates with Authoritative Sources: The agent 

autonomously queries public data platforms like Cloudflare 

Radar and RIPE Stats.

• Provides External Visibility: Gains an essential "outside-

in" view of BGP routing to validate internal observations.

• Enables Event Correlation: Correlates global routing 

data with internal network events for faster, more accurate 

root cause analysis.

Agent

RIPE Stat MCP

MCP



Use-case 3: Multi-domain Root Cause Analysis

Use-case 3: Multi-domain Root Cause Analysis

Server 1 Server 2

Demo scenario:

- User complains that latency is high from server1 to server3

- Typical latency = 5ms, Current latency = 200ms

- Agent troubleshoots the problem to find the root cause

13

DC 2DC1-GW DC2-GW

BL 1 BL 2

Leaf 1 Leaf 2

Spine 1 Spine 2

DC 1

BL 1 BL 2

Leaf 1
Leaf 2

Spine 1 Spine 2
Apstra
MCP

Server

Linux
MCP

Server

JUNOS
MCP

Server

Front 
end 

Client

User

API

Netconf

SSH

MCP

Server 3 Server 4

Latency is high from 
server1 to server3.

Typically it is 15ms,

now it is 200ms.

Latency = 200ms

Compute

DC Network

WAN Network



Agent understands the underlay and overlay topology

Agent understands the underlay and overlay topology
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Agent runs server-to-server latency test

Agent runs server-to-server latency test
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Agent diagnoses the cause of the high-latency

Agent diagnoses the cause of the high-latency
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Agent fixes the problem

Agent fixes the problem
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Use-case 4:  MOP generation
Inference + Multi agent + Fine-tuned RAG

Generate a MOP for MX10008 for 
image upgrade from 21.3 to 23.2

Agent responds with Generate MOP 
based on Agents + fine-tuned RAG

User

Prompt

Response

RAG (Storage + Vector Search Engine)

MOP 

Documents

Indexing Chunking Embedding

Search RAG 

tool

MetaData Agent

Pre-Upgrade Agent

Upgrade Agent

Post-Upgrade Agent

Contingency Agent

Generate 

MOP  

tool

Automated Metadata indexing

Ranking & Scoring mechanism

Original MOP

~60-70 pages

Generated MOP: ~60 pages

• Understands environment-specific 

context

• Aligned to original MOP structure 

and formatting, cohesive & 

coherent

• Captures all the relevant contentStructuring 
& Cleaning

Agent

LLM
(Public cloud)

Vector DB

APNIC



Why RAG & Multi-agent?

Setup

Result

Inference only

(no RAG, LLM fine-tuning or multi-agent)

Agent

LLM

Memory

Generated MOP:

• 11 pages

• Generic MOP based on LLM’s previously learnt 
knowledge

• No environment-specific context

Inference + RAG

(no LLM fine-tuning or multi-agent)

Agent

LLM

Memory

RAG

Data Vector DB

MOPs

Generated MOP:

• 278 pages

• Understands environment-specific context

• Poorly structured, not coherent & cohesive

Inference + RAG + Multi-agent

(LLM fine-tuning)

Agent

LLM

Memory

RAG

Data Vector DB

Pre-upgrade

Upgrade

Post-upgrade

Agents

MOPs

Generated MOP:

• ~60 pages

• Understands environment-specific context

• Aligned to original MOP structure and formatting, 
cohesive & coherent

• Captures all the relevant content

Original MOP: ~60-70 pages

APNIC



I want to migrate bgp customer ce-1 from access-1 

to access-3

Agent responds with structured data based on 

Agents + Fine-tuned RAG

User

Prompt

Response

Agent

LLM 

(Public cloud)

Claude desktop

RAG (Storage + Vector Search Engine)

MOP Documents

Vector DB

Indexing Chunking Embed

Automated Metadata indexing

Ranking & Scoring mechanism

MOPs + Troubleshooting 

Guides

MCP

Search RAG

Prompt + RAG Context

Prompt + RAG Context 

+ MCP N/W Response

Bgp Migration Procedure

For More Context/Historical Docs/Semantic 

Meaning
access-1 access-3

core-1

border-1

transit-1
transit-2

border-2

core-2

Use-Case 5:  MOP Execution
Inference + Multi-Modal RAG + MCP

APNIC



Use-case 6:  Network Planning with WAN Director
Failure simulation and What-If analysis

MCP server

access-1 access-2

core-1

border-1

transit-1 transit-2

border-2

core-2

ce-1

WAN Director
Learnt 

topology

1. Topology Learning from live network

2. Creation of Digital twin in planner 

based on live topology

3. Exhaustive Simulation Analysis

4. Autonomous Step by Step What if 

Analysis

5. Reasoning over What if Analysis & 

Exhaustive Analysis

6. Construct a Report after Reasoning

7. Recommend Network design choices 

based on critical node/link failures

Digital Twin

Generate a Planning 
Report for my Network

Here is your complete Network 
Planning Report

User

Prompt

Response

Agent

LLM
(Public cloud)

APNIC



Transport Domain

Routing Director

Agent-to-Agent is an open standard that enables different AI agents to communicate and work together 
directly

Datacenter DomainCampus & Branch Domain

Cloud EMS IP/MPLS  EMS Data Center EMS 

A2A

Agent
LLM + Memory

C&B Agent
LLM + Memory

NOS Agent
LLM + Memory

WAN Agent
LLM + Memory

Data Center Agent
LLM + Memory

A2A A2A A2A

A2A

MCP Server MCP Server MCP Server MCP Server

MCP

Tools Tools Tools Tools

MCP MCP MCP

User

Optical Transport EMS

End-to-end Architecture with A2A and MCP
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R I S K  M A T R I X

IMPACT →

LI
K

EL
IH

O
O

D
 →

LOW MED HIGH

HIGH

LOW

R2

R3
R1

R4R5

L E G E N D

R1  Hallucination → Wrong Action

R2  Blast Radius of Auto-Change

R3  Credential / Access Exposure

R4  Model Drift

R5  Missing Audit Trail

R1 C R I T I C A L

Hallucination → Wrong Automated Action
LLM wrong RCA → agent executes config change on incorrect target → 
traffic black-hole. No factual grounding = no execution.

M I T I G A T I O N
commit-confirmed on every write · ≥85% confidence gate · tool-
grounded facts required before execution

R2 C R I T I C A L

Blast Radius of Autonomous Config Changes
Mis-scoped playbook propagates across 40 PEs simultaneously. One bad 
SR-TE policy, no blast-radius guard = network-wide impact.
M I T I G A T I O N
Blast radius limit enforced at MCP layer · staged rollout (1→5→all) · 
Digital Twin pre-validation

R3 C R I T I C A L

Credential & Access Exposure via Tool Calls
SSH keys/API tokens in MCP config. Server compromise = full fleet access. 
LLM context logging can leak credentials.
M I T I G A T I O N
MCP as auth proxy — credentials never reach LLM · Vault for secrets · 
scoped read-only vs write accounts

R4 H I G H

Model Drift — AI Accuracy Degrades Over Time
Models trained on last year's topology miss new failure signatures. 
Anomaly detection degrades silently with no alert.

M I T I G A T I O N

Monthly model performance tracking vs human-reviewed incidents · 
quarterly retrain · RAG DB auto-refresh

R5 H I G H

Incomplete Audit Trail for AI-Initiated Changes

AI changed it. Who approved? Without structured logs, AI-caused incidents are unrecoverable in post-mortem.

M I T I G A T I O N

Immutable append-only MCP audit log (timestamp, tool, args, reasoning) · auto-ITSM change ticket per commit

!Governance Principle:  Agentic AI earns autonomous trust layer by layer — Read-Only first, Supervised Writes second, Autonomous Actions only after months of validated advisory-mode accuracy.

AI Risk and Governance



Thank You
Questions are welcome

Akhilesh Thakur

Principal Architect ·  HPE Networking

Akhilesh.thakur@hpe.com

https://www.linkedin.com/in/akhilesh-thakur-91801030/
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