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Internet Exchange Points (IXPs)
IXP offer public peering through multilateral agreements via Route Servers (RS)

Peering LAN to interconnect all ASes

Only one BGP session with the RS
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IXPs - traffic

To avoid large traffic disruptions, IXPs apply BGP filtering policies at RS
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Route Server filtering policies
Basic filters
● Bogon/Martian - drop invalid/reserved prefixes
● Prefix length - enforce RFC 7454 limits
● Next-hop - must match the peer
● AS path length - reject abnormal paths
● ASN checks - block bogon ASNs, verify leftmost ASN

Advanced filters
● RPKI - drop Invalid routes
● IRR - drop Invalid routes
● (ASPA coming soon…)

No strict rules
Operators apply filters based on best practices, needs and clients

Commonly INBOUND

Different approaches
All inbound

All outbound
Split between in/out
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AS-SET
Collection of ASNs/AS-SETs used for route filtering

Customer ASes it may providing transit for
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How IXPs use AS-SETs for IRR validation?
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IRR-based validation

BGPQ4
prefix-set pf_AS1 {

1.1.1.0/24
2.2.2.0/24

}

1. Expand AS-SET
2. Extract ASNs
3. For each ASN, retrieve prefixes
4. Complie prefix list

Prefix list is linked to the peer 
session inside the RS config

IRR

as-set: AS1:CUSTOMERS
members: AS1
members: AS2
members: AS3

route: 1.1.1.0/24
origin: AS3

route: 2.2.2.0/24
origin: AS1
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IRR-based validation

IRR

AS 1

as-set: AS1:CUSTOMERS
members: AS1
members: AS2
members: AS3

route: 1.1.1.0/24
origin: AS3

From AS 1 
If prefix in { 1.1.1.0/24, 2.2.2.0/24 }: ACCEPT
Else: DROP

RS
route: 2.2.2.0/24
origin: AS1

BGPQ4

prefix-set pf_AS1 { 1.1.1.0/24, 2.2.2.0/24 }
allow from AS 1 prefix-set pf_AS1
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Are RS safe from prefix 
hijacks/misconfigurations?
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Are RS safe from prefix 
hijacks/misconfigurations?

Not completely
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Blind Spot
NO INFORMATION regarding the 

real owner

AS 1

AS 4
1.1.1.0/24: 4

From AS 1 
If prefix in { 1.1.1.0/24, 2.2.2.0/24 }: ACCEPT
Else: DROP

ACCEPT

1.1.1.0/24: 1 41.1.1.0/24: 2 31.1.1.0/24: 3 AS 2

AS 3
RS
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Are your prefixes safe?



AS-SET – not maintained
AS-SETs grow with unallocated, private and inactive ASes

~130k allocated ASes by RIR
~77,000 active ASes

Top 10 AS-SETs ranked by number of ASes
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A prefix may be vulnerable due to a route object for an unallocated, private or inactive AS



AS-SET – not maintained
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AS 20

Route: 3.3.3.0/24
Origin: AS20



AS-SET – not maintained
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AS 20

Route: 3.3.3.0/24
Origin: AS20

AS 10

IRR

as-set: AS10:CUSTOMERS
members: AS10
members: AS65512

route: 3.3.3.0/24
origin: AS65512

From AS 10
If prefix in { 3.3.3.0/24 }: ACCEPT
Else: DROP

RS



Data analysis

Feasibility analysis Control-plane analysis

Can it really happen? Is it happening?
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1) Prefix must not be covered by a ROA

2) Update must not be filtered by intermediate ASes

3) Update must reach RS through Member Y

4) Origin AS not required to be in Member Y’s AS-SET

5) Prefix in a route object with AS X

6) AS X in the AS-SET of a Member Y

Can it really happen?
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1) Prefix must not be covered by a ROA

2) Update must not be filtered by intermediate ASes

3) Update must reach RS through Member Y

4) Origin AS not required to be in Member Y’s AS-SET

5) Prefix in a route object with AS X

6) AS X in the AS-SET of a Member Y

32% are NotFound

9% are Invalid

Can it really happen?
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1) Prefix must not be covered by a ROA

2) Update must not be filtered by intermediate ASes

3) Update must reach RS through Member Y

4) Malicious AS not required to be in Member Y’s AS-SET

5) Prefix in a route object with AS X

6) AS X in the AS-SET of a Member Y

52% via auth-member
28% via two or more
5.4% are Not in as-set

Can it really happen?
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Can it really happen?
1) Prefix must not be covered by a ROA

2) Update must not be filtered by intermediate ASes

3) Update must reach RS through Member Y

4) Origin AS not required to be in Member Y’s AS-SET

5) Prefix in a route object with AS X

6) AS X in the AS-SET of a Member Y
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Is it happening?

Valid for RS, but 
Origin AS has no 

route object

Most cases are 
business 

agreements

Suspicious
24



What happen to correct announcements?
Origin AS has a valid route object for the prefix

All announcement
are filtered

Filtered due to outdated 
AS-SET or non-auth 

(65,5%)

Valid but not propagated because of BGP selection process 25



Multiple Origin AS (MOAS)

Same prefix announced by both an invalid and a valid AS

RS propagates the route via the illegitimate AS

Same prefix announced by two or more ASes
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Only AMS-IX and NAMEX?
Checked IRR-based filtering 

descriptions

Verified prefixes via looking glass

If prefixes considered valid, IXP 
marked as not protected

22 are not protected
Only 4 IXPs protected

8 no information 27
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Solutions
Perform origin validation against 

route objects (ROs)

Route Object

● RO
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Mitigations
Perform origin validation against 

route objects (ROs)

Route Object

AS-SET

● RO
● Prefix -> RO
● ASN -> RO
● Prefix-> ASN -> RO
● ASN -> Prefix -> RO

Prefix list ASN list
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Recommendations
Network Operators

Creates ROAs for each prefix, following 
the RFC 9319

Keep IRR AS-SET objects up to date
and use authoritative IRR DBs

31* After removal of unallocated, private, and inactive ASes
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BEFORE

AFTER CLEANUP*

* After removal of unallocated, private, and inactive ASes



Recommendations

Network Operators

Creates ROAs for each prefix, following 
the RFC 9319

Keep IRR AS-SET objects up to date
and use authoritative IRR DBs

IXP Operators

Review filtering policy

Check prefixes in RIB

If affected, apply one of the 
proposed solutions
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Conclusions and future work
Exposed a blind spot in IXP route server filtering, showing how invalid 
announcements can still be accepted and propagated, and even preferred 
over legitimate routes.

Our findings show that his is not an isolated issue but a widespread challenge
for interconnection security and can impact all ASes performing such filtering

● Extend analysis to IPv6
● Implement proposed solutions -> measure RS performance
● Is the juice worth the squeeze?
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Thank you for your attention!

Questions?
stefano.servillo@uniroma1.it


