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DNS Reality in APNIC Stats for BD
60–70% of traffic resolved via Google/Cloudflare



DNS Comparison:
Measures how fast each 
resolver replies and which 
CDN IP it returns, showing 
how resolver choice impacts 
latency and CDN steering.



cURL Load-Time:
Measures full webpage load time using each resolver’s answer, 

proving how DNS affects real user experience and page 
performance.



Why This 
Matters

Even if caches exist locally, resolver location 
decides which node is picked

Our network carries CDN traffic, but we 
don’t know which CDN answered the user.

No data to discuss with CDN vendors

Lost Telemetry



Objective

Build internal DNS telemetry without impacting 
production

Identify CDN source per query (Own, Vendor, 
Global)

Visualize cost impact using open-source stack
(make an effort to build something free of cost 
and get some result)



Lab 
Architectur
e

Diagram:

PowerDNS → JSON log → Python loader → 
ClickHouse → Grafana

PowerDNS (collector)

Python (streamer)

ClickHouse (storage)

Grafana (visuals)



Why 
PowerDNS 
(not BIND)

Feature BIND PowerDNS

JSON or Lua logging No Yes

Extensible hooks No Yes

Lightweight 
resolver

Heavier Faster

Live scripting None
Lua 
supported



How Data 
Flows

PowerDNS writes JSON per query

Python tails 
/var/log/pdns_queries.json

ClickHouse stores into dns_queries

Classification joins IP map → 
categories (Udoy/Vendor/Global)



/etc/powerdns/log_answers.lua

local outfile = "/var/log/pdns_queries.json"

function postresolve(dq)

local qname = dq.qname:toString()

-- Only log Facebook/GGC domains

if not string.find(qname, "fna.fbcdn.net", 1, true)

and not string.find(qname, "googlevideo.com", 1, 
true) then

return false

end

local answers = {}

local records = dq:getRecords()

if records then

for _, r in ipairs(records) do

local content = r.content or r:getContent() or 
tostring(r)

if content and content ~= "" then

-- Only capture IPv4 or IPv6 literals

if string.match(content, 
"^%d+%.%d+%.%d+%.%d+$") or

string.match(content, "^[%x:]+$") then

table.insert(answers, content)

end

end

end

end

-- Skip if there are no valid IP answers

if #answers == 0 then return false end

local f = io.open(outfile, "a")

if f then

f:write(string.format(

'{"ts":"%s","client_ip":"%s","qname":"%s","answers":["
%s"]}\n',

os.date("!%Y-%m-%dT%H:%M:%SZ"),

dq.remoteaddr:toString(),

qname,

table.concat(answers, '","')

))

f:close()

end

return false

end

You can add new domain’s here



Example Log Line

{"ts":"2025-10-20T10:07:13Z","client_ip":"103.190.x.x","qname":"googlevideo.com.","answers":["103.234.201.212"]}

{"ts":"2025-10-20T16:00:26Z","client_ip":"103.190.204.206","qname":"rr4---sn-npoe7nsr.googlevideo.com.","answers":["142.251.88.41"]}

{"ts":"2025-10-20T16:00:28Z","client_ip":"103.234.202.0","qname":"scontent.fdoh6-2.fna.fbcdn.net.","answers":["80.76.170.81"]}

{"ts":"2025-10-20T16:00:35Z","client_ip":"103.190.204.205","qname":"rr1.sn-5qouxaxjvhauqcq-q5jl.googlevideo.com.","answers":["2400:9220:0:32::c"]}

{"ts":"2025-10-20T16:00:44Z","client_ip":"103.234.202.1","qname":"rr1---sn-hxb5j5cax-nafe.googlevideo.com.","answers":["187.244.33.76"]}

{"ts":"2025-10-20T16:00:44Z","client_ip":"103.234.202.1","qname":"r10---sn-x5guiuxaxjvh-q5je7.googlevideo.com.","answers":["59.152.106.24"]}

{"ts":"2025-10-20T16:00:44Z","client_ip":"103.234.202.1","qname":"r10---sn-x5guiuxaxjvh-q5je7.googlevideo.com.","answers":["59.152.106.24"]}

{"ts":"2025-10-20T16:00:46Z","client_ip":"103.234.202.1","qname":"rr7---sn-x5guiuxaxjvh-q5jd.googlevideo.com.","answers":["103.21.42.210"]}

{"ts":"2025-10-20T16:01:00Z","client_ip":"103.234.202.0","qname":"r3---sn-qxaeenld.googlevideo.com.","answers":["172.217.139.104"]}

{"ts":"2025-10-20T16:01:02Z","client_ip":"103.234.202.1","qname":"z-p3-scontent.frjh7-1.fna.fbcdn.net.","answers":["37.111.248.33"]}

{"ts":"2025-10-20T16:01:02Z","client_ip":"103.234.202.1","qname":"z-p3-scontent.frjh7-2.fna.fbcdn.net.","answers":["37.111.248.96"]}



/opt/pdns_to_clickhouse.py
#!/usr/bin/env python3

import json

import subprocess

import time

from clickhouse_driver import Client

from datetime import datetime

def setup_clickhouse():

return Client(host='localhost')

def process_log_line(client, line):

try:

data = json.loads(line.strip())

answers = [a for a in data.get('answers', []) if a and a != '']

if not answers:

# Skip blank answer entries

return False

ts_str = data['ts'].replace('Z', '')

ts_dt = datetime.strptime(ts_str, '%Y-%m-%dT%H:%M:%S')

client.execute(

"INSERT INTO dnslab.dns_queries (ts, client_ip, qname, answers) 
VALUES",

[{

'ts': ts_dt,

'client_ip': data['client_ip'],

'qname': data['qname'],

'answers': answers

}]

)

print(f"Inserted: {data['qname']} -> {answers}")

return True

except Exception as e:

print(f"Error processing line: {e}")

return False

def main():

print("Starting PowerDNS → ClickHouse loader (dnslab.dns_queries)")

client = setup_clickhouse()

process = subprocess.Popen(

['tail', '-F', '/var/log/pdns_queries.json'],

stdout=subprocess.PIPE,

stderr=subprocess.PIPE,

text=True

)

while True:

line = process.stdout.readline()

if line:

process_log_line(client, line)

else:

time.sleep(0.1)

if __name__ == "__main__":

main()



Schema 
Overview

• Tables:

• dns_queries (raw)

• cdn_ip_map (reference list)

• dns_classified (derived)

• Each line of data = 1 resolved query with IP 
classification.



dns_queries (raw)—How it looks like

Logs are now exported to clickhouse databases. Which shows client_ip, qname and answers [IPv4, IPv6] of the 
queries



cdn_ip_map 
(reference list)

This tables has all the IP address of Own (udoy) & Vendor CDNs. If any ip
that doesn’t matches these IP address are marked at Global.



dns_classified 
(derived)

This is what the tables looks like after consolidating both query data & ip mapping data. From here we can see and 
store the logs. 



Grafana 
Datasource 
setup 

Once we have data in clickhouse tables. We can visualize it 
using Grafana.



Grafana Dashboard



GGC (Googlevideo) Analysis

This help us identify Top googlevideo url resolved IP address



FNA (Facebook) 
Analysis

This help us identify Top 
facebook video url resolved 
IP address



Lessons for 
ISPs

• Run your own resolver

• Tag CDN answers (Own/Vendor/Global)

• Measure before optimizing

• Use DNS data for routing + CDN negotiation



Future 
Work

• Add ASN and BGP tie-in

• Merge with NetFlow for QoE tracking



GitHub link https://github.com/sufian-bd/apricot-2026



Thank You DNS logs tell you where your traffic really lives


