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Intro

• As a mobile operator, mobile backhaul network is critical element for connecting 
Radio Access to Mobile core

• In the 4G and 5G era network rollout is important process of expanding their 
network.

• We tried to some ZTP like automation using FOSS tools and it was helped network 
roll out process.



About SoT and Netbox

• Netbox is network 
documentation  tools that fit for 
any network.

• Rich API integration and features 
became a powerful Single Source 
of Truth.

https://netboxlabs.com/docs/netbox/



High level building blocks



Detail of process
step 1

• Initially we just registering our devices, 
services and ip address on NETBOX

• Then digging some features that config 
template,

• This feature easily generate config using Jinja 
from Json input

• Also integrated with Zabbix



Config template Jinja
step 1 (vrf example)

Vendor-A

Vendor-B



Config template Jinja
step 1 (BGP example)

Vendor-A

Vendor-B



Configure device
Step 3, 4, 5

• Our engineer developed in-house python code that help to retrieve config from netbox then configure 
network devices based on Serial number

• Paramiko based python script accessing to device via SSH then push config file to device

Check reachability consistently it until ok

If device reachable then ssh to device get SN

Find that SN from netbox via API

If found then retrieve the generated config

Then configure the device

Sent all log output email



Configure device
Step 3, 4, 5

Successful case unsuccessful case

• Email notification



Configure device
Step 3, 4, 5

• Here is a diagram that for configuring device via their management network

• we uses vendors management ipv4 address that already configured from factory



Zabbix integration
Step 2

• There are someone already published integration 
at GitHub,

• We just follow this and made little change for own 
environment. 

https://github.com/AdrianJPT/Netbox-Zabbix-Integration



Back to step 1

• Now we need to carefully add our planned device on netbox.

• Due to lots of dependency on it. For Zabbix

For find config

For generating 
config

For generating routing 
parameters

Netbox become Source of Truth



Zabbix to Netbox
Step 7, 8

• At monitoring server checking planned device

• If ping is ok then change the group

• Then also change the netbox status and site fields,



Zabbix to Netbox
Step 7, 8

• Here is a status of netbox



Configuring online network

• The previous parts were only configuring new router

• There are still need to configure online network for preparing onboard new router at mpls network



Configuring online network

• Following diagram shows how configure online network 



Configuring online network

• Connection info added by engineer • GraphQL query help to generate peer config



Configuring online network
• We generated peer config by python 

• based on netbox connection info then send it to our engineer

• For safety and pre verification purpose, manual configuration by done NOC engineer 



Finally, we got following



Conclusion

• Good things

• This work help eliminate some repetitive manual tasks,

• Reduce some man/hours for configuring new devices by manually

• Reducing configuration-based incidents, fat fingers

• Comparing with ZTP there are some scalability issues

• can’t configure many devices same time. 

• limitation of network accessibility can’t deploy it at remote site.

• Future follow-ups improvements

• develop it devices console port-based approach.
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