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Intro

e As a mobile operator, mobile backhaul network is critical element for connecting
Radio Access to Mobile core

e Inthe 4G and 5G era network rollout is important process of expanding their
network.

e We tried to some ZTP like automation using FOSS tools and it was helped network
roll out process.



About SoT and Netbox
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High level building blocks
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Detail of process
step 1

Initially we just registering our devices,
services and ip address on NETBOX

E Provisioning

Then digging some features that config CONFIGURATIONS
template, Config Contexts

This feature easily generate config using Jinja Config Templates
from Json input

Also integrated with Zabbix
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netbox

|§| Config template Jinja

config step 1 (vrf example)

Vendor-A

Vendor-B

% set vrf list = [] %}

{% for iface in device.interfaces.all() if iface.vrf %}

% if iface.vrf not in wvrf list %}
% set = vrf_list.append(iface.vrf) ¥}
% endif %}
1% endfor %}

% for vrf in wvrf_list %}
ip vrf {{ vrf.name }}
rd {{ vrf.rd }}
mpls label mode per-vrf
address-family ipvéd
% for rt in vrf.import_targets.all() %}
route-target import {{ rt.name }}
1% endfor %}

f% for rt in vrf.export_targets.all() %}
route-target export {{ rt.name }}
1% endfor %7}

{% for interface in device.interfaces.all() -%}
{% if interface.vrf -%}
ip vpn-instance {{ interface.vrf.name }}
ipvd-family
route-distinguisher {{ interface.vrf.rd }}
apply-label per-instance
{% for rt in interface.vrf.import_targets.all() %}
vpn-target {{ rt.name }} import-extcommunity
1% endfor %}
{% for rt in interface.vrf.export_targets.all() %}
vpn-target {{ rt.name }} export-extcommunity
1% endfor %}
% endif %}
1%- endfor %}

ip wrf VPN-A
rd 388:308
mpls label mode per-wrf
address-family ipvd
route-target import 306:381
route-target export 300:380
$
ip vrf VPN-B
rd 488 :486
mpls label mode per-wrf
address-family ipvd
route-target import 406:480
route-target export 406:480
$
ip wrf VPN-c
rd 588:588
mpls label mode per-wrf
address-family ipvd
route-target import 506:581
route-target export 508:580

$

ip vpn-instance VPN-A
ipvd-family
route-distinguisher 308:300
apply-label per-instance
vpn-target 380:301 import-extcommunity
vpn-target 380:300 export-extcommunity

ip vpn-instance VPN-B
ipvd-family
route-distinguisher 486:4080
apply-label per-instance
vpn-target 480:408 import-extcommunity
vpn-target 400:400 export-extcommunity

ip vpn-instance VPN-C
ipvd-family
route-distinguisher 580:580
apply-label per-instance
vpn-target 580:5081 import-extcommunity
vpn-target 500:500 Expnrt—extcnmmunitﬁ



T ® |§| Config template Jinja

netbox config step 1 (BGP example)

Vendor-A

router bgp {{ device.custom field data.asn }}
bgp router-id {{ device.primary_ip.address.ip }}
neighbor {{ device.custom field data.bgp peer }} remote-as {{ device.custom field data.asn }}
neighbor {{ device.custom field data.bgp peer }} activate
neighbor {{ device.custom field data.bgp peer }} send-label
neighbor {{ device.custom field data.bgp peer }} update-source loopback®
address-family wvpnwvd
neighbor {{ device.custom field data.bgp peer }} activate
$
{% for interface in device.interfaces.all() if interface.vrf %}
address-family ipv4 vrf {{ interface.vrf.name }}
redistribute connected

$

Vendor-B

bgp {{ device.custom field data.asn }}
router-id {{ device.primary ip.address.ip }}
peer {{ device.custom field data.bgp peer }} as-number {{ device.custom field data.asn }}
peer {{ device.custom field data.bgp peer }} connect-interface LoopBack®
#
ipvd-family unicast
peer {{ device.custom field data.bgp peer }} enable
#
ipvd-family labeled-unicast
peer {{ device.custom field data.bgp peer }} enable
#
ipvd-family wvpnvd
undo policy vpn-target
peer {{ device.custom field data.bgp peer }} enable
#
1% for interface in device.interfaces.all() if interface.vrf %}
ipvd-family vpn-instance {{ interface.vrf.name }}
import-route direct
1% endfor %}

router bgp 65530
bgp router-id 18.16.16.18
neighbor 18.18.18.1 remote-as 65538
neighbor 18.18.18.1 activate
neighbor 18.18.18.1 send-label
neighbor 18.18.18.1 update-source loopback®
address-family wvpnvd
neighbor 18.18.18.1 activate

%
address-family ipwvd vrf VPN-A

redistribute connected

%
address-family ipv4 wvrf VPN-B

redistribute connected

%
address-family ipvd wvrf VPN-C

redistribute connected

bgp 65538
router-id 10.10.186. 20
peer 18.18.18.1 as-number 65538
peer 18.18.18.1 connect-interface LoopBack®
#
ipvd-family unicast
peer 18.18.18.1 enable
#
ipvd-family labeled-unicast
peer 18.18.18.1 enable
#
ipvd-family wvpnvd
peer 18.18.18.1 enable
#
ipvd-family wvpn-instance VPN-A
import-route direct
#
ipvd-family vpn-instance VPN-B
import-route direct
#
ipvd-family vpn-instance VPN-C
import-route direct



Configure device
Step 3,4, 5

Our engineer developed in-house python code that help to retrieve config from netbox then configure
network devices based on Serial number

Paramiko based python script accessing to device via SSH then push config file to device

Check reachability consistently it until ok
If device reachable then ssh to device get SN
Could not fetch ESH.™)

Find that SN from netbox via API

If found then retrieve the generated config

Then configure the device

Sent all log output email




Configure device
Step 3,4, 5

e Email notification

unsuccessful case

Successful case

To: ipn To: ipn

192.162.0.1 is reachahble. 192.168.0.1 15 reachable.

—== ESMN OUTPUT === € Error retrieving ESN: Channel closed.
display esn

ESN of master:2102353KMX10MN4100830 [FAILED] Could not fetch ESN.
«HUAWEI =

B2 Found ESN:; 2102353KMX10MN4100830
- --—-—-—-—-——-—-—-—-—-—-—-—-—-—-—-—=-——-——=——=——=—=—=—=—=—=—=—=—=—=—=—=—=—==—==—======= REMNDERED COMEFIG

system-view

mpls ldp-srbe convergence enhance
=

clock timezone ULAT add 08:00:00
#

sysname Test-HW-Device
=



Configure device

Step 3,4, 5

e Here is a diagram that for configuring device via their management network

e we uses vendors management ipv4 address that already configured from factory
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Zabbix integration

Step 2

e There are someone already published integration
at GitHub,

e We just follow this and made little change for own
environment.

https://github.com/AdrianJPT/Netbox-Zabbix-Integration

Latitude

NEW-PLANNED-SITES

Test-Device




Back to step 1

Netbox become Source of Truth

e Now we need to carefully add our planned device on netbox.

 Due to lots of dependency on it. -

GPS Coordinates —

Tenant letworks [ IPRAMN

Device Type Huawei ATN 910D-A [(1U)
Description — FOr fi nd CO nfig

Airflow Front tn/

Serial Number 2182355 iRE6188822 .

Asset Tag i / For generatlng

Config Template HUAWEI CO nflg

Custom Fields . .
For generating routing
Asn 62230
parameters
Bgp peer 10.8.90101

Msap 49.0001.0101.5000.1068.00



Zabbix to Netbox
Step 7/, 8

e At monitoring server checking planned device

e |f ping is ok then change the group




Zabbix to Netbox
Step 7/, 8

e Here is a status of netbox

Device Interfaces m Config Context Render Config Contacts Journa Changelog

Device Management

Region — Status Plannad

Site PLAMMED Role PRAM-AcCcess
Location — Platform CMP Ping
Device Interfaces m Config Context Render Config Contacts Journa Changelog

Device Managament

Region = Status m

Site temp-site Role PRAN-ACCESS

Location — Platform CMP Ping




Configuring online network

e The previous parts were only configuring new router

e There are still need to configure online network for preparing onboard new router at mpls network



Configuring online network

e Following diagram shows how configure online network
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python
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e Connection info added by engineer

Cable Trace for Interface xgei-0/4/0/1

ULN_SBD _3hor_EncantoCentro_A3Block

xgei-0/4/0/1

Cable #572

Connected

xgei-0/5/0/8

TCB#1-1_AGG#1

Total segments

Total length

B Download SVG

Trace Completed

1

1200 Meters [ 3937.01 Feet

Configuring online network

e GraphQL query help to generate peer config

query MyQuery
cable( 1d 2
b_terminations

on InterfaceType

display

device
name
primary_1p4

address

lag
1p_addresses
address

display

"data"

"cable”
"b_terminations”

"display”
"device"
"name”
"primary_1p4"
"address”

II-aEII

"1p_addresses”

"address"”

"display”
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Configuring online network

We generated peer config by python
based on netbox connection info then send it to our engineer

For safety and pre verification purpose, manual configuration by done NOC engineer

# Cable: 572 | Local: ULM_SBD_3hor_EncantoCentro_A3Block (10.150.1.74/32) | Peer: TCB#1-1_AGG#1 (10.8.90.101,/32)

# Local iface: xgei-0/4/0/1 | Peer iface: xgei-0,/5/0/8 | LAG: 28

10.8.90.101

conf &

interface smartgroup2s
mtu 9216
description I1SIS-LDP

ip address 10.151.1.177 255.255.255.252

b3
!
lacp
interface xgei-0/5/0/8
smartgroup 28 mode on
§
5
mpls Idp instance 1
interface smartgroup28
£
3
router isis 100
interface smartgroup28
circuit-type level-1
ip router isis
metric 1000
network point-to-point

end

Metbox BGP Peer xuiix AGG Texsepemx: 10.8.90.101

router bgp 65530
neighbor 10.150.1.74 peer-group ACCESS-IPRAN
neighbor 10.130.1.74 activate
address-family [2vpn evpn
neighbor 10.150.1.74 activate
exit
address-family vpnv4
neighbor 10.1530.1.74 activate
exit
commit

“~ Reply %~ Reply all -~ Forward
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Finally, we got following
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Conclusion

e Good things
e This work help eliminate some repetitive manual tasks,
e Reduce some man/hours for configuring new devices by manually
e Reducing configuration-based incidents, fat fingers
e Comparing with ZTP there are some scalability issues
e can’t configure many devices same time.
e |imitation of network accessibility can’t deploy it at remote site.
e Future follow-ups improvements

e develop it devices console port-based approach.
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