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ABOUT US

We provide the following services for broadband, and corporate users:
* [PTV

* |nternet
* VolP
e OTT
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Why we did this project

One of our customers requested a solution to monitor their bandwidth
consumption, with a particular focus on distinguishing between local (Mongolian)
and Internet traffic, as well as identifying their top bandwidth users.

Bandwidth usage by:
» Total traffic
* Internet traffic
* Mongolian traffic - MIX, MISPA

* Top Source IPs
* Top Source ASs

Traffic for our corporate customers are monitored by ARvorado and LibreNMS.
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Monitoring tools we use

We use LibreNMS to monitor hardware status, including device health and availability, as well as to track
and analyze interface traffic across the network.
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Monitoring tools we use
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We use AkRvorado to monitor network traffic in detail, showing information about packets,

flow patterns. This helps us analyze network performance and to identify anomalies.

‘ Akvorado ﬁ Home n Visualize AR Documentation

Akvorado is a flow collector, enricher and exporter. Last flow
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Akvorado — An open-source network flow collector, enricher and visualizer tool
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Monitoring tools we use

We use Akvorado to monitor network traffic in detail, showing information about packets, bandwidth usage, and
flow patterns. This helps us analyze network performance and to identify anomalies.
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Akvorado — An open-source network flow collector, enricher and visualizer tool



Finding the right solution
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Akvorado is a flow collector, enricher and exporter.
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Problem:

Akvorado does not currently support RBAC (Role-
Based Access Control). As a result, any user created
would have access to view all flows, rather than
being restricted to only their own.

[J Remember me




Finding the right solution
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From the customers’ perspective, accessing two separate monitoring tools
can be complex, requiring additional effort such as writing filters to view their
specific flows. Additionally, since ARvorado does not support RBAC, as users
would potentially have unrestricted access to all network flows.

Therefore, we have chosen Grafana to create a unified dashboard that
integrates information from both LibreNMS and Akvorado, offering a
simplified, centralized, and secure monitoring solution.
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Grafana

Home > Dashboards

Crafana is an open-source
monitoring  platform  that
integrates with various data
sources and provides
customizable dashboards for
real-time analysis of metrics
. - and system performance.
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Monitoring System Design
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Monitoring System Design - LibreNMS

3 Librenms LibreNMs <5532
e R ‘ il
_‘J
tlt Settings \
— RRD files
Librenms Default [ O]
Query language
Write data to InfluxDB every 5 mins
InfluxQL
(i) Please report any issues to: |
https://github.com/grafana/grafana/issues
Grafana
localhost:8086 8: D
InfluxQL query I:II]UI] e
Influx Dashboard
Database rendering
http://localhost:8086 B

For device metrics, LibreNMS writes new data to InfluxDB every 5 minutes. Grafana fetches this data directly from
InfluxDB on the same server, which ensures that rendering these graphs is fast and independent of the LibreNMS server.



Monitoring System Design - ARvorado
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[ Corporate-clickhouse

flf Settings

Server

Server address *

10.255.
Server port *
8123

Protocol

For flow-related graphs, Grafana queries the ClickHouse database running on the Akvorado server. Each graph requires a
separate query, so displaying multiple graphs results in multiple queries to Akvorado. If the AkRvorado server goes down,

Corporate-clickhouse

Default
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ClickHouse

Database
=] o O

SQL query
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\_ SQL query _
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\ SQL query
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Grafana

most of the flow graphs on the Grafana dashboard will become unavailable.



uilding a Grafana dashboard
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Building a Grafana dashboard - InfluxDB
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InfluxQL query for visualizing Total traffic

sum("in_val™) “In Mbps”,
sum("out_val") "Out Mbps”
(
mean("ifInBits_rate") "in_val”,
mean("ifOutBits_rate™) "out_val”
“ports”
("hostname™ = "¢ t" OR "hostname"” =
AND "ifName" = 'Eth-Trunk-Y'
AND $timeFilter
(4m), "hostname"” fill(null)

(4m) fill(null)

Total traffic

2

08/10 00:00 08/10 12:00 08/11 00:00 08/11 12:00 08/12 00:00 08/12 12: 9/13 00: 8/1 2:00 08/14 00:00 08/14 12:00 08/15 00:00

HM

o

08/15 12:00




Mnedfa

Building a Grafana dashboard - ClickHouse plugin

SQL query for visualizing Internet traffic

round(sum(Bytes) * 8 / 1 / ' 2) AS Mbps
FROM flows 1m8s

{E SrcAS NOT IN (Mongolian AS numberl, Mongolian AS number2,...)
AND DstAddr BETWEEN toIPve( ' ::ffff:x.x.x.x') AND toIPve( ' ::ffff:x.
) § timeFilter(TimeReceived)
' BY ts

Internet traffic
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Name 95th % Last Max
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Building a Grafana dashboard - ClickHouse plugin
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SQL query for visualizing Local traffic

S

toStartOfInterval (TimeReceived, INTERVA minute) AS
round(sum(Bytes) * 8 / 1000/ 1000/ 1000/ 240, 2) AS Mbps

| flows WHERE SrcAS IN (Mongolian AS numberl, Mongolian AS number2,...)
AND DstAddr BETWEEN toIPv6e('::ffff:x.x.x.x') AND toIPv6('::ffff:x.x.x.x")
AND $ timeFilter(TimeReceived)
 BY ts
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Building a Grafana dashboard - ClickHouse plugin
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SQL query for visualizing Top 10 Source AS

Top 10 Source AS by Total traffic
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Building a Grafana dashboard - ClickHouse plugin

SQL query for visualizing Top 10 Source IP

Top 10 Source IP by Total traffic

SrcAddr AS src_ip,

sum(Bytes) f S Traffic_MB
flows

HERE SrcAS NOT IN (Mongolian_ AS_ numberl, Mongolian_ AS number2,..)

112.72.%
112.72 . 559%

151.101.8
112.72.

AND DstAddr BETWEEN toIPv6e( ' ::ffff:x.x.x.x") AND toIPve( ' ::ffffix.x.x.x")
AND % timeFilter(TimeReceived)

112.72.50000
34% 112.72.%

= 112.72.4
112.72.

src_ip
Traffic_MB DESC
18;

112.72:
112.72.
112.72




Project challenges - 1
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Akvorado’s setup stored raw data for too long, causing slow loading of long-term graphs. When we tried to
adjust the retention settings, the service stopped working. To resolve this, we deployed a new server with the
same hardware specifications and installed Akvorado using configurations that fit our needs. This resulted in

noticeably better performance.

Previous
akvorado

kafka brokers 1

kafka topic config [num partition/| | 8

core workers 6
flow input workers 6
clickhouse - kafka consumers 4

Table 1. Akvorado config

Current
akvorado

3
12

24

Resolution step

raw data
1 min
5 min

1 hour

Previous
akvorado

31 days
none
90 days

1 year

Current
akvorado

1 day
35 days
90 days

1 year

Table 2. Data retention config of Clickhouse



Project challenges - 2

Time range

Influx DB

Clickhouse DB

For the organization dashboard, there are seven graphs, each requiring its own query. One of the queries comes from
LibreNMS, while the others are from Akvorado. This clearly demonstrates the load difference between a table-based
database and a time-series database.



Project challenges - 2
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C Akvorado

ClickHouse
Database

Grafana

F———>

Influx

Since ClickHouse is a table-based database and InfluxDB is a time-series database, and because time-series
databases generally operate faster and with lower system load, we determined that using InfluxDB would be

the better approach.

For this reason, we decided to export Akvorado flow data from ClickHouse to InfluxDB using Telegraf.
Although InfluxDB successfully received the data, some fields were not exported in the correct format, which

caused several Grafana queries to fail.
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Project challenges - 2
akvorado ( LibreNMs <555
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| ! _ bandwidth usage. By separating this data, we
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a smoother and more efficient experience for users
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Conclusion

In conclusion, by implementing Grafana, we have successfully consolidated
the monitoring of LibreNMS and Akvorado into a single, unified dashboard.
Even though we still have some improvements to make, this solution
simplifies access for customers, enhances security by mitigating unrestricted
access issues, and provides a centralized platform for efficient monitoring of
network flows and system performance.



