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B A C K G R O U N D  O F  T H E  I N C I D E N T

• This incident was notified to Sri Lanka CERT by one of the victim organization.

• Google search results was shown for the affected organizational website with Japanese 

strings.



W H AT  I S  T H E  K E Y W O R D  H A C K

• Also known as Japanese Search Spam

• It is a type of SEO

• The Japanese keywords hack typically creates new pages with japanese text

• Malicious cyber-entities make use SEO position by replacing content with massive amounts 

of Chinese or Japanese links.

• These outbound links lead to a less-than-safe counterfeit website.

• The hackers who injected the masses of marketplace links will gain revenue from unwitting 

participants clicking on them.

Keyword



• The affected website search results of 

google contains several unusual 

sentences in Japanese language.

• Most of the search results are directed 

to Japanese e-commerce web sites 

which are available in affected website.

I N C I D E N T  A N A LY S I S



• Japanese characters in the Google search results of the website

I N C I D E N T  A N A LY S I S  C O N T.



N O T  O N LY  L K  ! ! !



I N C I D E N T  A N A LY S I S  C O N T.

This is a common tactic 

in SEO poisoning attacks, 

where attackers 

manipulate the sitemap 

and metadata to force 

search engines to index 

unauthorized content.



I N C I D E N T  A N A LY S I S  C O N T.

Search engines index 

malicious or irrelevant 

pages (e.g., Japanese e-

commerce sites)



Normal User

日本語でいくつかの珍しい

文章を表示します。

Search Engine Crawle

M E T H O D  O F  C O N C E A L M E N T  
O R  C L O A K I N G



I N C I D E N T A N A LY S I S C O N T.

The analysis revealed

• ‘index.php’ file located in ‘home/epflk/public_html/index.php’ has been modified

• prepended an encrypted malicious code in to this file



I N C I D E N T A N A LY S I S C O N T.

i. wp-includes/template-loader.php

ii. wp-includes/load.php

iii. wp-includes/SimplePie/font-editor.php

Decrypted version of 

index.php contains 3 

suspicious function 

calls: 



I N C I D E N T A N A LY S I S C O N T.

‘template-loader.php’, ‘load.php’ and ‘font-editor.php’ files are also infected with 

malicious code



I N C I D E N T A N A LY S I S C O N T.

• Web shell was detected inside the encrypted font-editor.php and it is 

accessible via the internet.

• Web Shell was run with root privileges



• Attackers take advantage of vulnerabilities in content management systems 

(CMS) such as WordPress OpenCart, Drupal or Magento.

• Vulnerabilities Exploited :

⚬ Not Updated WordPress Core

⚬ WordPress plugins

⚬ Directory browsing

⚬ Allowed Config.php file

⚬ Allowed infinite attempt to login

⚬ Shared FTP details

H O W  I S  T H E  AT TA C K  C A R R I E D  O U T



• Reputation gets damaged

• Hosting gets suspended

• Get blacklisted by Google

W H AT  H A P P E N S  A F T E R  A  J A P A N E S E  
K E Y W O R D  H A C K ?



• Japanese characters are retrieved in site search results

• Many spam pages get added

• Hackers often will add themselves to Google Search 

Console account

• Google Search Console will flag security issues on your 

website.

• Redirects to another site from the spam pages

• Complaints from visitors to your site, as they encounter 

unsavoury or spammy content

• Your web host may suspend your site

H O W  T O  V E R I F Y  T H E  S I T E  I S  A F F E C T E D



• Remove newly created accounts from Search Console

• Check your .htaccess file

• Use Fetch as Google Tool

• Remove All Malicious Files and Scripts

• Check Recently Modified Files

• Check your Sitemap

• Run a Malware Scan using WP Hacked Help

• Create list of infected URLs

• Submit to remove URL tool in search console

• Generate a new sitemap for website

• Submit this sitemap to google and other search engines via developer console.

R E M E D I AT I O N



• Regularly scan your computer.

• Regularly change your passwords.

• Use Two-Factor Authentication (2FA).

• Update your CMS, plugins, extensions, and modules regularly.

• Consider subscribing to a security service to monitor your site.

• Change WordPress and cPanel login

• Make sure weekly backups of the site are enabled.

• Review and implement appropriate file level permission on the web root directory.

• Remove unnecessary files

• enable the web server access logs with appropriate parameters

H O W  T O  P R E V E N T  T H E  AT TA C K  I N  T H E  
F U T U R E



Thank You


