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•  Piotr Kijewski (NL) - US CEO, US Board of Trustees, EU 
Director, Programme Manager 

•  25+ years experience in the operational security 
community 
•  National CSIRT background - Previously Head of CERT 

Polska (CERT.PL) - NASK 
•  Previously a Director at the Honeynet Project 

(honeypots!), still a member! 
•  CyberPeace Institute Hague Chapter Board Member 
•  DIVD.NL Advisory Board Member 
•  FIRST.org liaison 
•  Sysadmin (Unix) background 
•  Authored large scale threat detection systems and 

threat information sharing systems 
•  Botnet takedown, disruption, sinkholing … 
•  Still active with research into above!
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5 Primary Services: 
• Attack Surface Monitoring & 

Victim Notification Services 
• Large Scale (Internet-wide) 

Early Warning 
• Law Enforcement investigations 

& operations support 
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What does The Shadowserver Foundation do?

• Scanning: 
We call out to nearly every IPv4 (~3.7 billion) and ~3.2 Billion IPv6 addresses many times a 
day looking for different types of vulnerable, potentially abusable systems, attacker infra

• Sensors: 
We build and deploy systems to the Internet that pretend to be vulnerable computers, and 
log cyber criminals trying to abuse them

• Sandboxes: 
We collect malicious software samples at industrial scale (often 1 million+ 
per day, for nearly 2 billion total) and run them to see what they do

• Sinkholes: 
We take control of domain names and addresses used by criminals to log the IP address of 
infected devices for over 400 malware families

+ a host of other 
interesting things!

For 
network 
owners + 
focus on 

CSIRT & LE 
support

TLP

CLEAR



 

Our Sharing Model: Who Gets The Data?

National CSIRTs Network Owners Law EnforcementWho?

What 
Data?

Sliced Geographically  
(no cost)

Sliced by defined IP 
Address Space / ASN / 

CIDR /Domains 
(no cost, regardless of size)

Limited to specific 
investigation needs, intel 

only (no cost)

MSSP 
Model?

nCSIRT can delegate all/
part to 3rd parties for 

processing, we will 
accommodate (no cost)

Network Owner can 
delegate all/part to 3rd 

parties for processing, we 
will accommodate (no cost)

TLP

CLEAR

(MSSP model must be at end user request)

7
MSSP = Managed Security Service Provider
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Indications of specific 
malware, exploitation 
attempt or attack 
surface exposure

Core Shadowserver offering

TLP

CLEAR



Free Daily Remediation Reports - National CSIRTs and Network Owners
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Network Reporting 

Every day, Shadowserver sends custom 
remediation reports to more than 9000 vetted 
subscribers, including over 201 national CSIRTs in 
175 countries and territories. These reports are 
detailed, targeted, relevant and free.

Much of the world uses these reports to receive rapid notification when computer networks globally 
are exposed, misconfigured, vulnerable, abusable, compromised, become a source of attacks, host 
malicious C2 or other attacker infrastructure … 

Everyone can get free daily reports about who/what is at risk in their own network/country.

TLP

CLEAR
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1 BILLION events shared EACH DAY!



May 2023

• California 
• Caged & secure 
• 68 Server Racks (16 Dark) 
• 1078 physical servers, 14.2 petabytes storage 
• 1751 worker VMs 
• 2127 CPUs with 30,812 CPU cores  

and 142.6 TB RAM 
• 4 x 10GB Internet uplinks 
• Full backup power, 323kWh capacity 
• $30-40M total infrastructure  

= mid sized enterprise

Shadowserver’s 2020+ Data Center

https://www.shadowserver.org/news/the-data-center-move-all-the-gory-details-and-extras/
10T
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“Global Plumbing” - nCSIRT Coverage

11

201 nCSIRTs  
(175 Countries) 

+ 
9000+ Network Owners (Direct) 

+ many more (Indirect)

Every Day 
Free!

TLP

CLEAR

QD Hoang Sa

QD Truong Sa



Shadowserver ASN Coverage By Continent (Sep 2025)

North America

South AmericaAfrica

Europe Oceania

Asia

Europe 69%

North America 76%

Oceania 73%

Africa 47%

South America 41%

Asia 30%

TLP

CLEAR
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ASEAN ASN Owners Subscribed to Daily Reports - Sep 2025
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https://www.shadowserver.org/what-we-do/network-reporting/get-reports/
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Shadowserver Public Dashboard

https://dashboard.shadowserver.org
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Internet-wide scanning
Fingerprinting all things



Critical to understand which devices are exposed to public Internet: 
Attack Surface Management (ASM)

Shadowserver’s Internet-wide Scanning

Publicly Exposed Population

Software Version 
Information Available

Potentially 
Vulnerable 

Devices

“Owned”

Di
ffi

cu
lty

Compromised 
or Malware Infected

TLP

CLEAR
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• Generic scans across hundreds protocols/ports, 
results used for identifying specific type, vendor 
& product 

• Targeted vulnerability scans for most critical 
Remote Code Execution (RCE) in exposed assets 

• Target compromised device scans (if possible) 

• Key Points: 

• 24-hour cycle 

• Data only shared with network owner*



•  Alert/details typically from the public domain (vendor advisory, industry article, Twitter/X …)  
•   Sometimes from closed sources 

•  Key ethical/legal consideration: can we identify vulnerable instances without exploitation? 
•  What are the red lines? How intrusive can a scan be? 
•  Can we obtain version information to understand if they have been patched? 

•  Remotely identifying versions can be challenging (vendors try to make it difficult …) 
•  Often needs to be inferred indirectly (example: looking at Last-Modified responses for specific resource 

queries to identify dates vs date of patch) 
•  Results dependent on initial target selection 
•  Speed of implementation of vulnerability scans may vary 

•  Can be hours or days, depending on protocol complexity 
•  Important to have examples of known patched vs known unpatched systems 

•  Mitigations often difficult to detect remotely - which may effectively lead to False Positives or False Negatives

17

New RCE vulnerability scans
TLP

CLEAR



•   What are the red lines? 
•  Avoid directory traversals 
•  Avoid POST data where possible 
•  Avoid any actions that can obtain sensitive information that is not needed 
•  Avoid WRITE actions on APIs 
•  Avoid anything that requires LOGINS at all costs. NO CREDENTIAL USE 

•  How intrusive can a scan be? 
•  Try not to muddy the waters for DFIR teams 
•  Try not to generate an absurd amount of logs 
•  Kind of like hiking “Take nothing but pictures, leave nothing but footprints”

18

New RCE vulnerability scans
TLP
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•  Are there any scans you would like to 
see us implement? 
•  Device fingerprinting suggestions? 

(including remote version identification) 
•  Any RCE vulnerabilities we should scan 

for (without actual exploitation)? How? 
•  Are there any remote webshells/

implant/backdoor scans we should 
implement? How? 
•  Happy to collaborate on the above for 

any emerging RCE vulnerability …

19

Collaboration
TLP

CLEAR



Tracking vulnerability  
exploitation in the wild
Using honeypots
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Honeypot sensor network - World & ASEAN (Sep 2025)
TLP
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Exploitation tracking (by CVE or similar)
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Earliest Reporter of Exploitation in the Wild
TLP
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• VM Sensor node spec 

• Ubuntu 22.04 LTS 

• 1 GB RAM 

• 30 GB disk 

• Preferably 4 publicly routable IPv4 (single NIC, no NAT, no network 
filtering) - but 2 is perfectly good too! 

• 1 Mbit/s uplink 

24

Better Insights? Host a Sensor …
TLP

CLEAR
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Case studies
Collaborative Response to Emerging Critical RCE 
Vulnerabilities in Exposed Assets



•  Early detection and response to multiple prominent 
RCE CVE exploitation in the wild, examples:  
•  Citrix NetScaler (CVE-2023-3519, … ) 
•  Cisco IOS XE (CVE-2023-20198, …)  
•  Fortinet Fortigate (CVE-2024-23113, … ) 
•  Ivanti Connect Secure (CVE-2025-22467, …) 
•  Palo Alto PAN-OS (CVE-2024-0012, …) 
•  SharePoint (CVE-2025-53770) 

•  Working with Alliance partners & incident 
responder communities on the ground to 
understand vulnerable populations, compromised 
assets

26

Response to latest incidents involving RCE CVEs
TLP

CLEAR



Cisco IOS XE
 BadCandy implants (Autumn 2023 - ongoing)
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Oct 19th: First implant scans immediately detected after rollout
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Cisco IOS XE BadCandy 

Oct 16th: Cisco Talos publication on active exploitation of Cisco IOS XE Web Interface vulnerabilities. Scan implemented 

Oct 17th: Shadowserver conducts first full daily scan for compromised devices

Oct 19th: Shadowserver rolls out honeypot profile for Cisco IOS XE

Oct 30th/31st:PoC exploit code published for CVE-2023-20198 and CVE-2023-20273

Nov 3rd: Attackers update implant again. 

Nov 5th: Shadowserver updates scan based on input from an external 
partner. Detection is up again
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Cisco IOS XE BadCandy - 2025-09-06 - Still ongoing!
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Palo Alto PAN-OS
CVE-2024-0012 (Autumn 2024 - Current)
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Palo Alto PAN-OS CVE-2024-0012
November 21st: Begin mining the honeypots for potential artifacts and then scanning known PAN-OS instances in as close to 
realtime as possible

November 22nd - onward: Notify nCIRTs / LE / affected groups of artifacts of compromise.
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Call to action!
Taking collaboration to the next level



• There are free services available that can help the community understand 
new attacks/vulnerabilities as they emerge, serving as early warning  
• These free services can help you understand your exposed assets (external 

attack surface) as well as identify potential compromised systems, for 
effective triage & victim notification 
• The combination of Internet-wide scanning plus a global honeypot sensor 

network that can be quickly updated with new threat signatures enables 
rapid measurement and reporting of emerging threats 
• Emerging or established threats can be disrupted by globally coordinated 

LEA & industry actions, enabling new insights 
• Everyone benefits through improved sharing - subscribe to our free 

services, provide feedback & help us defend better against future threats. 
The more we receive local insights the more effective we can be! 
• If your receive a report from Shadowserver please act!
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@shadowserver@infosec.exchange

https://www.linkedin.com/company/the-shadowserver-foundation/

@shadowserver, @piotrkijewski

@shadowserver.bsky.social

contact@shadowserver.org

Thank You!

mailto:contact@shadowserver.org



