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Challenge

• To integrate a BSS with a 
Huawei BNG router for 
AAA broadband users.

• HA Reliable, Open-
Source solution.

• Need to manage the 
IPOE and PPPOE from 
one MW system.

• No budget allocated

Open-Source Cluster

• FreeRadius v3 
• Rest API in Node JS
• Keepalived service for 

VRRP
• Galera Cluster MariaDB

Solution

1. Develop APIs for the BSS
2. Change the FreeRADIUS v3 filters and table structure
3. Set attributes for the Huawei BNG router
4. Set up the redundancy using VRRP
5. Replication, a cluster system for DB
6. Monitoring System

Necessity of the IPOE and PPPOE solution
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BSS and Internet service

PPPoE

• Create user (BB00001)
• Generate a Password
• Set Bandwidth (speed)
• Speed policy based on 

group (shared)

IPOE

• Create user 
(IP+VLAN+domain) 

• Generate a password
• Set Bandwidth (speed)
• Speed policy based on 

bitrate and group 
(dedicated and shared)

Re
st 

API Rest API
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AAA Before and NOW
ü Provisioning: BSS can control user information and manage dedicated IP addresses using the REST API.
ü Standard: Standard connection, and secure Broadband service…
ü Experience: Migrated all broadband users without interruption…

BNGBNG

Internet Internet

RADIUS

New BillingGPON GPONClient Client

AAA

Routing

112.72.X.X09X29X@radius2
112.72.X.X
112.72.X.X
112.72.X.X
112.72.X.X
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How We Do It J 
ü Rest API Developing… ü Table Structure … (We can handle all provisions by contnum)

ü API Working result

Contnum is 
Contract number 
of subscribers
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Freeradius v3 configuration (Filter & Policy change)

Policy à Filter

• Skip username filters because IPOE username contains “.” and @ 
(112.72.x.xCEVLANPEVLAN@domain)



10 September 2025 7SKYTEL LLC.

Keepalived (VRRP) and BNG even MAC

Keepalived configure

• Keepalived (VRRP) service for the redundancy of RADIUS system.
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BNG router configuration

Even and odd MAC

• Even MAC and odd MAC for the distinguished requests for radius 1 and 
radius 2.

Radius config

• Radius 1 connected router 1 and Radius 2 connected router 2.
• If router 1 goes down, all requests will go to router 2
• If Radius 1 goes down, Radius 2 can handle all requests by keepalived.
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MariaDB Galera cluster 

Galera Configuration

• HA à Keepalived (VRRP)
• Even and odd mac in router
• Rsync for configuration synchronize

Radius 1 Radius 2

DataBase 2DataBase 1
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Contract number column in radiusDB



10 September 2025 11SKYTEL LLC.

Contract number column in radiusDB
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BSS Rules 

IPOE Rules

For the IPOE user’s username structure is 112.72.x.x – IP address, 09xx – CEVLAN, 29xx – PEVLAN.

1. BSS handles IP addresses and CEVLAN, PEVLAN management. 
e.g.: IP address 112.X.X.2-112.X.X.254 and CEVLAN 0001-4094, PEVLAN 2900-4094 

2. One IP pool has one CEVLAN. If a pool reaches the limit (112.72.13.2-254 CEVLAN 0900) next new connection should choose the new 
pool’s IP (112.X.X.2-254 CEVLAN 901), and the CEVLAN increases by 1 

3. If CEVLAN reaches the limit of 4094, PEVLAN increases by 1. E.g. x.x.x.x CEVLAN 4094 2900 the next new connection should start x.x.x.x 
CEVLAN 0001 and PEVLAN 2901.

4. CEVLAN (Customer Edge VLAN), PEVLAN (Provider Edge VLAN)

PPPOE Rules

1. Give BSS an API that sends a provisioning request to the RADIUS server directly.

2. The BSS system needs to generate the user/password automatically.

3. When a customer changes to another offer with high speed, the GROUPNAME should be updated.
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API in Node JS
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API Body:
!"#!"!""#$%%&'(&()()$*'''%+#,-./01/.2".%"

"$%F%'%(!"#$$%"

)*F+%,!"%&'$"

-%,.!"

{ 

    "username": "112.72.13.4509012900@radius2", (()*+H-.*")I+01I0+*!"223453426478"9":%"-;;+*))<"=L=2"9"
?@ABCM<"3L=="9"%@ABCM"N%@ABCM"FGH*;<"-II"10)IJ.*+)"O-L*"IO*")-.*"%@ABCMN) 
    "password": "xxxx", 

    "contnum": "122695", 

    "groupname": "ipoe_50M", ! GF"1+*-I*"'GHMI*":%"0)*+"M+J0N"H-.*")OJ0I;"O*"H0II 
    "radreply": "50500000" ! !"'GHMI*":%"0)*+P)")N**;"FJ+.-I".0)I"O*"Q"9"22";GMGI)"-)"2==8====="
G)"2=="RON)<"2=8====="9"2="RON)<"2=8===="9"2"RON)<"*I1"SGF"1+*-IGHM".0IIGNI*":%"0)*+)<"+-;+*NIT")OJ0I;"
O*"H0IIU"

 

} 

 

"

I*01%20*!"34''*005

{ 

    "status": "New user was added" 

} 
5

I*01%20*!"678(*,5

"! If a username already exists: 

{ 

"error": "Username already exists" 

} 

 

"! If we send the wrong formatted username: 

1.!  
{ 

    "error": "Invalid username format" 

} 

2.!  
{ 

    "error": "Invalid password format" 

} 

"! If we send the wrong group name: 

{ 

"error": "group not found" 

} 

"! If we send the wrong bit rate: 

{ 

API Backend:

API Logic: Create new user
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API Body: for single IP user
!"#!"#$$%!&&'()')*)*!+(((&H%-./01.%//213#456/&'7789:""!!"#$BC'(B!$)*+IC!-.$!L00N!2B34!'!(#$BC'(B!5)*+IC!S27I!8899::;;<"

"$%F%'%(!";<<="

)*F+%,!"=><"

-%,.!"

{ 

    "speed": "50500000" 

} 
I*01%20*!"34''*00"

{ 

    "status": "Speed Changed" 

} 

"

I*01%20*!"567(*,8

"! If we try to update to the group that that user is already in it: 

{ 

    "error": "Please choose a different speed than the current one!!!" 

} 

"

"! If we try to update the speed that doesn’t support: 
 

Sample Request: 

{ 

     "speed": "00000" 

} 

 
 Response: 

{ 

    "error": " Speed value must be between 6 to 11 digits." 

} 

API Backend

API Logic Change Speed
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API Body: for Multiple IP user API Backend

API Logic Change Speed

!"#!"!""#$%%&'(&()()$*'''%+#,-./#01#22304!56,2%&7&89:XX"

"$%F%'%(!"#$$%"

)*F+%,!"%&$"

-%,.!"

{ 

    "groupname": "ipoe_60M" 

} 

 
I*01%20*!"34''*00"

{ 

    "status": "Speed Changed" 

} 

"

I*01%20*!"567(*,8

!! If we try to update to the group that that user is already in it: 

{ 

    "error": "Please choose a different group than the current one!!!" 

} 

"

!! If we try to update the group that doesn’t exist: 

{ 

    "error": "Group not found" 

} 

 
!! If we try to update the group to a single IP user: 

 { 

     "error": "This user is not a multiple IP user" 

    } 
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IP shift Multi to Single:
!"#!"!""#$%%&'(&()()$*'''%+#,-!+."%&//01&22"

"$%F%'%(!"#$$%"

)*F+%,!"%&$"

-%,.!"

{ 

    "ipType": "single", 

    "ips": ["112.72.X.X09X29X@radius2"], 

    "group": "",  ! from multi to single, the group should be null. 

    "bit": "50500000"  

} 

 
I*01%20*!"34''*00"

{ 

    "status": "IP shift successful" 

} 

"

I*01%20*!"567(*,8

"! If we try to send an empty ipType: 

{ 

    "error": " Invalid ipType. Must be \"single\" or \"multi\". ” 

} 

"

"! If we try to send an empty bit or fill the group from Multi to Single-shifting: 

{ 

     "error": "For Single ipType, provide a bit rate." 

} 
"! If we try to shift an already existing single IP user’s contract: 

{ 

     "error": "The contnum 122691 already exists." 

} 

 
"! If we try to shift the wrong format: 

{ 

     "error": "Bitrate must be between 6 and 11 digits." 

} 

 
"! If we try to send the request by the wrong contract number: 

{ 

     "error": "The contnum 122699 was not found." 

} 

IP shift Single to Multi:
!"#!"!""#$BBC'(C()()$*'''B+#I-!+."BC//0NC22!2345"S78"259:X<S2=>52?@@A2+"B-2345"S78"2C9:X<Sa"

"$%F%'%(!"#$$%"

)*F+%,!"%&$"

-%,.!"

{ 

    "ipType": "multi", 

    "ips": ["112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", 

"112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2"], 

    "group": "ipoe_50M", 

    "bit": "" ! from single to multi, bit should be null. 

} 

 
I*01%20*!"34''*00"

{ 

    "status": "IP shift successful" 

} 

"

I*01%20*!"567(*,8

"! If we try to send an empty ipType: 

{ 

    "error": " Invalid ipType. Must be \"single\" or \"multi\". ” 

} 

"

"! If we try to send an empty group or fill the bit in single to multi-shifting: 

{ 

    "error": " For multi ipType, provide a group name." 

} 
"! If we try to shift already existing IPs: 

{ 

     "error": "The IP address 112.72.X.X09X29X@radius2 already exists." 

} 

 
"! If we try to shift the group that doesn’t exist: 

{ 

     "error": "The group ipoe_600M was not found." 

} 

 
"! If we try to send the request by the wrong contract number: 

{ 

     "error": "The contnum 122699 was not found." 

API Logic IP shift
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Increase IP address:
!"#!"!""#$%%&'(&()()$*'''%+,-./01/2+#1%&3345&"

"$%F%'%(!"#$$%"

)*F+%,!"%&$"

-%,.!"

{ 

"newIps": ["112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", 

"112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", 

"112.72.X.X09X29X@radius2"], ! New IPs 

    "group": "ipoe_50M" ! Speed group policy 

} 

 
I*01%20*!"34''*00"

{ 

    "status": " IPs successfully added" 

} 

"

I*01%20*!"567(*,8

"! If we try to send wrong contract number: 

{ 

     "errorCode": "CONTNUM_NOT_FOUND", 

     "message": "The contnum 122695 was not found." 

} 
8

"! If we try to add an IP address that already exists in the system: 

{ 

     "errorCode": "IP_ALREADY_EXISTS", 

     "message": "The IP address 112.72.X.X09X29X@radius2 already exists." 

} 

"

"! If we try to set wrong group speed policy: 

{ 

     "errorCode": "GROUP_NOT_FOUND", 

     "message": "The group ipoe_400M was not found." 

} 

Decrease IP address:
!"#!"!""#$%%&'(&()()$*'''%+,-.,/0,12#0%&3345&"

"$%F%'%(!"#$$%"

)*F+%,!"%&$"

-%,.!"

{ 

"removeIps": ["112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", 

"112.72.X.X09X29X@radius2", "112.72.X.X09X29X@radius2", 

"112.72.X.X09X29X@radius2"], ! Remove IPs 

} 

 
I*01%20*!"34''*00"

{ 

    "status": " IPs successfully removed" 

} 

"

I*01%20*!"567(*,8

"! If we try to send the wrong contract number: 

{ 

     "errorCode": "CONTNUM_NOT_FOUND", 

     "message": "The contnum 122695 was not found." 

} 
8

"! If we try to remove IP addresses that do not exist in the system: 

{ 

     "errorCode": "IP_DOESNT_EXISTS", 

     "message": "The IP address 112.72.X.X09X29X@radius2 does not exist." 

} 

Increase and Decrease IP address
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Dunning process

API: http://10.1.X.X:3000/ipuser-owb/LL133876 

Protocol: HTTP 

Method: PUT 

Body: None 

Response: Success 

{ 

    "status": "IP contract One Way Blocked" 

} 

 
Response: Failure 

!! If the user is already in the OWB state: 

{ 

    "error": "This contract already OWB" 

} 
 

!! ! If the user does not exist: 

{ 

    "error": "Contract does not exist" 

} 
 

!"#!"#$$%!&&'()')*)*!+(((&H%-./01.-.%/23&'4'567$

"%F'F(F)!"899:"

*+',F-!":;9"

.F-I!"None"

0+12F31+4$56((+11$

{ 

    "status": "IP contract suspended" 

} 

 
0+12F31+4$789)6%+$

!! If user is already in suspended state: 

{ 

    "error": "User is already suspended" 

} 

!! !If user does not exist: 

{ 

    "error": "Contract does not exist" 

} 

!"#!"#$$%!&&'()')*)*!+(((&H-./01.2.$.0345$/63$&'7789'"

"$%F%'%(!":;;<"

)*F+%,!"=L?L;L"

-%,.!"@45."

I*01%20*!"34''*005

{ 

    "message": "Successfully deleted contract with contract number: 122691" 

} 

 

I*01%20*!"678(*,5

!! If user does not exist: 

{ 

    "errorCode": "CONTNUM_NOT_FOUND", 

    "message": "The contract number 122695 was not found." 

} 

!"#!"#$$%!&&'()')*)*!+(((&H%-./010/23$H4/&'5'678"

"$%F%'%(!"9::;"

)*F+%,!";<:"

-%,.!"=>?/"

 
I*01%20*3456''*004

{ 

    "status": "Subscriber activated" 

} 

 
I*01%20*34789(6$*4

!! If user is already in active state: 

{ 

    "error": "The subscriber is already an active user" 

} 

 

!! If user does not exist: 

{ 

    "error": "subscriber does not exist" 

} 

One Way Block Suspension

Delete user Re-active service
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Log & Monitoring (Loki+Grafana)

§ Soon…
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Finally, what we have

IPOE For Corporate ClientsPPPOE for Fam clients

Internet Internet

AAA + Rest API

BSSystem

BNG (for Corporate)BNG

IPOE Structure 
• Framed IP address (Dedicated IP)
• CEVLAN
• PEVLAN
• Domain
• Group policy for multiple IP users
• Single Policy (bitrate) for a Single IP user
• Sample IP:112.72.13.x + CEVLAN: 0905 + PEVLAN 2901 + Domain: radius2.

Final username: 112.72.13.x09052901@radius2

PPPOE Structure 
• Framed IP address (Using DHCP from router)
• Generated username
• Generated Password
• Group policy for all IP users
• Final username: Prefix BB + 6 digit

Sample: BB012345 (BB means Broadband)
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Summary

§ Found the whole open-source solutions
§ Learning Node JS…
§ Keepalived (VRRP) for Rednundancy
§ Galera Cluster for HA
§ IP and Customer info control from BSS

   Email: Sukhbaatar.e@skytel.mn
   Whatsapp: Sukhbaatar Erdenee
   
     

Next Steps that I want

Summary

Kubernetes instead of 
VMs

Gather each user’s 
data usage from 

RADACCT, and do 
some prediction using 

ML

mailto:Sukhbaatar.e@skytel.mn
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THANK YOU

Thank you for your attention!!!


