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Original policy proposal 

• prop-161: Using IPv6 for Internet of Things (IoT)

• IPv6 addresses can be allocated to Internet of Things for 
electronic smart devices and/or for hosting information of 
non-electronic items on the Internet. 



Key requirement - Using IPv6 to host 

information of non-electronic items 

• In some of the cases, the IoT industry needs to assign IPv6 
to electronic smart devices as well as non-electronic items. 
The non-electronic items include company products and 

assets. IPv6 addresses will be used to host information of 
non-electronic items on the Internet for the purpose of 
identification, verification, and tracing. 



Discussions on the policy mailing list

• There were active discussions on the policy mailing list 
regarding using IPv6 addresses for non-electronic items.

• Conclusion: <Using IPv6 addresses to host information of 
non-electronic items on the Internet= is acceptable in current 
policy. There is no need to change the policy.



Change policy proposal to 

informational presentation 

• We will not seek consensus for policy proposal <prop-161 
Using IPv6 for Internet of Things (IoT)=.

• This presentation is to share information with the APNIC 
community on practices of how to use IPv6 addresses to 

hosting information of non-electronic items.



Internet of everything by IPv6

• Assign single IPv6 address to each electronic smart device 

for direct point to point communications on the Internet.

• Map single IPv6 address with each non-electronic item for 
hosting unique information of that item on the Internet.

• It is a real Internet of everything.



IPv6 has a key benefit on anti-fake

• With RIR whois database information and secure routing, 

customers can trust the responding IPv6 address is belong 
to the factory who making the product. 

• Due to huge numbers of IPv6 addresses, it is impossible to 

guess which IPv6 address mapped with which product.

• If a non-electronic item mapped with an IPv6 address which 
hosting unique information of that item on the Internet and 

can be checked any time, it will help stop fake products.



Using IPv6 address as IoT Identifier
to host non-electronic item information
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<If the earth were made entirely out of 1 cubic millimetre grains of sand, then you could 
give a unique address to each grain in 300 million planets the size of the earth= 

---- Wikipedia

IPv6 for Sand



IPv6 for Sand

In practice, sand in deserts or beaches does not need and cannot be configured with an IPv6 address. 、

However, once sand is packaged or transformed into a product item, it may require an IPv6 address for identification 

and providindg access entry to the information associated with the item.



IPv6 address for everything

"A single interface may also have multiple IPv6 addresses 
of any type(unicast, anycast, and multicast) or scope" 

---- quoted form RFC 4291



IPv6 address for everything



IPv6 address for everything



IPv6 address for everything



IPv6 address and IoT item Identifiers
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Challenges to non-electronic item identifiers 

• Universal Accessibility:

– Option1: Relying on dedicated client tools to recognize the semantic and access the info

– Option2: Assembling the item identifier into a plaintext URL as the access entry, eg:

http://doi.org/10.19363/j.cnki.cn10-1380/tn.2017.10.005

• Identifier counterfeit and web site phishing

• Exposure of the internal semantic encoding rules

• Dependence on external third-party query/whois system

• Compatibility issue among multiple identifiers across diverse systems

• Lack of ability to self-verify authenticity



Local demand for IoT solutions from enterprise customers

• An access query code compatible with all exisitng various types of identifers

• Massive amount of unique random encoding, unique code for each item and information 

• An independent query gateway controlled by enterprise and interacted with third-party systems

• Global accessibility regardless the OS and application software

• The ability to self-verify authenticity
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AS BGP

$ whois ipv6 fe80::7d2b:7ee0:e8d6:151f

IPv6 address to host non-electronic item information

Network ID Subnet ID Interface ID

ISBN MAGS1 OIDDOI Private ID ...

mapping

https://[fe80::7d2b:7ee0:e8d6:151f]

$ ftp ipv6 fe80::7d2b:7ee0:e8d6:151f $ nslookup fe80::7d2b:7ee0:e8d6:151f

• Massive non-sequential addresses

• Address == Acdess Identification
• Routing == Verification
• Query flow == traffic flow

• Packet redirected to arbitrary upper layer ID system or app system
• Global acceptance and reachability

The solution is compliant with the IETF 
standards framework, and has been 

deployed by local customers on their 

IPv6 addresses in both experimental and 
live network environments.

gatewayLAN swtich file server



Security-enhanced Tech for IPv6 address

Network ID Subnet ID Interface ID

ISBN MAGS1 OIDDOI Private ID ...

Mapping

CGA

provides a verifiable generation 

of interface ID 

RTA

provides authenticity for IOT 

IPv6 Prefix 

The solution enables IPv6 enterprise users 
to make full use of their IPv6 addresses to 

build up self-managed system for item 

identification and tracing.

The technolgoies enhance the security and trustworthiness for IPv6 addresses generated by local enterprise users.

Conservative Plan: fixed /64 prefix (host address) + multiple interface IDs (2^64)

Aggressive Plan: assigned network ID + multiple subnet IDs + multiple interface IDs



CGA provides a trustful generation of interface ID 

RFC 3972 - Cryptographically Generated Addresses (CGA)

• CGA was created to bind a public signature key 

to an IPv6 address in the Secure Neighbor 

Discovery Protocol.

• We tentatively employ the original IoT item ID as 

the modifier parameter, along with other 

parameters, to generate IoT IPv6 address by 

CGA generation method.

• The user9s query for the CGA address is 
supposed to include an encrypted token derived 

from the IoT item ID, secured using a private 

key.



Whois, RPKI and RTA provide authenticity for IPv6

Resource Tagged Attestations, or RTAs, are a new type of RPKI object, allowing
any arbitrary file to be signed 8with resources9 by one or more parties. 

The RTA object is a separate file that cryptographically connects the document with 

a set of resources. The receiver of the object can use an RPKI validator to show 
these resources, and verify that it was created by the rightful holder(s) of those 

resources.

IOT IPv6 prefix Meta Data

•IOT usage description

•IOT item lifecycle

•CGA public key

•Necessary graph

•... 



Questions?
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