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> 100Gbps backbone

> Capacity on Hawaiki Subsea cable to Australia and US

> 44 members - 8 Universities, 7 Crown

Research Institute, 9 Polytechs and

5 government agencies, and 5 other independent 

research, innovation or

education organisations. 

Who are REANNZ?



REANNZ Network Operations

> Optical infrastructure

from One NZ

> REANNZ Network

operations runs all

the core routing

infrastructure

> Routing security

integral part of operations



Routing Security Journey

REANNZ Created
Hand-crafted Route Filters 

on Member Edge

v v

2006 2006



IP Address Management (IPAM)



Routing Security Journey

Centralise Member 
Routing Information

v v

2015

Automation of REANNZ + 
Member IRR Entries

2015

Automation of Route 
Filters on Member Edge

v

2015



Introducing MANRS

Desire to improve global Internet routing security



REANNZ
1st NZ network
operator to
Join MANRS
in 2020

We are still the only network

operation in NZ ……… 



> Global Initiative

> Collaborative Community

> Culture of Collective Responsibility

> Action-driven Programmes

> Network Operators

> IXPs

> CDN and Cloud Providers

> Equipment Vendors

Who are MANRS



ISPs that are 
MANRS-
compliant greatly 
improve Internet 
security and 
reliability by 
implementing 
four simple 
actions.

What does MANRS
want one to do?



Why?

> Reputation

> Availability

> Security

> Lead by Example



REANNZ MANRS Journey

v v

Creation on 

REANNZ ROAs

2019

RPKI ROV on

Upstream Edge

2019

v

Ensure RADB, PeeringDB,

whois contact information

is up to date

2020

v

MANRS Application

Approved

2020

v

2022

RPKI ROV on

Member Edge

v

2022–present

Anti-spoofing ACLs on 

Member Edge

CAIDA Spoofer

Automation and more

Config Audit



REANNZ Championing MANRS

> 6+ MANRS and RPKI presentations by REANNZ locally and 

globally to encourage other network operators

> Advocating MANRS and RPKI to partner network operators

> Working with government agencies to encourage MANRS and 

RPKI adoption 

> Routing Integrity assessment tool with our own members



Family Assessment

External Facing IP Address Resource 

Management Capability 100%

Route origins - Protecting against 

Route Hijacks 100%

Network Routing Configuration - 

Improving Security and Availability 100%

University of Otago fully compliant

Routing Integrity Assessment Tool

> Developed by Internet2

(the US NREN)

> Tool goes beyond MANRS action 

assessment 

> Repurposed by REANNZ for encouraging 

good routing

practices and mainly ROA updates by 

our members



https://www.bleepingcomputer.com/news/security/all-dutch-govt-networks-to-

use-rpki-to-prevent-bgp-hijacking/

https://www.bleepingcomputer.com/news/security/all-dutch-govt-networks-to-use-rpki-to-prevent-bgp-hijacking/
https://www.bleepingcomputer.com/news/security/all-dutch-govt-networks-to-use-rpki-to-prevent-bgp-hijacking/


South Asia
leading the
way



ROA status and RPKI adoption increasing

> ROA updates

are increasing

> RPKI adoptions

50% across the world



What next for REANNZ?

> Continue to champion MANRS

> Continue to improve tooling and operations

> ASPA - Autonomous System Provider Authorization (ASPA) 

objects are created and distributed the same way as Route 

Origin Authorizations (ROAs). While ROAs state which ASNs 

are authorized to announce given prefixes, ASPAs state 

which ASNs are allowed to propagate their routes.



Routing security is a journey, not a destination

https://www.manrs.org/isps/participants

Learnings

https://www.manrs.org/isps/participants


4 September 2024

THANK YOU

4 September 2024

Thank you
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