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'@ BGP and RPKI

BGP: vulnerable to route hijacking RPKI: validate the prefix-origin matching

Prefix-origin matching

Visit IP address AS d, prefix p
under prefix p

I ROA RPrd
ssue —— L
@ o Repositories
Attacker AS b announces VictimAS d '
: . : RPKI Relying
it has prefix p owns prefix p » Download ROA p RP
» Validate ROA arty (RP)
AS path a-b is shorter than a-c-d:AS » Generate VRP (Validated ROA Payload)

b is able to hijack prefix p
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————————————————

QIl: What is the looseness of ROAs & VRPs!!]?

Note [I]: The ROAs and their corresponding VRPs are all active in our discussion, which means neither they or part of them are expired or revoked, otherwise they may have security issues according to to [draft-li-
sidrops-roa-granularity-problem]



@ Definition of loose ROAs

* Previous definition of loosel'1 ROAs: not all sub-prefixes of the maximum
length allowed by whom are advertised in BGP

D ROA R’s prefix range Adbvertised route’s prefix
[ Loy A”
/ Lm B” C”
lis among' this range | is among this range
Non-loose ROA Loose ROA

Note [1]: The concept of “loose” is first raised by the paper “Are we there yet? On RPKl's deployment and security” in 2016. The concept is also used in RFC 9319 “The Use of maxLength in RPKI”.



@ Definition of loose ROAs

* Previous definition of loosel'1 ROAs: not all sub-prefixes of the maximum

length allowed by whom are advertised in BGP
* Renewed definition of loose ROAs: an ROA R that fails to satisfy the

following restrictions:
* For any IP address | covered by R, there always exists an advertised route:

*  Whose prefix p covers |
*  Which is validated as valid (not necessarily validated by R)
*  Whose prefix length L is the longest among all advertised routes whose prefixes cover |

*  Whose prefix length L > L, where L, is R’s MaxLength

D ROA R’s prefix range Adbvertised route’s prefix
/ / Loy A”

L1

/ Lm B” C”

| is among this range | is among this range | is among this range

Non-loose ROA Non-loose ROA Loose ROA

Note [1]: The concept of “loose” is first raised by the paper “Are we there yet? On RPKl's deployment and security” in 2016. The concept is also used in RFC 9319 “The Use of maxLength in RPKI”.



m Vulnerabilities of loose ROAs

Vulnerabilities:
 Super-prefix hijack(!]

D ROA's prefix range Advertised route’s prefix Attack route’s prefix
" \J\
22 A I
validated as not-found
/23 B | C I

185.70.140.0 1185.70.142.0 185.70.144.0 | 185.70.146.0 185.70.148.0

Attack route is the only advertised route for IP address within prefix C

Note [1]: Super-prefix hijack is also described and discussed in previous work: “ROV++: Improved Deployable Defense against BGP Hijacking” in NDSS 2021.



' m Vulnerabilities of loose ROAs

Vulnerabilities:

 Forged-origin hijackl'l

Advertise attack route to AS3356:
Prefix C, AS PATH: 666-201411

D ROA’s prefix range Attack route’s prefix

2 A | 201411

123 B | C :I—> validated as valid Issue ROA but don’t

advertise prefix C

I
185.70.140.0 1185.70.142.0 185.70.144.0 |
I

Attack route is the only advertised route for |IP address within prefix C

Note [I]: A detailed description and discussion of forged-origin hijacks are presented in RFC 9319 “The Use of maxLength in RPKI”.



@ Definition of loose VRPs

An active ROA R is loose if fails to satisfy the following restrictions:

Similar
definitions

For any IP address | covered by R, there exists anc@dvertised route;

For any IP address | covered by V, there exists alroute in the router’s local RIB;

AVRPYV on a router is loose if it fails to :&Mhe followin

Whose prefix p covers |

Which is validated as valid (not necessarily validated by R)
Whose prefix length L is the longest among all advertised routes whose
Whose prefix length L > L, where L, is R’s MaxLength

prefixes cover |

restrictions :

Whose prefix p covers |

Which is validated as valid (not necessarily validated by V)
Whose prefix length L is the longest among all routes in the local RIB whose prefixes cover |
Whose prefix length L > L, where L, is V’'s MaxLength
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Q2: Do ROAs & VRPs have consistent looseness?



' m Visions of prefix-origin matchings

* Answer to Q2: Sadly no, because an originally announced route may not be
able to advertised to another observer AS

* Setting of observation of route visibility across the world

28 feasible VPs (vantage point): feasible means each VP can collect most advertised IPv4
routes (> 900000)

e 27 RouteViewsVPs across all 5 RIRs + | CERNET VP (located in Beijing)

Count of Total APNIC RIPE LACNIC | AFRNIC
VPs NCC

feasible

* We define the preﬁx-origin matching in a route that is visible to all VPs as
fully visible matching, otherwise it is called partially visible matching

Received matchings:  Received matchings: Received matchings: Eully visible matchings  Partially visibl hi
1010724451 = 1.0.1.024,A5 | * LOLO24,AS| v o sy
1.02.0/23,AS2  * 1.0.3.0124,AS2 . 1.04.0/24,AS 3 S 050t A

(=2) =3 =% e 1.04.0024.AS 3
4 -’ -’

VP | VP 2 VP 3



' m Visions of prefix-origin

matchings

Number of matchings received on each VP
1000000

800000
600000
400000

200000

I 234567 89I10111213141516171819202122232425262728

B partially visible fully visible

ROV states of partially/fully visible matchings (in total)
100%

80%

60%

40%

20%

0%

partially visible fully visible

B valid Minvalid-asn Minvalid-length ™ not-found

VRP looseness on each VP

450000
400000
350000
300000
250000
200000
150000
100000

50000
0 Loose VRP

| 234567 89I10111213141516171819202122232425262728 ~ 36%,
While loose

ROA < 10%

M Loose Non-loose

ROV states of partially visible matchings on each VP
80000
60000
40000

20000

OII-III_ = B - = = N =
1 234567 89I10111213141516171819202122232425262728

B valid Minvalid-asn M invalid-length not-found

Observation |: obviously diverse visions of prefix-origin matchings on different VPs



' m Classification of partially visible matchings

Received matchings: No matching in received
1.0.1.0/24,AS | matchings has prefix

overlapping with 1.0.1.0/24

Unilaterally (partially) visible

 for a unilaterally visible Matching M, in those ASes
where the matching is invisible, there is no matching —>
whose prefix is overlapped with M's prefix.

VP | VP 2
Bllaterally (partially) visible Received matchings: ~ Received matchings:
For a bilaterally visible route M, in those ASes where 1.0.2.0724,A52 = 1.02.0724,A520

s (6
®

matching whose prefix is overlapped with M's prefix

the matching is invisible, there exists another visible

VP 2

(These 2 mat.c.hln.gs are callgd a conjugat.e mat.chmg bair). ﬁ Recoived Tatehinge Received matchings
* Further classification of conjugate matching pair: 1.0.3.0/24,AS 3 *  1.0.2.0/23,AS 3
* SPDO: same prefix, different origin AS. SPDO matching @ @
pair is the result of MOAS prefixes. -’ -’
« DPSO: different prefix, same origin AS. —> velr vp2

« DPDO: both origin AS and prefixes are different.  Received matchings: Received matchings:

%I e 1.0.4.0/24,AS 4 * 1.0.4.0/22,AS 40
| VP | VP 2

___________________________________________



' m Classification of partially visible matchings

Numbers and ROV states of unilaterally/bilaterally visible matchings (in total)

B valid M invalid-asn B invalid-length not-found

140000 , ,Z 25000
120000 ,/,’, 20000
100000 ,/
80000 e 15000
60000 ,’/, 10000
40000 ’
20000 2000
; I , I
unilaterally visible bilaterally visible SPDO DPSO DPDO
ROV states of conjugate DPSO pairs ROV states of conjugate DPDO pairs
longer pref' X ASN length longer pref X ASN Iength
Valid 1807 Valid
Invalid-asn 8 - 20 Invalid-asn 189 - 9
Invalid-length 37 0 - Invalid-length I 0 -
Not-found 51 8 6 Not-found 25 13 4

Observation 2: different types of partially visible matchings differ greatly in terms of ROV "
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_____________________________________

Q3: Why could partially visible matchings emerge!?



' m Routing policies with hidden danger

 Answer to Q3:

Certain BGP routing policies at a transit AS could manipulate a route’s matching
The matching then becomes partially visible when it continues to spread from the

transit AS to other observer ASes

We call such policies as “policies with hidden danger”

RPKI
Repositories

n-loose ROA VRP are loose against the changed matching

Issued for the exact
prefixes it advertises
g Transit AS
changed
Routing policies manipulate the route matching

or

Observer

AS
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_m Types of routing policies with hidden danger

Type |: explicit route filtering

* Typical policies:
* Import/ Export filtering
* Route blackhole
* Route damping

* Effect
* Explicit Route filtering could contribute to unilaterally visible matchings
* Any address covered by the filtered prefix is vulnerable to super-prefix hijack and forged-

origin hijack
20 A Filter out D 20 A
nI B C ‘ 1 B C
m D E F I G m I D I E F I G
— —

202.127.160  202.127.200  202.127.240  202.127.280  202.127.320 202.127.160 202127200  202.127.240  202.127.280  202.127.32.0

« VRP I:AS I,202.127.16.0/22-22 (D) ;rseféz-:r;(g); In;;tTl;lg?z%f&t\;ack route in super-prefix hijack:

* VRP 2:AS 2,202.127.16.0/22-22 (E)
*  VRP 3:AS 3,202.127.24.0/22-22 (F)
*  VRP4:AS 4,202.127.28.0/22-22 (G)

Attack route in forged-origin hijack: Prefix-origin matching:
AS 1,202.127.16.0/22 (D), AS PATH: **-AS666-ASI
16



_m Types of routing policies with hidden danger

Type 2: implicit route filtering

* A possible combination of routing policies:
* (MOAS prefix with different origin ASes are announced, but only one matching issues ROA)
* Route selection at the ROV-disabled router filters the valid route and keeps the invalid route
* ROV-enabled router filters the invalid route
* Effect
* There will be no route for any address covered by the prefix, so it is also vulnerable to
super-prefix hijack and forged-origin hijack.

ROV-enabled

QQ

ROV-disabled

Both ASes advertise prefix p, Route with prefix p from AS b is preferred, The route is validated as
but only AS a issues ROA since b-d is shorter than a-c-d invalid and gets dropped



_m Types of routing policies with hidden danger

Type 3: route de-aggregation
* Description
* Route de-aggregation will suppress the original route,and generate one or a few routes
whose prefixes are the sub-prefixes of the original prefix, while the origin AS is unchanged

* Effect
* Route de-aggregation could generate DPSO matching pairs.

* If de-aggregated prefix length is longer than its matching VRP’s maxLength:

* it will be validated as invalid-length and get dropped
* the address covered by the de-aggregated prefix will also be vulnerable to super-prefix

hijack and forged-origin hijack
- Prefixes of De-aggregated routes

120 A de-aggregate B 20 A
121 I B C toD &E 121 C
0% D E F G 122 F G
3 )
202.127.16.0 202.127.20.0 202.127.24.0 202.127.28.0 202.127.32.0

202.127.160  202.127.200  202.127.240  202.127.280  202.127.32.0
Prefix-origin matching of attack route in super-prefix hijack:

* VRP AS 666,202.127.16.0/20 (A)
* VRP I:AS [,202.127.16.0/21-21 (B) Attack route in forged-origin hijack: Prefix-origin matching:
AS 1,202.127.16.0/21 (B), AS PATH: ***-AS666-ASI 18



_m Types of routing policies with hidden danger

Type 4: route aggregation
e Description
* Route aggregation will suppress the original routes, and generate an aggregated route whose
prefix is the super-prefix of all original prefixes

* FEffect

* Route aggregation could generate either DPSO or DPDO matching pairs.
* The ROV state of the aggregated route could be one of all possible states.

Before aggregation

Prefixes
of original

2
routes m | D I E F G

202.127.16.0 202.127.20.0 202.127.24.0 202.127.28.0 202.127.32.0

VRP [:AS |, 202.127.16.0/22-22 (D)
VRP 2:AS 2,202.127.16.0/22-22 (E)
VRP 3:AS 3,202.127.24.0/22-22 (F)
VRP 4:AS 4,202.127.28.0/22-22 (G)
VRP 5:AS 5,202.127.16.0/20-20 (A)

Aggregate
D~GtoA

Prefix of
aggregated
valid routes

202.127.16.0 202.127.20.0 202.127.24.0 202.127.28.0 202.127.32.0

Possibility I:valid



_m Types of routing policies with hidden danger

Type 4: route aggregation
e Description
* Route aggregation will suppress the original routes, and generate an aggregated route whose
prefix is the super-prefix of all original prefixes

* Effect
* Route aggregation could generate either DPSO or DPDO matching pairs.

* The ROV state of the aggregated route could be one of all possible states.

Before aggregation Possibility 2: not-found

/20 A Aggregate /20

Prefixes . c D~GtoA
of original B / 121
routes D I E F I G | o)

122

202.127.160  202.127.200  202.127.240  202.127.280  202.127.32.0 202.127.160  202.127.200  202.127.240  202.127.280  202.127.32.0

VRP [:AS 1,202.127.16.0/22-22 (D) . . . .
VRP 2:AS 2,202.127.16.0/22-22 (E) - Prefix-origin matching of aggregated not-found route:AS5,

VRP 3:AS 3, 202.127.24.0/22-22 (F) 202.127.16.0/20(A)
VRP 4:AS 4,202.127.28.0/22-22 (G) Prefix-origin matching of attack route in super-prefix hijack:
No ROA issued for prefix A! AS 666, 202.127.1 6.0%}?@)\> 20< L <22

Attack route in forged-origin hijack: prefix-origin matching:
AS 1,202.127.16.0/22 (D), AS PATH: **-AS666-ASI

20



_m Types of routing policies with hidden danger

Type 4: route aggregation
e Description
* Route aggregation will suppress the original routes, and generate an aggregated route whose
prefix is the super-prefix of all original prefixes

* Effect
* Route aggregation could generate either DPSO or DPDO matching pairs.

* The ROV state of the aggregated route could be one of all possible states.

Before aggregation Possibility 3:invalid
Aggregate 0

D~Eto B
122

202.127.160  202.127.200  202.127.240  202.127.280  202.127.32.0 , . . .
- Prefix-origin matching of aggregated invalid-asn route:

AS5,202.127.16.0/20 (A);

Prefix-origin matching of aggregated invalid-length
route :AS5,202.127.16.0/21 (B)

Prefixes of original routes

* VRP I:AS 1,202.127.16.0/22-22 (D)
* VRP 2:AS 2,202.127.16.0/22-22 (E)

*  VRP 3:AS 3,202.127.24.0/22-22 (F) Attack routes in forged-origin hijack: prefix-origin matching:
*  VRP 4:AS 4,202.127.28.0/22-22 (G) AS 1,202.127.16.0/22 (D), AS PATH: **-AS666-ASI
* VRP 5:AS 5,202.127.16.0/20-20 (A)

21



Content

Q4: How to eliminate the inconsistency issue

between the looseness of ROAs and VRPs?



] Possible Solutions

Eliminate the vulnerabilities
Core proposal

of loose VRP
'
. . Legal (de)aggregated
Vulnerabilities Forge?le-orlgm Super-preﬁx routes validated as
hijack hijack . .
invalid
{ Y J
v v v
BGP level:
. . Use AS path RPKI level: )
Main idea feature modify local VRP Add spec.lﬁc rule
for certain prefix
Related work  ARTEMIS (TON 2018) « DISCO (NDSS 2020)  ROV++ (NDSS 2021)

« DFOH (NDSS 2024)  SLURM (RFC 8416)




] Conclusions

v Loose ROA and VRPs are vulnerable to route hijacking including super-prefix
hijack and forged-origin hijack.

v Non-loose ROAs don’t necessarily lead to non-loose VRPs because observer
ASes may fail to receive partially visible matchings of prefixes and their origin AS.

v’ There are multiple types of partially visible matchings, each of which are
possibly caused by a unique type of routing policy with hidden danger in transit AS,
including route filtering, route de-aggregation and route aggregation.

v’ To eliminate the inconsistency issue between the looseness of ROAs and VRPs,
the core proposal is to try to eliminate the vulnerabilities loose VRPs will bring.

24



Thank you!

Welcome to discuss with me at wangsh@mail.zgclab.edu.cn
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