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The Problem

Inaccurate or outdated data in Internet Routing Registries (IRRs) undermines 
the reliability of route filtering, which is fundamental for the integrity of the 
ever growing Internet.
While ROA adoption is still under 50% globally, addressing the problem of 
incorrect or stale data in IRR databases is imperative to ensure the integrity 
and resilience of the global Internet routing system.



Lets Investigate!
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• Just like we parse data from RADb and ALTDB, we also parse 
RIR’s allocation data.
• Again, there were just many ways to investigate the IRR 

data, we (Max Stucchi, Amreesh Phokeer, Aftab Siddiqui) 
decided to do the following
• Compare RIR delegation file with RIR IRR data
• Also add RADb matching objects 
• All data is publicly available for further review

http://103.162.143.30/route-check



APNIC Resource Status
• There are 4 – Status types

• Status 1 – There are objects for “Exact” allocation size and for 
“More Specifics”

• Status 2 – There are objects only for “Exact” allocation size, no 
“More Specifics”

• Status 3 – There are objects only for “More Specifics”

• Status 4 – There are no objects (neither “Exact” match nor 
“More Specifics”)
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Distinct Prefixes Distinct Origin ASN

529,445 10,457



APNIC IRR – Route Objects
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First look at non-problematic data



APNIC IRR – Route Objects

Creating route objects in authenticated Internet Routing Registries (IRRs) is 
important for several reasons, it provide a means to validate the legitimacy 
of route announcements. Network operators can cross-reference routing 
information with authorized route objects, enhancing the accuracy of BGP 
route validation and reducing the risk of route hijacking and 
misconfigurations.
• Route Validation
• Improved Routing Security
• Facilitating Collaboration
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Authentication and Data Integrity:

• Stale or outdated data can be a concern in IRR databases. How do 
operators mitigate the risk of using stale data in IRR services, and 
what best practices have they implemented to address this issue?



Future of IRR Services:

• In light of evolving internet security and routing challenges, how do 
operators envision the future of IRR services, and what improvements 
or developments would they like to see?
• What role does community collaboration play in the maintenance and 

improvement of IRR services? How can network operators contribute 
to the accuracy and utility of IRR data?



https://www.surveymonkey.com/r/IRRsurvey



Thankyou

LEARN MORE:

manrs.org
FOLLOW US:

     /RoutingMANRS
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