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Abstract or WHY?

. Australia has made ICT infrastructure “Critical” and the
government now has “intervention” powers.

. Routing Security Is not a new Issue, It's as old as BGP.

. Route hijacks and “Fat Fingers” Route Leaks are
continuing to happen.

. Bad Actors, including “Sovereign Governments” are
using poor Routing Security for crime and oppression.

https://bit.ly/3CL6OLS




DATA SUMMARY

WHAT? 2,333,647 traceroutes
1,002,493 domains

AU NZ PK
school.nz govt.nz asn.au org.au net.pk edu.au

com.au gos.pk org.pk net.nz co.nz org.nz i1d.au
com.pk net.au gov.au edu.pk



Methodology:
How?
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T R E N D S . 1471 738 733 eduau 55803 [[NS9:3%
1366 684 682 eduau 45638 S8R

1187 606 581 eduau 15169 [[N85:6%)

1082 1082 0 eduau 14618 |G

860 429 431 eduau 45671 [FH005%)]

. Some networks are very porous to s34 s goeu  sso [NORSH

743 377 366 edu.au 4739 [No7%

1 1 553 553 0 edu.au 13335
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edu.au

. Some networks are 100% rejecting ] N i R

312 164 148 eduau 45763 [[S02%)
|nva||d ROAS traﬂ:lc 302 153 149 edu.au 9517 [074%)
| 107.7%

2595 142 153 edu.au 135543

. Some networks use bogons: returning v ey ———

284 147 137 govau 56135 [N6312%)

ICMP traffic from bogons! =

236 236 0 gov.au so7s |00
230 230 0 eduau so7s [0
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220 108 112 eduau 27647 [[4035%
214 111 103 eduau 136557 [[O2EN
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Figure 5 Test and Resuit counts for GOVAU and EDUAU per ASN (Source: Terry Sweetser)



Case Study: QLD.GOV.AU

project pentest=# select * from invalid rov_destinations where domain_id = 1839954;

domain_1id | traceroute id | hop_1id | route id | cctld | second | name | source i i reg _date | cc

B e +-----—-- e e e R +----
1839954 | 1088665 | 2781 | 1211 |
1839954 | 314 | 2781 | 1211
1839954 | 1088665 | 2780 | 1211 |

(4 rows)

gov
gov
gov

qld.gov. 1 ) Not Routed | XX
qld.gov. INVALIL ) Not Routed | XX
gld.gov. 111.118.196.23 111.118.196.0 Not Routed | XX

- +

1839954 | 314 | 2780 | 121181 | gov | qld.gov. INVALIL Not Routed
| |
| |
I |

project pentest=# \x

|s something rotten in the Expanded display is on.

project pentest=# select * from ip lookup cache where id = 1211;

state of Bermark QLD? etle” )

|
asn |
as_name | Not Routed MISMATCHED DATA!
rir |

|

validating route 111.118.196.0/24 reg date
from origin AS38195 p re? ix |
< CC

v/ valid ; |
doma1in |
1 covering ROA found is p |

data_source | ATLAS

e created | 2021-09-06 03:31:18.151426

updated |
Trust Anchor Prefix Max Length ASN Expiration Match ld |

1211

APNIC 111.118.192.0/21 24 38195 in a year v rov

& LOW QVALITY PVBLIC DATA



Case Study: QLD.GOV.AU

Traceroute Visualisation

Focus on

Nodes label: @ Auto (O Reverse lookup (O Country code

speed:
CHE] " o

Traceroutes to 111.118.196.29 from 8 of 10 probes [select] at January 11th 2022, 22:25:02 UTC
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Documentation Embed in your page About TraceMON

SECVRITY THROVGH OBSCURITY



Case Study: QLD.GOV.AU

Settings & Status Latest Results Map Tracemon IPMap Downloads

Probe + ASN (IPv4) + ASN (IPv6) $ $ $ Time (UTQ) $ RTT $ ¢ Hops + Success 4 $
1333 8473 8473 T +3 2022-01-11 22:19 2.880 & 10 x o
17634 7922 =E a 2022-01-11 22:19 22.434 & 11 x o
21831 25596 = O 2022-01-11 22:19 0.978 (. 7 3 o
25262 6805 =- 2022-01-11 22:19 46.815 [ ] 12 x o
50542 30722 i o 2022-01-11 22:19 10.545 S 13 x o
52722 33915 = o 2022-01-11 22:19 13.102 a 9 P o
54350 5466 i a 2022-01-11 22:19 6.016 S 8

Latest Traceroute Result for Measurement #34783508
55193 51813 = O 2022-01-11 22:19 2.280 @ 5

2022-01-11 22:19 UTC
1002228 12876 +Y

== Traceroute to 111.118.196.23 (111.118.196.23), 48 byte packets

1002683 25135 £ o 2022-01-11 22:19 82.844 [ | 2

g 2-168.13: | s27ms ] 1.256ms | 1.204ms
e oo1200] Tetrms ] Teroms ] Tedms ]

el 55 5010655 | ot oot | sves | v.25ms T v5ssms [ 1 daams
S I Wl M2 ) K
s ECEE) () Il I O X2

https://atlas.ripe.net/measurements/34783508/#probes



Someone has been listening!

Boarder Gateway Protocol
Organisations should periodically audit their Internet number resource assets.

Route Origin Authorisations and Resource Public Key Infrastructure

Resource Public Key Infrastructure (RPKI) enables resource holders of IP address space to explicitly authorise who can make BGP routing

advertisements for that IP address space through a Route Origin Authorisation (ROA). Resource holders configure ROA with a list of the

prefixes that an ASN is authorised to announce.

Recommends: ROA, ROV, BCP 38, BCP 84, BCP 194

Your reading list: RFC2827, RFC3704, RFC8704, RFC7454, RFC5925, RFC4012, RFC6480

= Many THANKS TO PEOPLE TALKING TO .GOV.AV



Summary & Discussion

More work needed by ANZ operators!

Some Transit ASs are still allowing traffic between invalids.
BGP Filters are not enough: need to blackhole invalids.
Public sources of data are not as good as they should be!

Is Hot Potato routing fair and reasonable now?
BCP38, as old as time, yet so rarely used?

Should multihomed clients accept 0/0 and ::/0 from you?

&

10



Questions?

Thank you.
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https://www.apnic.net/community/security/resource-certification/#routing

