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Abstract or WHY?
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● Australia has made ICT infrastructure “Critical” and the 
government now has “intervention” powers.

● Routing Security is not a new issue, it’s as old as BGP.
● Route hijacks and “Fat Fingers” Route Leaks are 

continuing to happen.
● Bad Actors, including “Sovereign Governments” are 

using poor Routing Security for crime and oppression.

https://bit.ly/3CL6OLS



2,333,647 traceroutes
1,002,493 domains

AU NZ PK

school.nz govt.nz asn.au org.au net.pk edu.au 
com.au gos.pk org.pk net.nz co.nz org.nz id.au 

com.pk net.au gov.au edu.pk

DAta Summary
What?



Methodology:
HOW?

Take all domains, get 
all A records, connect 
to port 443 on TCP, 
traceroute to all A 
records.
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TRENDS:

● Some networks are very porous to 
invalid ROAs

● Some networks are 100% rejecting 
invalid ROAs traffic

● Some networks use bogons: returning 
ICMP traffic from bogons!



Case Study: QLD.GOV.AU
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Is something rotten in the 
state of Denmark QLD?

LOW QUALITY PUBLIC DAta

Mismatched Data!



Case Study: QLD.GOV.AU
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Security Through Obscurity



Case Study: QLD.GOV.AU
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https://atlas.ripe.net/measurements/34783508/#probes



Someone has been listening!
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https://www.cyber.gov.au/acsc/government/gateway-security-guidance/gateway-operations-management

Recommends: ROA, ROV, BCP 38, BCP 84, BCP 194
Your reading list: RFC2827, RFC3704, RFC8704, RFC7454, RFC5925, RFC4012, RFC6480

Many Thanks to people Talking to .GOV.AU



Summary & Discussion
● More work needed by ANZ operators!
● Some Transit ASs are still allowing traffic between invalids.
● BGP Filters are not enough: need to blackhole invalids.
● Public sources of data are not as good as they should be!

● Is Hot Potato routing fair and reasonable now?
● BCP38, as old as time, yet so rarely used?

Should multihomed clients accept 0/0 and ::/0 from you?
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Questions?



PSA: SIGN YOUR ROUTES!

https://www.apnic.net/community/security/resource-certification/#routing

https://www.apnic.net/community/security/resource-certification/#routing

