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RPKI MILESTONES AT FPT TELECOM F 'ﬂ

First hear about Sign ROA for all  Training from Active RPKI on Completely apply routing filter
RPK] FPT's prefixes VNNIC (VNNIC- international based on RPKI with domestic
NOC 2019) devices peers
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APR-2018 DEC-2018
Training work with Completely apply Dropping all RPKI-
from VNNIC Juniper for routing filter based invalid route
bugs on RPKI with received from
relative to upstream peers FTEL BGP
RPKI and customer
solution




DEPLOY RPKI o [/

TOPOLOGY

d We employ two separate validators for our
backup software

APNIC ARIN RIPE
AFRINIC LACNIC

 Routinator (by NLnetLabs)
 OctoRPKI (by Cloudflare)

d Validator was placed behind the firewall to
safeguard and manage connections.

(1 Almost edge routers setup 2 to 4 RTR session
with validator
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CASE STUDY 1
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Bypass RTBH Prefixes
with RPKI
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CASE STUDY 1 - Bypass RTBH Prefixes with RPKI

Customer advertised prefixes
ROA Signed with mask length <=
/24 (IPv4) or <= /48 (IPv6)

Check RPKI
Database Valid
-> Accept

Valid prefixes
advertised to
core ISP

—@

Customer advertised black hole
prefixes(RTBH) with mask length
> /24(IPv4) or >/48 (IPv6)

CORE NETWORK




CASE STUDY 1 - Bypass RTBH Prefixes with RPKI

SOLUTION

Customer advertised prefixes

. . .
ROA SIghEd with mask Iength inet.0: 26 destinations, 26 routes (26 active, 0 holddown, O hidden)
/24 (IPv4) or <= /48 (IPv6) + = Active Route, - = Last Active, * = Both

103.156.32.0/24 *[BGP/170] 00:24:37, localpref 100, from 118.70.0.137
AS path: 18403 I, validation-state: valid
> to 118.70.2.8 via ge-1/0/9.0
103 .156.32.0/32 *[BGP/170] 00:01:04, localpref 100, from 118.70.0.137
AS path: 18403 I, validation-state: unverified
> to 118.70.2.8 via ge-1/0/9.0

how route iOB.lSé.32.0/24 all

admin@edge-router-01# run s

[edit]
admin@edge-router-01# run show bgp neighbor 118.70.0.137 | match imp

Customer advertised black hole Export: [ BBB ] Import: [ RTBH-IPv4-Import RPKI-Policy-Import ]
[edit]

preflxes(RTBH) with mask Iength adnﬂ'n@edge—router—Ol# show policy-options policy-statement RTBH-IPv4-Import
> [24(IPv4) or >/48 (IPv6) termfl 1
rom {
family inet;
protocol bgp;
as-path 18403;
route-filter 103.156.32.0/24 prefix-length-range /32-/32;

1

J
then accept;

et




Conclusion FED
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d RPKIl is a mechanism to prevent BGP hijacking

d A few suggestions for RPKI implementation
 Edge routers at least two RTR sessions
* Use at least two different validator software
 Database synchronization between Validator and RIR.
* Bug OS router
* (Capacity router
* Bypass RTBH Prefixes with RPKI
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