CYBER SECURITY
INCIDENT RESPONSE
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Certhu

WHAT IS CYBER SECURITY?

* Cyber security is the practice of defending:

* Computers,

* Servers,
» Mobile devices, @
* Electronic systems, serranns

Login

* Networks, and

 Data

from malicious attacks.
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BACKGROUND -VANUATU’S PAST & CURRENT
CYBER SECURITY CONTEXT

PAST Context:

Nationally, we had no clue at all about cyber security nor cyber-

attacks i.e. all cyber-attacks were ordinary traditional computer issues that

were addressed by systems and hardware technicians.
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BACKGROUND -VANUATU’S PAST & CURRENT
CYBER SECURITY CONTEXT

CURRENT Context:

Nationally, we are educating our citizens, business houses on what

Cyber Security is and why it is important.

We can now distinguish between a traditional hardware / software problem

on a computer versus a cyber-attack on a computer system.
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CERT VANUATU'’S INCIDENT RESPONSE PROGRAM

“* The Vanuatu National Cyber Security Strategy of 2030 and its
Implementation Matrix are the actionable stepping stone and foundation

for all incident response program that Vanuatu is embarking on.
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CERT VANUATU'’S INCIDENT RESPONSE PROGRAM

+* The Establishment of CERT

Vanuatu and various agencies such
as the Vanuatu Police Force (VPF),

Vanuatu Internet  Governance
Forum (VanlGF) and the Vanuatu
Bureau of Standards (VBS) are the
strength to our Incident Response

efforts.
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CERT VANUATU'’S INCIDENT RESPONSE PROGRAM

** Existence of Cyber Security internal Policies provides guidance to
responding to various Cyber Security incidents, e.g. CERT Vanuatu’s

“Incident Response & Recovery Plan”
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TYPES OF CYBER-ATTACKS/THREATS

* Malware Atttacks (e.g.Virus)
* Social Engeering Attacks
* Phishing Attacks
* Insider Threats
* Misinformation
* Pornography
* ldentity-related Crime
(e.g. Fake IDs)
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CASE STUDY

2nd March 2021: 14:00hrs

[ Compromise event entered into our GBN and Systems.

(] Malware Atttack with stealth behavior with remote access capabilities

3rd March 2021:04:00hrs

 All Government online web presence were taken down and defaced
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CASE STUDY

zone-h.org/archiv 3.7.197.897?hz

Home News Events Archive Archive ¥ Onhold Notify Stats Register Login E\Y search._.

3"d March 2021:06:00hrs

Total notifications: 19 of which 1 single ip 2nd 18 mass defacements

Legend:
H - Homepage defacement
M - Mass defacement (click to view all defacements of this IP)

.
. R - Redefacement (click to view all defacements of this site)
etection ase. i el

W - Special defacement (special defacements are important websites)

Date Notifier H M R L 7 Domain os View
. 2021/0: M ¥ police.gov.vu/index.HTM Linux mirror
4 Systems and Secu rity Team e WL e
2021/03/) H M B % immigration.gov.vu Linux
2021/03/! H M moh.gov.vu Linux
(C E RTVU an d O G C I O) have 2021/03/! H M malffb.gov.vu Linux mirror
2021/03/! H MR doe.gov.vu Linux m
2021/03/1 H M B8 ¥ fisheries.gov.vu Linux m
. . 2021/0 M mol.gov.vufindex.HTM Linux mirror
identifed that our systems W pec
2021/0! H M B8 # forestry.gov.vu Linux mirror
2021/03/ H M parliament.gov.vu Linux
were compromised and all Sl — i
2021/03/ H M ictdays.gov.vu Linux mirror
2021/03/ H oM covid19.gov.vu Linux mirror
* . 2021/03/ H M customsinlandrevenue.gov.vu Linux mirror
.gov.vu websites are down 1 R B oo i
2021/0! H M vivivi.univ.edu.vu Linux mirror
2021/0! s49_hack H M R B % vnso.gov.vu Linux
n 2021/03/02 =49_| H R B v gov.vu Linux
and defaced :

DISCLAIMER: zll the information contained in Zone-H's cybercrime archive were either collected online from public sources or directly notified
anonymously to us. Zone-H is neither responsible for the reported computer crimes nor it is directly or indirectly involved with them. You might find some
offensive contents in the mirrored defacements. Zone-H didn't produce them so we cannot be responsible for such contents. Read m

Home News Events Archive Archiv Onhold Notify Stats Register Login Disclaimer Contact

Attribution-NonCommercial-NoDerivs 3.0 Unported License
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CASE STUDY

3"d March 2021:06:00hrs Attack Type/Method

Detection Phase: d Malware Payload:

] Syst dS ity Te
ystems and Security feam - ALFA Team’s Web

(CERTVU and OGCIO) have Shell Malware Tool
identifed that our systems Q -

were compromised and all .
- directory: ..\....
*.gov.vu websites are down @uploads\QD

and defaced
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CASE STUDY

T - - 3 =
) Pl P
) ) lo hoet-a :
YCalhost-80n(
ne:  Windows Nt CERT-‘ANA\;YS!SPC 1

3nd March BB =

7.0.4 Safe Mode: OFs
erlP: ::1 Your 1p; 111
Time: 2021-03-08 03:34:54

nloader: ssessssacanas

202 1: S L e—— : Attack Type/Method
° fows: Microsoft Windows [Verslon 10.0 150428541 \ .

ble Functions: All Functions Accessible

L:ON | SSH2: OFF | Magic Quotes : OFF | MySQL : ON | MSSQL : OFF | PostgreSQL : OFF | Orade : OFF
L rs 1_basedir : NONE | Safe_mode_exec_dir : NONE | Safe_mode_include_dir : NONE
o 8

Fare: Apache/2.4.18 (Winaa) Pue/704 gl D N PaYI =
T *7' nn Dump ICYE 000S. oot | oL | v | rocsaper | opmsuncs | mamid | v | s
Proonssl H E“‘"' SQL Manager vbﬂm m eqrmm-w l| m‘i m L”Dm!"m .L‘IT,*WW‘T'LMTA' 3] e | e

Changer Add New Admin Shel Alfa Settings | AboutUs |

- ALFA Team’s Web
= B Shell Malware Tool

2021-03-08 03:16:14 T g 5

0822 X / >
i : O -Ca.php” file
m.,num:ltﬂ

- directory:..\....
Reg\.....\uploads\a.php
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CASE STUDY

3" March 2021:08:00hrs (official working hours begin)
Concurrent Events:

Planning

1 All proactive communications and collaboration between OGCIO’s Systems and

CERTVU team are executing the Cyber incident Triage phase remotely and

online using Social Media chat groups;
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CASE STUDY

3" March 2021:08:00hrs (official working hours begin)
Concurrent Events:

Developing a Incident Press Report (For superiors & Media)

 All proactive communications and collaboration between OGCIO’s Systems,
CERTVU team and the CIO/DCIO

() Seek approval for a Media Press Report to critical organizations/agencies
affected
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CASE STUDY

3"d March 2021:08:30hrs

(official working hours begin)
Concurrent Events:

What we knew: Point of Entry — How?

NV ***Reg — gov dep

Web App platform
U Via - the Upload
feature.

o i ) s ol

e —

i O(SYSTEON) Grewpz0 (2]
7.04 Sale Mode: OFF

2077 | MySQL: O | SSSQR t OF7 | PestgraSQL : OFF | Oracln : OFF
3 [l

uve: [ell4)

-----
lllll
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CASE STUDY

3" March 2021:08:30hrs (official working hours begin)

Concurrent Events:

What we knew:

Point of Entry — How? Redundant Backdoor
Q(V***Reg — gov dept., L Via the another gov

(J) e Syoamears oDrim
U Via - the Upload
feature.

Website

O a“a.php” file was place
in the web directory as
well.
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3" March 2021:08:30hrs

CASE STUDY

Malware Web shell was identified.

(J Removed, back-door payload was sandboxed, removed, blocked

 All critical GBN systems were restored back online.

‘ Masspefacer . I ‘ | ‘ i:f Grabh | FakePage )
Remote Uplos! | astal BackDom Wh Remove Shel!
o ! | \

;PortScaner pen e ‘;;-: |

ting ‘AIfaVideos ‘ About |




Certhu

LESSON LEARNT

National
Policies and
Strategies

Existing Ability to

CERT

Effective response to
Vanuatu P

Partnerships Incidents
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FINAL REMARKS

N.a'FionaI CERT Existing Ability to
Policies and
Strategies

Effective response to

Vanuatu Partnerships Incidents
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CONTACT DETAILS

Location: 2nd Floor Airvanuatu Biulding — Port Vila
Tel: +678 33380

Email: incident@cert.gov.vu (report an Incident)

Email: info@cert.gov.vu (Ask for Information)

Website: https://cert.gov.vu/

Facebook Page: https://web.facebook.com/CERTVU/



mailto:incident@cert.gov.vu
mailto:info@cert.gov.vu
https://cert.gov.vu/
https://web.facebook.com/CERTVU/
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THANK YU TUMAS!
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And more that | have not mentioned here.
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