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Uncovering badness using Passive DNS
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Agenda

• What is Passive DNS ? Benefits of using passive DNS


• Who should be using Passive DNS ?


• Use cases


• Q&A



Passive DNS 101

• Passive DNS Replication - Florian Weimer paper at 17th FIRST.org 2005


• Collecting cache miss traffic using sensors 


• DNS transactions into a simple format

http://FIRST.org
http://FIRST.org




Why Passive DNS ?

• Everything begins with a DNS query


• DNS is used(legitimate queries)


• DNS is also used for abuse by malware -  
1. Phishing domains 
2. Legitimate domains with scripts/web hosting accounts compromised  
3. Botnets, ransomware - C2C mothership 


• Domain names are cheap. 99% domains registered are used for malicious 
purposes 



Mapping of the interconnections

• Doing forward lookups(active) poses a risk - targeted domains


• Correlation of domains, name servers, IP addresses


• What other domains are hosted on the same IP address ?


• What other domains are using the same name servers ? 


• What other domains are having the same MX ? 





Who should be using Passive DNS ?

• Malware researchers 


• Security professionals 


• Incident Responders


• SOC Analysts 


• Law Enforcement



Passive DNS operators

• Spamhaus Technology


• Farsight Security


• RiskIQ


• CIRCL


• VirusTotal







Domain Shadowing Attack

• Attackers gain access to credentials of legitimate domain names


• Create subdomains pointing to hosting infrastructure (phishing, malware etc)



Dive in #1- Godaddy Domain shadowing

• Bad actors create pxi.domain.tld CNAME pointing to voxpk.duckdns.org


• voxpk.duckdns.org pointing to 104.250.187.36


• pxi.domain.tld contains scripts (phishing, spam etc)


• AS3223 - VOXILITY, GB

http://voxpk.duckdns.org
http://voxpk.duckdns.org
http://voxpk.duckdns.org
http://voxpk.duckdns.org
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Dive in #2













FYI, the IP address 8.208.77.188 is hosting many such domains. See attached.

Source:https://twitter.com/pswapneel/status/1283465877908668417

https://twitter.com/pswapneel/status/1283465877908668417
https://twitter.com/pswapneel/status/1283465877908668417




Summary

• Enables investigation of abuse in DNS


• Mapping of the interconnections provides an insight into scale of attack


• Passive DNS operator database may not have a full picture 


• Passive DNS - Common Output Format (draft-dulaunoy-dnsop-passive-dns-
cof-07)
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Thank you!


