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RPKI is ready to support Secure Inter-domain Routing.

• IETF Secure Inter-Domain Routing (SIDR) WG (Concluded) has defined the RPKI.

• The RPKI is designed to support the validation of BGP Origin (ROV, RFC 6811) 
and BGP Path authorization (BGPsec, RFC 8205) and more…
• IP Address to ASN (Route Origin Authorization, RFC 6482)

• ASN to Router (Router Certificate, RFC 8209)



• All 5 RIRs offer production service today.
• RPKI adoption is promising both in IPv4 and IPv6

address spaces.
• More complete support (ISPs acting as CAs) is 

available from the RIRs.

• RPKI-based ROV is rolling out within
increasing numbers of IXP/ISP/ICP worldwide.
• Vendors are supporting ROV.

• Cisco, Huawei, Juniper…

• RPKI is also recommended by Mutually 
Agreed Norms for Routing Security (MANRS),
initiated by ISOC.

RPKI is right in use of supporting Secure Inter-domain Routing.

isbgpsafeyet.com by Cloudflare

RPKI Adoption Statistics by NRO



• A set of technical standards could be a mighty guide but not a
prerequisite for success of the RPKI operation in practice.

• RPKI-based routing validation in a larger scale calls for best practice.

• The SIDR Operations Working Group (SIDROPS) Charter
• To develop guidelines for the operation of SIDR-aware networks

• To provide operational guidance on how to deploy and operate SIDR 
technologies in existing and new networks

Operation is yet another important thing.



• Standards

• Manifest Update, draft-ietf-sidrops-6486bis-00

• Path Validation by ASPA (Autonomous System Provider Authorization ), draft-
ietf-sidrops-aspa-profile-02 &draft-ietf-sidrops-aspa-verification-04

• Deployment

• Requirements for RPKI Relying Parties, draft-ietf-sidrops-rp-06

• RPKI-Based ROV on Export, draft-ietf-sidrops-ov-egress-04

• Operation

• The Use of Maxlength in the RPKI, draft-ietf-sidrops-rpkimaxlen-04 

• BGPsec Validation Signaling, draft-ietf-sidrops-bgpsec-validation-signaling-03

• Timing Parameters in the RPKI-Based ROV Supply Chain, draft-ietf-sidrops-
rpki-rov-timing-00

• RPKI Repository Requirements, draft-ietf-sidrops-deprecate-rsync-00

Years of RPKI-based routing security practice calls for retrofits by IETF.
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• Distributing validated cache
• To define a mechanism called "RPKI validated cache Update in SLURM 

[RFC 8416] over HTTPs (RUSH)", for the use of SLURM in updating RPKI 
cache data over HTTP [RFC7540] using HTTPs [RFC2818].
• https://tools.ietf.org/html/draft-madi-sidrops-rush-02

There is something you might also want to notice.
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Two RFCs from SIDROPS are coming.

AUTH 48 to be RFC 8893 RFC 8897



IETF SIDROPS will be busy as the RPKI is being widely adopted.

• To solicit input from increasing number of operators to identify issues
with interaction with the non-SIDR-aware/SIDR-aware Internet, and to
determine solutions or workarounds to those issues, as the critical mass
of RPKI deployment is being reached.

• To design RPKI deployment models that fit into the evolution of
networking technologies and architecture.

• To seek countermeasures to safeguard the RPKI, which has become a
globally critical infrastructure of routing control.



Thanks.


