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Introduction 

In this presentation we will discuss about cyber threat detection by analyzing network traffic. 

Specific implementation of the technology is beyond this presentation scope. 

The incident cases shown in this presentation ware collected by BGD e-GOV CIRT 

various source as part of reactive incident detection. 

IP address and time stamp was intentionally blur or removed. 



Simple Topological Diagram 



Detect Active Intrusion with possible 

Vulnerability - 1



Detect Active Intrusion with possible 

Vulnerability - 1



Detect Active Intrusion with possible 

Vulnerability – 1 – Possible Root Cause 

CVE-2019-0192:
In Apache Solr versions 5.0.0 

to 5.5.5 and 6.0.0 to 6.6.5, the 

Config API allows to 

configure the JMX server via 

an HTTP POST request. By 

pointing it to a malicious RMI 

server, an attacker could 

take advantage of Solr's

unsafe deserialization to 

trigger remote code 

execution on the Solr side.



Detect Active Intrusion with possible 

Vulnerability - 2



Detect Active Intrusion with possible 

Vulnerability – 2 – Possible Root Cause 

CVE-2017-9841 :
Util/PHP/eval-stdin.php in PHPUnit before 4.8.28 and 5.x before 5.6.3 allows remote attackers 

to execute arbitrary PHP code via HTTP POST data beginning with a "<?php " substring, as 

demonstrated by an attack on a site with an exposed /vendor folder, i.e., external access 

to the /vendor/phpunit/phpunit/src/Util/PHP/eval-stdin.php URI.



Detect Active Backdoor for a Compromise 

Host -3



Detect Active Backdoor for a 

Compromise Host -3 – Confirmation 



IOC – Suspicious POST Request-4

The data transfer happens 

because of some malicious 

chrome extension 



IOC – Suspicious POST Request-4



IOC – Suspicious Domain Query -5



Defacement Detection With possible 

cause-6



Defacement Detection With possible 

cause-6

Possible cause: Responsive FileManager Vulnerability 



IOC- Communication with CnC

Master- current threat -7

Outlaw Hacking Group’s Botnet Activity

Compromise host download Monero miner script 

named dota3.tar.gz from Outlaw Hacking Group’s

CnC Master.  

The shell script downloads, extracts, and executes 

the miner payload. The extracted TAR file contains 

folders with scripts and the miner and backdoor 

components.



IOC- Communication with CnC Master-

current threat -7(What the script do into the 

system?)

The Shellbot disguises itself as a process 
named rsync, commonly the binary seen on 
many Unix- and Linux-based systems to 
automatically run for backup and 
synchronization. This allows the malicious 
activity to evade detection.



IOC- Communication with CnC Master- current threat -

7(What the script do into the system?)-Lateral 

Movement

Lateral Movement



IOC- Communication with CnC Master- current 

threat -7(What the script do into the system?)-

Lateral Movement

Information Taken from trendmicro

There is possibly other file named as “tsm32” and 

“tsm64” which is responsible for propagating the 

miner and backdoor via SSH brute force, and capable 

of sending remote commands to download and 

execute the malware.

There is also possibility another file named as 

“.satan” is a shell script that installs the backdoor 

malware as a service. In Linux, files that start with a 

period are hidden.



IOC- Communication with CnC Master-

current threat -8

Kinsing bot Activity 

Disabled security measures and cleared log



IOC- Communication with CnC Master-

current threat -8(What the malware do?)

Installed and ran the Kinsing malware



IOC- Communication with CnC Master-

current threat -8(What the malware do?)

Downloaded and ran the shell script every minute via crontab

Linux-based, Kinsing is written in Golang. Upon execution, it 

attempts to communicate with its command and control 

(C&C) servers in Eastern Europe.



IOC- Communication with CnC Master-

current threat -8(What the malware do?)
Defense Evasion, Persistence and Lateral Movement

Uses crontab to download and run the shell script every minute

The spre.sh shell script that the malware downloads is used to laterally spread the malware across the container network.



IOC- Communication with CnC Master-

current threat -8(What the malware do?)

Defense Evasion, Persistence and Lateral Movement



IOC- Communication with CnC

Master- current threat -8(What the 

malware do?)
The shell script used to spread across the container network passively collects data from /.ssh/config, .bash_history, 

/.ssh/known_hosts, and the like, then attempts to connect to each host using every possible user and key combination 

through SSH.



IOC- Communication with CnC

Master- current threat -8(What the 

malware do?)



Thank you

Thank you. 


