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CNAME CLOAKING-BASED TRACKING
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CNAME CLOAKING-BASED TRACKING

liberation.fr f7ds.liberation.fr Tracking provider
Eulerian Tech.
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Disquise third-party tracking requests as first-party ones

using first-party subdomain
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GOALS

4@ Characterize CNAME cloaking-based tracking :
<+ Websites and tracking providers
< Longitudinal evolution

< Privacy protection (e.g., browsers and extensions)

evaluation

GOALS
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DATASETS
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CNAME CLOAKING-BASED TRACKING DETECTION
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CNAME Tracking
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Matching CNAME cloaking-based
Regex tracking

Example: .eulerian.net.$
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GENERAL RESULTS

% Alexa Top 300K sites (2020)

Tracker CDN, cloud, and others

HTTP requests 57.99 % 0.14 % 41.87 %
Subdomains 39.47 % 1.55 % 58.98 %

% 1,762 websites contain CNAME cloaking-based tracking
% 56 tracking providers use CNAME cloaking-based tracking
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WEBSITE CHARACTERISTICS

Qip-api
FortiGuard Labs tld  freegeoip.app
MAXMIND
Ranking Website category Website country
30% top 20K Business, Shopping, 48.8% in
website Information Technology the United States
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TRACKING PROVIDERS

The major player < Specific categories: Act-on for

Business, Eulerian for Shopping,

and Intent Media for Travel.

Percentage

< Specific countries: Eulerian in

France, Intent Media in Germany.
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Number of sites using CNAME cloaking
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PROTECTION TECHNIQUES EVALUATION

100 _ -
" bivocy Badger  mm uBlock Orign m‘ J Best browser performance
80 A
Brave
/ 1
g 60
- Best extension performance
§ " Ublock Origin
20 - I!' — :
Best unreleased (Feb 2020) extension
\‘ uBlock Origin developer’s version
o) |

Opera Chrome Brave Tor Browser Firefox

APNIC 50 KEY FINDINGS




CONCLUSION

@ 1,762 websites in the Alexa Top 300K sites in January 2020 contain
CNAME cloaking-based tracking.

@ Primarily on website in the United States, within the Business and Shopping
websites.

@ Diversity of tracking providers: 56 providers and Adobe is the major one.

@ CNAME cloaking-based tracking is not a new phenomenon (deployed for at
least four years).

© Browsers and privacy protection extensions are largely ineffective to deal
with CNAME cloaking-based tracking

- CONCLUSION -
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