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LANDSCAPE OF CYBER ATTACK



About TWCERT/CC

4

Incident notification/
intelligence sharing

Domestic 
Cybersecurity 
Organizations

N-ISAC

C-ISAC

Enterprises

H-ISAC

SP-ISAC

International 
Cybersecurity 
Organizations

F-ISAC

A-ISAC

ISAC: Information Sharing and Analysis Center 

E-ISAC

T-ISAC



Overview of Cyber Intelligence Sharing

⚫ In 2020, TWCERT/CC handled over 1 million cyber threat records 
❑ Around 140 thousand cyber threat records every month 

❑ System intrusions account for the largest proportion, followed by outbound attacks
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Landscape on Covid-19 Cyberthreat
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COVID-19 vs Cyber Threat
⚫ Enemy is invisible

❑ Microbion vs. Malware
⚫ Incident response team

❑ CDC vs. CERT
⚫ Intelligence sharing

❑ Symptom vs. IOCs
⚫ Hygiene

❑ Mask, Handwashing.. vs. Patch, Assessment 
⚫ Public Awareness 



COVID-19 RELATED DOMAIN NAME 
ABUSE



INSIDE THE WORD ‘EMERGENCY’ IS 
‘EMERGE’

-Rebecca Solnit. Hope in the dark



Domain Name Abuse
⚫ Malware distribution、Phishing via registered covid-19-related DNs

❑ Trending words，authority names
❑ Impersonate WHO、government sectors、enterprises、communities

Figure courtesy of phishlabs



Pandemic-Related Domains (Global)
⚫ Pandemic-Related domain registration surges on 

March 11th , with daily registrations doubling to 
more than 4,000 a day.

⚫ Over 90% of domains have been registered by 
domain speculators

⚫ Malicious registrations were used as an attack 
vector for phishing/malware threats. Including 
ransomware attacks on hospitals, state-sponsored 
phishing campaigns and attackers impersonation 
for credential-stealing

1,197 

4,948 

38,152 

14,549 

21 2,363 

35,135 
33,936 

2,133 
4,550 

26,557 

11,671 

0
5,000

10,000
15,000
20,000
25,000
30,000
35,000
40,000
45,000

1月 2月 3月 4月

# of registered 
Domains

CORONA COVID VIRUS

Figure courtesy of MarkMonitor



Pandemic-Related Domains (Taiwan)
⚫ Related domain registrations in Taiwan also increased drastically on 

March 11th, followed by steady increase.
⚫ Of the Registered domains

❑ 30% were normal website
❑ ~6% were domain speculators
❑ ~3% considered as unsafe
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CASE STUDY (TAIWAN)



Zoom Phishing
⚫ Begins with an email that impersonates a 

notification from zoom
⚫ Stating the meeting has been missed, 

encourages the user to click the link for more 
details and access a recording of the meeting

⚫ Prompts the user to enter login credential



Online Scam and Personal Information Theft

Fake PXMART Taiwan 
Facebook fan page

Fake Facebook 
account, comment for 
free face mask

Fake account, share 
post for free face mask

Images courtesy of TrendMicro



Mustang Panda Group and the Covid-19 (1/2)
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• Hacker Group ‘Mustang Panda’ impersonates 
Taiwan’s Ministry of Health and Welfare and 
sends phishing e-mails titled ‘Free covid-19 
supply’ targeting Taiwan’s technology sector. 

• Phishing e-mail contains malicious macro files 
in the attachments.

• TWCERT analyzed the files to derived the IoCs
and shared with government sectors, ISACs 
and alliance members as well as raising public 
awareness on TWCERT Official website and 
Facebook fan page.



Mustang Panda Group and the Covid-19 (2/2)
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1. Attacker sends an email with malicious 
macro files ‘.ppt’ ‘.pot’ 

2. Running the ‘.ppt’、’pot’ files will trigger 
macro to connect to legitimate pastebin
website

3. Download malicious script
4. Mshta runs powershell to change registry 

and create back door to sustain connection
5. Connects to malicious C&C server



Vendetta Group and the Phishing Emails (1/2)
⚫ Hacker Group ‘Vendetta’ impersonates Taiwan’s 

top infection-disease official ‘Chou Jih-Haw’ aiming 
to steal sensitive data from targeted group of 
Taiwanese citizens

⚫ Hacker sends meticulously written spear phishing 
emails to selected group of targets to urge 
recipients to get corona virus test

⚫ Emails contain remote access hacking tool

Images courtesy of Telefonica



Vendetta Group and the Phishing Emails (2/2)
⚫ Email malware attachment ‘cdc.pdf.iso’ decompresses to cdc.exe (developed in .NET 

packed using unknown packer) also known as RoboSki
⚫ Once executed, malware creates in memory a .DLL file containing a .png image, which 

contains the shellcode encrypted in the pixels of image
⚫ Once the shellcode has been executed, malware drops in memory next payload. ReZero

malware.
⚫ ReZero drops in payloads, with the final one contained the Nanocore RAT malware

Images courtesy of Telefonica



Targeted Ransom Attack (1/2)
⚫ ColdLock ransomware targets victim database 

and mail server
⚫ Hacker acquired Active Directory Server 

Access and edits group policy, so ransomware 
is dropped and executed on target group 
machines.

⚫ The .NET executable (.DLL) is compressed 
using ConfuseEx, which used PowerShell that 
loads .NET executable to run the .DLL file.

⚫ Reveals ransom message

Images courtesy of TrendMicro



Targeted Ransom Attack (2/2)
⚫ Characteristics:

❑ Check if ransom msg already exists on victim 
❑ Ticking Time bomb
❑ Encryption on selected files

◼ Terminates E-mail services and DB services to void 
file access deny

◼ Terminates Windows Defender and Microsoft 
feedback and notification for Windows 10

◼ Use of Blacklist and Whitelist for file selection
◼ Encryption uses CBC mode of AES。
◼ Encrypted files has .locked file extension

Images courtesy of TrendMicro



SCALE OF PANDEMIC IS STILL 
GROWING, SO MORE COVID-19 THEMED 
ATTACKS ARE YET TO COME…



Conclusion
⚫ When receiving suspicious email, do not click on the unknown link 

and download the attachment
⚫ When receiving links from well known organization, do not click 

on the unknown links, instead use search engine and access via 
official website

⚫ Validate with the related organization through other communication 
channels

⚫ Back up files regularly
⚫ Treat cyber threat as pandemic



Thank You
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