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• Encourage members and non-members to deploy RPKI in the network


• or at least, create their own ROAs


• Secure Routing to the Internet


• Promote MANRS (Mutually Agreed Norms for Routing Security)


• Join the MANRS IXP Programme


• Route server policy changes

Motivation
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BKNIX RS policy changes

• Since 1 March 2019, IRRDB and RPKI will be applied in BKNIX Route Server

Inbound Filtering Outbound Filtering

Prefix Validation 
( IRRDB and RPKI )

• using 2 sources in parallel for validating


• IRRDB

• RPKI

4 peering modes

• IRRDB and RPKI Filtering

• IRRDB Filtering

• RPKI Filtering

• No filtering (not recommend, for special 

purpose only)
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Timeline for new policy deployment

| |

follow up #1      
@mailing list

| |

follow up #2      
@mailing list

20
19

Mar Feb Jan Dec 

Policy update announcement       
@member meeting 
@mailing list 
14 Dec 2018

• First internal discussion on Sep ’18


• start implementation process

Start               1 Mar 2019  
Deployment    @05.00  GMT +0700
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Sep 

|
Start Internal discussion 
Information gathering 
Evaluate the best solution

• 11 weeks before actual deployment

• 2 follow up after first 

announcement on 5th, 9th week

• Last reminder was sent 2 days 

before deployment
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Consideration & Challenges
• Open source software


• Compatible with current softwares


• IXP-Manager


• Bird 1.X


• internal configuration generator


• Upgrade to Bird v2 causes major changes to backend system which may delay the deployment process


• enough preparation time before changing new policy


• for members, create IRR or ROA records matching their prefixes announcement


• for staff, update monitoring system, knowledge transfer, …
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Implementation process (1)
• BKNIX has production and quarantine route servers using Bird 1.x


• Need to add RPKI function


• change looking glass from quagga to Bird 2


• add RPKI Validation


• add BGP Standard community & Large community along Euro-IX Large BGP Community 
standard list


• create validating result page inside IXP-Manager


• for members, to review their announcement


• BKNIX emails the result to member that announces invalid prefixes
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Implementation process (2)
• Document the detail change on the website


• How RS validate routes with IRR and RPKI ?


• Develop internal program to add ROV into the configuration file and 
update mechanism


• add RPKI to quarantine route servers first


• Finally, add RPKI to production route servers
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What need to be updated to the configuration?
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• 3 component need to be added


• updated ROAs 


• Validating Function at inbound filter towards member’s BGP sessions


• Export filter at member’s outbound filter up to member’s policy
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RPKI with Bird1
• It does not support RPKI-RTR Protocol


• but it supports ROA tables


• validate routes (RFC 6483) using function roa_check()


• How to create ROA tables?


• Static


• Dynamic


• in Bird, they will be managed separately
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Define static ROAs in Bird1 configuration
1. define roa records directly into main configuration file


• eg. roa  prefix  max num as num;


2. maintain roa records in separated file then include it into main configuration file


roa table roa_table_name {  
roa 1.1.1.0/24 max 24 as 13335;  
…  
}

roa table roa_table_name {  
include "roa/roa4.table";  
…  
}
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Manage static ROAs in Bird1 configuration

• ROAs could not be modified - add, delete, edit using birdc


• Need to change the config file directly


• it will take effect until next reloading the new configuration


• using  #birdc configure
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Define dynamic ROAs in Bird1 configuration

• birdc (command-line client) could manipulate dynamic roa records as 
follows :


• Even bird1.x does not support RPKI-RTR Protocol by itself, external rtrlib 
client can possibly feed roa records via BIRD control socket dynamically


• https://github.com/rtrlib/bird-rtrlib-cli

#birdc  
BIRD 1.6.4 ready.
bird> show roa ...               Show ROA table
bird> add roa ...                Add ROA record  
bird> delete roa ...             Delete ROA record  
bird> flush roa [table <name>]   Removes all dynamic ROA 
records
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https://github.com/rtrlib/bird-rtrlib-cli


Bird1 configuration with bird-rtrlib-cli (1)

• How to use bird-rtrlib-cli ?


• rtrlib/rtrlib is required


• Create a ROA table in the bird.conf


    roa table roa_table_name { }

• Bird1 divide protocol daemon between IPv4 and IPv6


• bird for IPv4  and bird6 for IPv6
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https://github.com/rtrlib/rtrlib
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Bird1 configuration with bird-rtrlib-cli (2)
• Start BIRD RTRLIB CLI, i.e., connect to a BIRD control socket and RPKI 

cache server, for example


    for bird deamon: 
        
         ./bird-rtrlib-cli -v 4 -b /var/run/bird.ctl -r rpki-bknix.co.th:3323


    for bird6 deamon:


        ./bird-rtrlib-cli -v 6 -b /var/run/bird6.ctl -r rpki-bknix.co.th:3323


• possible errors for inserting ROA which does not match IP Protocol

 bird-rtrlib-cli[6256]: From BIRD: 9001 This is an IPv4 router, therefore IPv6 addresses are not supported 
 bird-rtrlib-cli[6784]: From BIRD: 9001 syntax error

Bird control socket RPKI Cache server
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Comparison between static and dynamic ROAs 
in Bird1.x

Attribute Static Dynamic
Complexity Medium Low

Software dependency

Many

- RTR enabled client                           

(GoRTR, RTRlib, Bird 2, … )

- shell script


- ssh

One 
(bird-rtrlib-cli)

Running instance no running process need maintain additional process

No. of connection to validator cache Multiple Single

How to refresh/update ROAs Hard configuration 
(manually)

- birdc (add/delete/flush)

- bird-rtrlib-cli (dynamically)

Monitoring and Controlling Easy Hard
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1: updated ROAs
Global 

RPKI Repository

RPKI Validator 
ROA cache server 
- RIPE Validator 3

- Routinator 3000

- Cloudflare's RPKI Toolkit

Route servers 
- Bird 1.x

RSYNC 
RRDP

RPKI-RTR

ssh

Backend server 
- Bird 2.x 
- ssh

ssh

Maintain updated ROA tables and

change the format for Bird1.x
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roa table rpki4 {
include "roa/roa4.table";
}

roa table rpki6 {
include “roa/roa6.table";
}



2: Validating Function at inbound filter towards 
member’s BGP sessions
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define force_revalidation = 1908291239; #ymdHi format

roa table rpki4 {
include "roa/roa4.table";
}

table t_0001_as65001;
filter f_import_0001_as65001
{

    if force_revalidation > 0 then {
        case roa_check( rpki4, net,    
                        bgp_path.last_nonaggregated) 
        {
            ROA_VALID:
                accept;
            ROA_UNKNOWN:
                accept;
            ROA_INVALID:
                reject;
        }
    }
    ...
}

protocol bgp pb_0001_as65001 from tb_rsclient 
{
        neighbor 192.168.0.1 as 65001;
        import limit 600 action restart;
        table t_0001_as65001;
        import filter f_import_0001_as65001;
        export filter f_export_0001_as65001;
}

• For IPv6


• change rpki4 to rpki6
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RPKI  Revalidation for Bird1.x (1)
• By default, it does not support revalidation


• Two possible workarounds


1. Force reload protocols at inbound direction


           By Cron job using birdc 


           10 */4 * * *   root    birdc reload in all >/dev/null
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RPKI  Revalidation for Bird1.x (2)
     2.  Reconfigure with a new configuration


• changing in ROA tables - adding, removing, modifying does not tell 
bird to revalidate


• we need to make some change in import filter to cause bird to re-
import and process entire filter again


• for BGP, it will automatically do route-refresh if it supports otherwise 
restarting entire protocol.
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RPKI  Revalidation for Bird1.x (3)
• Example configuration


• increase force_revalidation 
each time configuration was 
generated


• reconfigure and revalidate at 
once

define force_revalidation = 1908291239; #ymdHi format

roa table rpki4 {
include "roa/roa4.table";
}

table t_0001_as65001;
filter f_import_0001_as65001
{

    if force_revalidation > 0 then {
        case roa_check( rpki4, net,    
                        bgp_path.last_nonaggregated) 
        {
            ROA_VALID:
                accept;
            ROA_UNKNOWN:
                accept;
            ROA_INVALID:
                reject;
        }
    }
    ...
}

protocol bgp pb_0001_as65001 from tb_rsclient 
{
        neighbor 192.168.0.1 as 65001;
        import limit 600 action restart;
        table t_0001_as65001;
        import filter f_import_0001_as65001;
        export filter f_export_0001_as65001;
}
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3. Export filter at member’s outbound filter up to 
member’s policy
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filter f_export_0001_as65001
int peering_mode;
{       …
        peering_mode = 1; #Default peering_mode = 1;
        case peering_mode {
        1:  #IRR+RPKI
            if ( IXP_LC_INFO_IRRDB_VALID ~ bgp_community && !(IXP_LC_FILTERED_RPKI_INVALID ~ 
bgp_community) ) then{                 
                        accept;
                }
        2:  #IRR only
            if ( IXP_LC_INFO_IRRDB_VALID ~ bgp_community ) then{
                        accept;
                }
        3:  #RPKI only
            if ( !(IXP_LC_FILTERED_RPKI_INVALID  ~ bgp_community) ) then{
                        accept;
                }
        4:  #No filter
                        accept;
                }
        reject; #reject non-validated routes
}

protocol bgp pb_0001_as65001 from tb_rsclient 
{
        neighbor 192.168.0.1 as 65001;
        import limit 600 action restart;
        table t_0001_as65001;
        import filter f_import_0001_as65001;
        export filter f_export_0001_as65001;
}
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Results (1)
• Aggregate traffic before and after change follow the same pattern


• did not cause the decreasing of exchange traffic


• no any complaint or issue from members after change
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Results (2)
• 9 of 26 (34.61%) members has IPv4 invalid prefixes


• 3 of 26 (11.5%) members has IPv6 invalid prefixes
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State current percentage

Valid 2261 32.75%
Unknown 4356 63.09%

Invalid 287 4.16%

Sum 6904 100%

State current percentage

Valid 149 30.66%
Unknown 173 35.6%

Invalid 164 33.74%

Sum 486 100%
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Results (3)
• All of members remains default policy (IRRDB and RPKI Filtering) except


• 2 members choose IRRDB Filtering only


• none of members choose RPKI Filtering only


• some members get confused how to create ROAs matching their prefix 
announcement
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Future plans
• Upgrade both production and quarantine to Bird 2.x


•  no need to maintain static ROAs


• deploy route collectors


• Get more statistic about VALID, UNKNOWN, INVALID routes
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Question ? 
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