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AS 1

AS 2

Upstream Provider

Customer Provider

I have 203.0.113.0/24!

Accept 203.0.113.0/24

ip prefix-list Customer-AS2 permit 203.0.113.0/24



AS 1

AS 2

I have 203.0.113.0/24!

Accept 203.0.113.0/24 + 
203.0.114.0/24

AS 3

I have 203.0.114.0/24!

ip prefix-list Customer-AS2 permit 203.0.113.0/24
ip prefix-list Customer-AS2 permit 203.0.114.0/24
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whois -h whois.radb.net 216.218.128.0/17

route:      216.218.128.0/17
descr:      Hurricane Electric
            55 South Market St
            San Jose, CA
origin:     AS6939
notify:     noc@he.net
changed:    noc@he.net 20170407
mnt-by:     HE-NOC
source:     RADB



whois -h whois.radb.net 216.218.128.0/17

route:      216.218.128.0/17    <- Prefix 
descr:      Hurricane Electric
            55 South Market St
            San Jose, CA
origin:     AS6939    <- Origin AS
notify:     noc@he.net
changed:    noc@he.net 20170407
mnt-by:     HE-NOC
source:     RADB



whois -h whois.radb.net AS-ACT

as-set:         AS-ACT
descr:          ACT-AS
country:        IN
members:        AS55577, AS131269, AS131219, 
AS18209,AS45196,AS24309,AS13335,AS138318
tech-c:         TB103-AP
admin-c:        AB208-AP
mnt-by:         MAINT-IN-BEAMTELECOM
mnt-lower:      MAINT-IN-BEAMTELECOM
last-modified:  2019-01-23T18:04:59Z
source:         APNIC
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whois -h whois.radb.net 59.145.135.0/24

route:        59.145.135.0/24
descr:        BHARTI-IN
descr:        Bharti Airtel Limited
descr:        Class A ISP in INDIA .
descr:        234 , OKHLA PHASE III ,
descr:        NEW DELHI
descr:        INDIA
country:      IN
origin:       AS9498
mnt-by:       MAINT-IN-BBIL
changed:      rar.data@airtel.in 20070814
source:       APNIC



whois -h whois.radb.net 59.145.135.0/24

route:        59.145.135.0/24
descr:        BHARTI-IN
descr:        Bharti Airtel Limited
descr:        Class A ISP in INDIA .
descr:        234 , OKHLA PHASE III ,
descr:        NEW DELHI
descr:        INDIA
country:      IN
origin:       AS9498
mnt-by:       MAINT-IN-BBIL
changed:      rar.data@airtel.in 20070814
source:       APNIC <- Shows the source database
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bgpq3 -l Anurag AS58901 -6
no ipv6 prefix-list Anurag
ipv6 prefix-list Anurag permit 2402:b580::/32
ipv6 prefix-list Anurag permit 2402:b580:1::/48
ipv6 prefix-list Anurag permit 2402:b580:2::/48
ipv6 prefix-list Anurag permit 2402:b580:3::/48

bgpq3 -J -l Anurag AS58901 -6
policy-options {
replace:

  prefix-list Anurag {
 2402:b580::/32;
 2402:b580:1::/48;
 2402:b580:2::/48;

  2402:b580:3::/48;
 }
}



bgpq3 -l Anurag AS58901 -6
no ipv6 prefix-list Anurag
ipv6 prefix-list Anurag permit 2402:b580::/32
ipv6 prefix-list Anurag permit 2402:b580:1::/48
ipv6 prefix-list Anurag permit 2402:b580:2::/48    <- Cisco iOS style syntax
ipv6 prefix-list Anurag permit 2402:b580:3::/48

bgpq3 -J -l Anurag AS58901 -6
policy-options {
replace:

  prefix-list Anurag {
 2402:b580::/32;
 2402:b580:1::/48; <- JunOS syntax
 2402:b580:2::/48;

  2402:b580:3::/48;
 }
}



whois -h whois.radb.net '!6as58901'
A66
2402:b580:1::/48 2402:b580:3::/48 2402:b580:2::/48 2402:b580::/32
C

More on this on RADB here: https://www.radb.net/query/help

https://www.radb.net/query/help
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1. YouTube route hijack by PTCL, Pakistan in 2008 - 
https://www.cnet.com/news/how-pakistan-knocked-youtube-offline-and-how-to-make-sure-it-never-happens-again/

Google’s route leake by Airtel in 2015 - 
https://arstechnica.com/information-technology/2015/03/indian-isps-routing-hiccup-briefly-takes-google-down-worldwi
de/

BGP/DNS Hijacks Target Payment Systems in 2018 - 
https://hub.dyn.com/dyn-research/bgp-dns-hijacks-target-payment-systems-2

Large European Routing Leak Sends Traffic Through China Telecom - 
https://blogs.oracle.com/internetintelligence/large-european-routing-leak-sends-traffic-through-china-telecom

5. And many more!

https://www.cnet.com/news/how-pakistan-knocked-youtube-offline-and-how-to-make-sure-it-never-happens-again/
https://arstechnica.com/information-technology/2015/03/indian-isps-routing-hiccup-briefly-takes-google-down-worldwide/
https://arstechnica.com/information-technology/2015/03/indian-isps-routing-hiccup-briefly-takes-google-down-worldwide/
https://hub.dyn.com/dyn-research/bgp-dns-hijacks-target-payment-systems-2
https://blogs.oracle.com/internetintelligence/large-european-routing-leak-sends-traffic-through-china-telecom
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● https://sg-pub.ripe.net/jasper/rpki-web-test/

https://sg-pub.ripe.net/jasper/rpki-web-test/


router bgp 58901

 address-family ipv4 unicast
 neighbor 1.2.3.4 route-map Customer-IN in
 bgp bestpath prefix-validate allow-invalid
!
route-map Customer-IN permit 10
 match rpki invalid
 set local-preference 50
!
route-map Customer-IN permit 20
 match rpki not-found
 set local-preference 100
!
route-map Customer-IN permit 30
 match rpki valid
 set local-preference 200
!
route-map Customer-IN permit 40



router bgp 58901

 address-family ipv4 unicast
 neighbor 1.2.3.4 route-map Customer-IN in
 bgp bestpath prefix-validate allow-invalid
!
route-map Customer-IN permit 10
 match rpki invalid
 set local-preference 50   <- Low localpref on route if RPKI check is invalid (Remember: High localpref wins)
!
route-map Customer-IN permit 20
 match rpki not-found
 set local-preference 100 <- Mid level localpref on route is no ROA is present
!
route-map Customer-IN permit 30
 match rpki valid
 set local-preference 200 <- High localpref when RPKI check is valid and route is preferred
!
route-map Customer-IN permit 40
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https://bgp.he.net/AS13335#_prefixes

https://bgp.he.net/AS38082#_prefixes

https://bgp.he.net/AS13335#_prefixes
https://bgp.he.net/AS38082#_prefixes


https://bgp.he.net/AS45430#_prefixes

https://bgp.he.net/AS45430#_prefixes
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https://en.wikipedia.org/wiki/Tier_1_network#List_of_Tier_1_networks
https://tools.ietf.org/html/rfc4271
https://root-servers.org/
https://blog.apnic.net/2018/01/10/bgp-in-2017/
http://www.irr.net/docs/rpsl.html
https://github.com/snar/bgpq3
http://routing.he.net/algorithm.html
https://pc.nanog.org/static/published/meetings/NANOG75/1959/20190220_Morrow_Lightning_Talk_Prefix_v1.pdf
https://pc.nanog.org/static/published/meetings/NANOG75/1959/20190220_Morrow_Lightning_Talk_Prefix_v1.pdf
https://github.com/irrdnet/irrd
https://github.com/irrdnet/irrd4
https://mailman.nanog.org/pipermail/nanog/2019-February/099501.html



