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Norse Hacking Attack Map : Real Time 







Cooperat ion of CERTS  
in Asia-Paci f ic Regions 
regardless of borderl ines 





Fake IP Address, Fake Locat ion 

 
- IP address is used to uniquely identi fy and locate that 
system for the purpose of data transmission 
- What i f IP Numbers are fake?  



IP Address Spoofing 



IPv4 Network Packet Headers 



                     VNC (Virtual  Network Computing) 



                    DNS Spoofing 

https://www.keycdn.com/support/dns-spoofing 

https://www.keycdn.com/support/dns-spoofing


Address Resolut ion Protocol Spoofing 



     ….invas ive attack s  on a m uch m ore regular    
      bas is , but IP  addres s  unk nown 
 
https://www.scientificamerican.com/article/tracking-cyber-hackers/ 

https://www.scientificamerican.com/article/tracking-cyber-hackers/
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Sony Pictures hacked 
 







• The WannaCry rans om ware outbreak  of 2017 
• A ttem pts  of hack ing L ock heed M artin in 2016 
• T he 2016 B anglades h Central B ank  cyber-heis t 
• T he breach at S ony P ictures  E ntertainm ent in 2014 

 



North Korean Hacker spreaded WannaCry and 
Trojan.Alphanc using 

   IP address 84.92.36.96  
   for “Command-and-Control”  



The hardest problem in f inding the source of 
cyber attacks is attr ibut ion . You wi l l  be trying to 
f ind out who's doing i t , but purely technical 
means are insuff icient . 

 
Untraceble of IP Addresses  
 Murky Real Physical  Locat ion 
 Impossible to Trace Attackers 
 Elusive Quest of Cyber Attr ibut ion 
 



Source:   Private Sector Attribution of Cyber Incidents: Benefits and Risks to the U.S. Government,  
                RAND Corporation 2019 

      determining the actor responsible for a cyberattack 

 * The body of evidence collected for technical attribution 
 *  Identifying IP address. and conducting extensive forensic investigations, 

signals intelligence,  
human intelligence 



 What makes Cyber Attr ibut ion di f f icul t .. 
     - Untraceble IP Address. Fake metadata are the Most    
        Potent Weapon in  Cyberwar. 
     - Lack of end-to-end accountabi l i ty in the current  
       Internet infrastructure. 
     - Invisibi l i ty :  Cyber attacks spanning jurisdict ions,   
       networks, and devices are only part ial ly observable  
       f rom the point of view of a defender.  
     - Lack of Jurisdict ion al lowing invest igat ion 





Attribution program by U.S. DARPA 



Identi fying  
IP Address 

(Phys ical L ocation ) 

Cyber attr ibut ion 
(determ ining the 
actor res pons ible 
for a cyberattack ) 

Ident i fying   
Nat ional  

Jurisdict ion 
(by Court) 

  No Jurisdict ion, 
  No Authori ty, 
No Law Enforcement 

 

IP Addresses do not recognize National  jurisdiuct ion. Both are often mismatched 
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The Principal i ty of Sealand 
wi th i ts own National 
Jurisdict ion 
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Since 1967, SEALNAD claimed i ts own sovereign  
nat ion with i ts own f lag, currency, passports, 
jurisdict ional and legal status 

SEALNAD has f i red a 
weapon towards a Engl ish 
government  vessel in 
order to defend  
their terr i tory. 
 

Engl ish court   found that    
i t  lacked jurisdict ion  over   
SEALNAD. 
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Which jurisdict ion an unkown IP Address 
does fal l  under i f  a crime is committed using 
i t? 
 

[EXAMPLE]  The Si lk  Road websi te used TOR that 
obfuscated user’s real  locat ion onl ine. TOR does not use 
any common Top Level Domain nor IP address  
 
What country would have jurisdict ion to try and shut down 
the Si lk  Road websi te?  
 

Without IP address connected to any domain name, how 
can any Gov’t  authori ty trace bad guys? 
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                                  Si lk  Road 
 () 

Onl ine black market in The Darknet 
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Tor ("The Onion Router")conceals the locat ion and IP address 
 
Original ly designed to protect the ident i ty of U.S. operat ives 
and dissidents in repressive countries l ike China. 
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After tracing infr ingement of i ts 
copyrights to a part icular IP address, 
Cobbler Nevada, LLC f i led a lawsui t  
against the John Doe IP address for 
direct and contributory copyright 
infr ingement. 
 
[US Court ] Copyright trol ls need more 
than just an IP address i f  they want to 
go after copyright infr ingement. An IP 
address is not enough proof to t ie a 
person to a crime. 
 

Cobbler Nevada, LLC v. Gonzalez,  (9th Cir. United States) 2018 
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      An IP address is not a speci f ic person  
      and may not even be a part icular state. 
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 In 2012, federal judge in New York state denied  
 the request of three porn studios to subpoena  
 the names of users of 79 IP addresses.  
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Tracing IP address to f i le a lawsui t  
against the unknown person’s IP address  
for i l legal act ion, wi l l  not be accepted by 
the Courts.   
 
…because  IP address is not enough proof 
to t ie a person to a crime or i l legal act ion. 
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..col lect ion and further processing of IP addresses     
 would be subject to EU data protect ion law 

Court of Just ice of the European Union  
Patrick  Breyer v. Germany 



IP Addresses  
at Odds with Jurisdict ion 
 Why nat ional  jurisdict ion becomes an 
impediment in cyber attack attr ibut ion 
and invest igat ion? 
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Jurisdict ional  l imi tat ions can hinder attr ibut ion in  
cross-border cybercrime invest igat ions  
 
To determine the actor responsible for a cyberattack, 
every t ime a law enforcement agency has to undertake an 
invest igat ion that crosses borders 
   
It  must go through off icial  channels  
to request help. 

Jurisdict ional Limitat ions 



“ How do we col lect ively develop legal 
norms that apply in cyber space, 
whi le respect ing the integri ty of 
nat ional jurisdict ions?” 



Chal lenges in Cyber Attr ibut ion 
 1. Hard to f ind strong evidences for reaching a correct 

conclusion about the sources of at tacks  
 

2. Invest igat ion needs metadata connected to the attack 
including IP addresses, emai l  data, host ing platforms, 
domain names.  Fake metadata are generated 
 

3.  Untracable real  IP Addresses ( eai ly hidden by VPN 
Software, Proxy Server, Tor Browser. Changing IP 
addresses, and using Publ ic Wi-Fi) 

 
 

 



Chal lenges in Cyber Attr ibut ion 
   4. Link ing indicat ions together. Technical , pol i t ical , and 

al l -source indicators are al l  tools used in determining 
cyber attr ibut ion.  

 

5. Cyber attackers stronly deny evidences. Courts often 
rel ies on physical  evidence. 

 

6. Effect ive cyber attr ibut ion invest igat ions cross 
     -borders are being blocked by nat ional jurisdict ion 
 

 



https://www.rand.org/pubs/research_reports/RR2081.html 

‘Global Cyber Attr ibut ion Consort ium’ 
 

- Internat ional experts provide  
   independent invest igat ion of  
   major cyber incidents for the  
   purpose of attr ibut ion.  
 

-  Avoid an appearance of bias  
   and to protect transparency 
 
- Work with vict ims owith their  
    cooperat ion to invest igate cyber  
     incidents 

 

- Standardize methodological  
approaches 

 
 
 

https://www.rand.org/pubs/research_reports/RR2081.html
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