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Norse Hacking Attack Map : Real Time
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the Asia Pacific region, based around genuine infarmation sharing, trust and

cooperation. » More shout APCERT
I What's MEW » Back Mumber
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Cooperation of CERT S
in Asia-Pacific Regions
" regardless of borderlines
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- |P address is used to uniquely identify and locate that
system for the purpose of data transmission
- What if IP Numbers are fake?




|P Address Spoofing

Attacker
real IP: 1.1.1.1 Internet-Router

source: 3.3.3.3
destination: 2.2.2.2

HEE

source (spoofed): 3.3.3.3
destination: 2.2.2.2

L

source: 2,

UrCe 2.2.
destination: 3.3.

2
3.3

trusted Host \ﬁctlm
IP:3.3.3.3 IP:2.2.2.2

(might be target of DoS-attack) (possible security breach)
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VNC (Virtual Network Computing)
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IP Information: 117.203.239.173
SP BSNL
Organization BSNL
Connection: Broadband
Seraces None Detected
City Aurangabad
Fegicn: Maharashtra
Country. Intia

1172.203.239173 Addisonal IP Details

IP Information: 202.142.24.192

5P Chyun Network (BejingConsulting&Service
Orgarezation. Chaun Network (Beijing}Consuling8.Service
Connection Broaghand
Services Suspe Ne Shafin IC
City. Beljing
Region Beyng
Country. Chana

202142 24 192 Additional IP Details

Before IP spoofing
my locationis India

After IP spoofing
my locationis China




DNS Spoofing

Client

1. Request to
Real Website

DNS Server

https://www.keycdn.com/support/dns-spoofing

- [ ooo

2. Inject Fake
DNS entry

||

Attacker

Real Website

3. Resolve to
Fake Website

Fake Website


https://www.keycdn.com/support/dns-spoofing

Address Resolution Protocol Spoofing

Routing under normal operation

LAN Hub/ LAN )
User Gateway Internet

Routing subject to ARP cache poisoning

LAN «

LAN
User

Malicious
User
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Seeking Address: Why Cyber
Attacks Are So Difficult to Trace
Back to Hackers

Sony, Google, RSA and now Citigroup are just some of the prominent victims of cyber attacks
as defenses at large organizations prove porous and attackers elude detection

....invasive attacks on a much more reqular
basis, but IP address unknown

https://www.scientificamerican.com/article/tracking-cyber-hackers/
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Asia Pacific Computer Emergency Response Team

Top S Source IP Address in 2018

160000

140000

120000

100000 W 163.177.152.14

80000 W 123.249.27.191

60000 W 122.155.84.56

?

20000 I m 176.119.4.34 -
0 1
x@“"d @*dﬁﬁ v§ FFIFFLES :ﬁf' ’



DOMAINTOOLS

Home Whois Lookup

IP Information for 146.185.222.60

= Quick Stats

IP Location

PROFILE -

CONMECT «

146.185.222.60

MOMITOR - SUPPORT

ASNM e 2544050 PIMN-AS, EU (registered Mowv 0%, 2007)

Whois Server

whaois.ripe.net

IP Address

itettugm: 146.185. 2220 - 146_185 22
netname: custl1 7011

country: R

admin-c: MC40674-EIPE

tech-c: MC40674-RIPE

status: ASSIGNED PA

mnat-by: MNT-PINSUPPORT
created: 2019-08-21T13:08:04Z

last-modified: 2019-08-21T13:08:047F

SOUTCE: EIPE

iz ' abuse@pinspb.ru:

Whois Lookup

I Fussian Federation Saint Petersburg Petersburg Internet Metwork Ltd.
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False allegation owing to bogus IP address

The Evidence That North Korea
Hacked Sony Is Flimsy f MIGEEDR

+ South Korea blamed North Korea for the attack as well as China—since
an |P address in China appeared

« _...Officials later retracted the allegations.
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How US authorities tracked down the North
Korean hacker behind WannaCry

US authorities put together four years worth of malware samples, domain
names, email and social media accounts to track down one of the
Lazarus Group hackers.

The WannaCry ransomware outbreak of 2017
Attempts of hacking Lockheed Martin in 2016

The 2016 Bangladesh Central Bank cyber-heist
The breach at Sony Pictures Entertainmentin 2014




North Korean Hacker spreaded WannaCry and

Trojan.Alphanc using A
|P address 84.92.36.96 “"l“ﬂ:x
- for “Command-and-Control”

PARK JIN HYOK "Kim Hyon Woo"
Alias Accounts

Selected Operational )
Attack Infrastructure Victims
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The hardest problem in finding the source of
cyber attacks is i . You will be trying to
find out who's doing |t but purely technical
means are |nsuff|C|ent

Untraceble of IP Addresses
- Murky Real Physical Location
-> Impossible to Trace Attacke

yer Attribution




determining the actor responsible for a cyberattack

Technical attribution Political attribution
* The body of evidence collected for technical attribution
* Identifying IP address. and conducting extensive forensic investigations,

%O%si LPhﬁrs, APTs: Nation-state,
d‘i ﬁsmezs- nation-state actor,
scap, netflow - criminal group, terrorists

signals intelligence,
human intelligence

Higher level 10Cs: Context: geopolitical,
programming languages, Info: economic, individual
coding patterns, patterns of SIGINT, motives; military or
life/time of day, TTPs, and ggﬁ%ﬂ intelligence tradecrafiy
tradecraft

Source: Private Sector Attribution of Cyber Incidents: Benefits and Risks to the U.S. Government,
RAND Corporation 2019
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L , Managing Editor ) )
May 10, 2016 Share this article

DARPA calls for help to
improve cyber attack
attribution

in Orlando, FL - Trainings, Keynotes and More!

Reliable cyber attack attribution is currently almost impossible, and the Defense
Advanced Research Projects Agency (DARPA) wants to find a solution for that
problem.

https://www.helpnetsecurity.com/2016/05,/10/darpa-cyber-attack-attnbution/
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Ground Truth via All-Sources Monitoring From Data To Information Find Adversary Mistakes

Shareable Information



ion. Both are often mismatched

o ber attribution
Identifying W getermining the
|P. Address

. . actor responsible
(Physical Location) T @ il

Ident_ifying No Jurisdiction,
National No Authority,
Jurisdiction No Law Enforcement

(by Court)
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[EXAMPLE] The Silk Road website used TOR that
obfuscated user’s real location online. TOR does not use
any common Top Level Domain nor IP address

What country would have jurisdiction to try and shut down
the Silk Road website?

Without IP address connected to any domain name, how
gan any'Gov't authority trace bad guys?



silkroadvbSpiz3r.onion

) (@] [

Silk Road

anonymous marketplace Online black market in The Darknet

Welcome OzFre

messages(0) | orders(0) | account(B0.00) | settings |

D

Shop by category:
Drugs(1582)
Cannabis(271)
Dissociatives(33)
Ecstasy(217)
Opioids(106)
Other(65)
Prescription(274)
Psychedelics(306)
Stimulants(190)
Apparel(37)
Art(1)
Books(300)
Computer
equipment(9)
Digital goods(218)
Drug
paraphernalia(33)
Electronics(13)

Amphetamines sulfate /
Speed freebase...

B28.59

2g Jack Frost (weed) *420
SALE#***

B8.54

10 Grams high grade
MDMA BO+%

B61.17

A
LA Michael

Jackson

Michael Jackson
Discography 1971-2009...

B2.52

5 Grams of pure MDMA
crystals

B42.04

100 red ¥ tablets 111mg
(lab tested)...

B97.77

News:

e The gift that ke
on giving

¢ Who's your
favorite?

¢ Acknowledgin
Heroes

e A new annonyt
market The
Armory!

e State of the F
Address
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Tor Browser
3.5 3 Windows

Congratulations!

This browser is configured to use Tor.

You are now free to browse the Internet anonvmously.
Test Tor Network Settings

|

Search securely with Startpage

Tor ("The Onion Router")conceals the location and IP address

Originally designed to protect the identity of U.S. operatives
and dissidents in repressive countries like China.




The anonymous
Internet

Daily Tor users
per 100,000
Internet users

Il = 200

B 100 - 200
B 50 - 100

I 25-50
[110-25

[ 15-10

[ <5

"1 no information

calculated between
August 2012 and

July 2013

data sources:

ir Metrics Porta
metrics.torproject.org
World Bank
data.worldbank.org

by Mark Graham

( place) and
Stefano De Sabbata
(@maps4thought)
Internet Geographies at

VUT _FJl

PYF
NCL

Daily Tor users

the Oxford Internet Institute 10,000
2014 - geography.oii.ox.ac.uk 2,500
1,000

| Oxford Internet Institute

T Lemin smmpem ity r ol FYrd o pmd




US Court of Appeals: An IP address isn't enough to identify

a pirate : . e :
c::.pI:@m owners will need more if they want a successful legal case After traCI n g I n f rl n gem ent Of I tS

R o MRS | ow copyrights to a particular IP address,
Cobbler Nevada, LLCfiled a lawsuit
against the John Doe IP address for
direct and contributory copyright
infringement.

[US Court ] Copyright trolls need more
than just an IP address if they want to
oyt s oo ndes ot nesd et ot 40 AFLEr cOpyright infringement. An IP
e st coprigniingemen P o mmeshpectwtesss address is not enough proof to tie a
person to acrime.

Cobbler Nevada, LLC v. Gonzalez, (9th Cir. United States) 2018



coMmewonln NEWS TECHNOLOGY TOOLS WHITEPAPERS o o

FROM IDG

Judge throws out mass John Doe porn
copyright lawsuits

Porn studios can't determine who downloaded their movies from BitTorrent by
using an IP address, the judge says

An |P address is not a specific person
and may not even be a particular state.

P



Courts quash copyright trolls;
recognize IP address is not a person

Justice finally served when judges can spell 'Internet,’ tell assets from |P
addresses

OO0 00

In 2012, federal judge in New York state denied
therequest of three porn studios to subpoena
the names of users of 79 |IP addresses.



not be accepted by

me or illegal action.

person’s IP address

 is not enough proof
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|
COUR DE JUSTICE
DE L’UNION
EUROPEENNE

Court confirms that IP

addresses are personal data in
some cases

..collection and further proc
would be subject to EU c
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at Odds with JUrSAICH RN

Why national jurisdiction becomes an
impediment in cyber attack attribution
and investigation?




Jurisdictional Limitations

Jurisdictional limitations can hinder attribution in
cross-border cybercrime investigations

To determine the actor responsible for a cyberattack,
every time alaw enforcement agency has to undertake an
Investigation that crosses borders

It must go through official channe
torequest help.



“How do we collectively d

norms that apply in cyber spac

while respecting the integ
national jurisdictions?”




Challenges in Cyber Attribution

L i

cally hidden by VPN

erver, Tor Browser. Changing IP
dresses, and using Public Wi-Fi)




Challenges in Cyber Attribution

4 !

pution investigations cross
porders are being blocked by national jurisdiction




‘Global Cyber Attribution Consortium’

Stateless
Attribution - International experts provide

Toward International Accountability in Cyberspace n dep enden t_ In YEStI gation of
=T A N major cyber incidents for the
y T4 purpose of attribution.

- Avoid an appearance of bias
and to protect transparency

- Work with victims owith their
cooperation to investigate cyber
incidents

- Standardize methodological

' . approaches
RAND
el https://www.rand.org/pubs/research_reports/RR2081.html
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INTERNETGOVERNANCEPROJECT v o Q

Georgla Sch@m @f
@ Policy

HOME ABOUT WHAT IS INTERNET GOVERNANCE? EVENTS ARTICLES RESEARCH SUBSCRIBE

#ae IS IT TIME TO INSTITUTIONALIZE CYBER-ATTRIBUTION?

Posted on August 21, 2018 by Karl Grindal, Brenden Kuerbis, Farzaneh Badii and Milton Mueller

Authoritative attribution of cyberattacks to nation-state actors requires more than purely technical solutions. New institutions are needed to develop
the credibility and procedural checks and balances that can take attribution beyond one nation pointing its finger at one of its adversaries. This white

paper explores the attribution challenge, reviews proposed maodels for new institutions and sketches an agenda for future research.

©6E O

Keywords—attribution; cybersecurity; forensics; governance; internet; transnational institution
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