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Our research interest: the Internet AS-level ecosystem

Why is it important?

u To identify Internet topological properties and drawbacks

u To build realistic network topology generators for simulations

u To evaluate the effectiveness of new protocols
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Classic BGP route collector concept 

Route collectors are devices which collects BGP routing data from co-operating ASes (feeders)

Route collectors collect routing information and not user traffic
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BGP route collector projects
University of Oregon Route Views Project

Route Views was originally conceived as a tool for Internet operators to obtain real-time 
information about the global routing system from the perspectives of several different 
backbones and locations around the Internet. It collects BGP packets since 1997, in MRT 
format since 1997 

http://www.routeviews.org 

RIPE NCC Routing Information Service (RIS)
The RIPE NCC collects and stores Internet routing data from several locations around the 
globe, using RIS. It collects BGP packets in MRT format since 1999 

https://www.ripe.net/analyse/internet-measurements/routing-information-service-ris

Packet Clearing House (PCH) 
PCH is the international organization responsible for providing operational support and 
security to critical Internet infrastructure, including Internet exchange points and the 
core of the domain name system. It operates route collectors at more than 100 IXPs 
around the world and its data is made available in MRT format since 2011

https://www.pch.net/resources/Raw Routing Data
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Beware of data completeness!
Feeders connected to Route Views, RIS and/or PCH (February 22nd, 2018)

u 1178 ASes announcing v4 data, 729 announcing v6 data

u 228 ASes share full v4 routing table, 184 their full v6 routing table

Most of p2p connectivity (IXPs) is currently invisible to route collectors

A view from the top A view from the bottom
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Isolario project

Approach: Do-ut-des 

u Participants open at least one v4/v6 BGP session with Isolario providing their full routing table

u In change, Isolario offers real-time applications based on the aggregation of every routing 
information collected

Objective: push more ASes to join 

u The more the ASes, the more the completeness of public BGP data

Isolario - The Book of Islands 

”[…] where we discuss about all islands of the 
world, with their ancient and modern names, 
histories, tales and way of living...” 

Benedetto Bordone (Italian cartographer)
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Isolario real-time system overview
Incoming BGP flows are used as real-time streams for services dedicated to participants

Results are provided to users via WebSockets (RFC 6455)
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Diagnostic services

Real-time monitoring services

Isolario free services for feeders

Every feeder has free access to a set of services tailored to 
monitor and analyse BGP data coming into Isolario system

BGP Flow viewer Routing table viewer Subnet reachability

Alerting system

Website reachability

Daily reports

Please, feel free to try isolario.it !
Username: guest
Password: guest

Historic monitoring services (work in progress)

Routing table viewer Subnet reachability



APNIC BoF - Data Gathering and Analysis, Kathmandu, February 26th, 2018 www.isolario.it
9

BGP Flow Viewer (BFV)

Statistics are computed on packets received 
from the moment the user started BFV

BFV allows to monitor BGP packets announced by a feeder to Isolario
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Subnet Reachability (SR)
SR allows to understand how Isolario feeders are reaching subnets of interest

BGPlay has been integrated thanks to the collaboration of Massimo Candela (RIPE NCC)

http://bgplay.massimocandela.com
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Alerting system
The alerting system allows to receive notifications as soon as any user-configured alarm is triggered

Triggers available: BGP attributes Prefix reachability Hijack attempts

Flap events BGP Session down Route changes



APNIC BoF - Data Gathering and Analysis, Kathmandu, February 26th, 2018 www.isolario.it
12

Daily reports
Summaries about inter-domain routing status as perceived by the 
Isolario:

u Feeder reports about the evolution of the feeder routing

u AS reports about the reachability of the network of the feeder AS
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How to use Isolario?

Real-time services
Let me check what’s going on…

u How is my RIB(s) evolving? 

u How is my reachability affected?

Alerting system
Some particular routing event is on NOW!

u Check real-time services! 

u Do something! (if needed)

Daily reports
Was my routing ok yesterday?

u Check historic services (soon)! 

u Do something! (if needed)
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Isolario numbers (Feb 22nd, 2018)

None 96

RIS 13

Route Views 5

RIS & Route Views 5

ASES CONNECTED TO OTHER 
COLLECTORS

Number of ASes participating: 119

Number of sessions configured: 329

u IPv4: 167 from 106 different ASes

u IPv6: 162 from 94 different ASes

Number of full routing tables:

u IPv4: 95 from 65 different ASes

u IPv6: 102 from 64 different ASes

RIPE 95

ARIN 11

APNIC 9

LACNIC 3

AFRINIC 1

FEEDER ASES GEOLOCATION
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Isolario numbers with ADDPATH – RFC 7911 (Feb 22nd, 2018)

Number of ADDPATH ASes participating: 10

Number of feeder ASes: 256 (+137 ASes)

Number of sessions configured: 25

u IPv4: 14 from 9 different ASes

u IPv6: 11 from 7 different ASes

Number of full routing tables:

u IPv4: 192 (+97) from 128 (+63) different ASes

u IPv6: 209 (+107) from 128 (+64) different ASes

None 124

RIS 18

Route Views 11

RIS & Route Views 7

ASES CONNECTED TO OTHER 
COLLECTORSRIPE 200

ARIN 38

APNIC 14

LACNIC 3

AFRINIC 1

FEEDER ASES GEOLOCATION
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What do we provide to the community?
MRT data
u RIB feeder snapshots every 2 hours

u UPDATE collections every 5 minutes

* same format as RIPE RIS and Route Views (RFC 6396, ADDPATH RFC 8050)

** used in Hurricane Electric BGP Toolkit (https://bgp.he.net)

Periodic analyses
u AS characteristics 

u Feeder contribution 

u Total coverage of route collectors

Open source software
u Interactive Collecting Engine (ICE) 

u MRT Data Reader 
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What’s next?

New services
u Bogon real-time recognition

u Real-time looking glass

u Route collector on BMP (RFC 7854)

Our future research directions
u Real-time routing anomaly detection (e.g. prefix hijack)

u Pattern recognition in BGP attributes

u Country-focused special analyses (e.g. Internet shutdown recognition)

u Feeder data hygiene techniques
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Thank you for your attention

Join us and help us to unveil the Internet AS-level structure! 

To participate, contact us at: 

info@isolario.it



Questions?
alessandro.improta@iit.cnr.it

info@isolario.it


