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BGP Anomalies

® BGP is the Internet's default inter-domain routing protocol

® Managing NRI between ASes with guarantees of avoiding routing loops

AS1 AS2

*  Intra-domain

S
. BGP

.
BGP

Intra-domain
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BGP Anomalies

® BGP is an incremental protocol

® Routing Information Base (RIB)
® Updates
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BGP Anomalies

® BGP is an incremental protocol

® Routing Information Base (RIB)
" Updates

Prefix Path
Prefix Path 1.2.0.0/16
Path: 4, 2, 1 1.2.0.0/16 2,1
1.2.0.0/16 4,2,1

1.2.0.0/16 Path:3, 2, 1

1.2.0.0/16
Path: 2, 1 Prefix Path

1.2.0.0/16 |2,1

: 1.2.0.0116
Advertise path: 1

1.2.0.0/1

Prefix Path
1.2.0.0/16 | 1
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BGP Anomalies

" Real-world BGP ftraffic is a substantial volume traffic that do not appear related
{o events

" |tis difficult to define what is meant by an anomaly

" We classify BGP traffic into !
® Unstable BGP traffic

" Anomalous BGP traffic

B. Al-Musawi, P. Branch, and G. Armitage, “BGP Anomaly Detection Techniques: A Survey,” IEEE Communications Surveys Tutorials, vol. 19,
no. 1, pp. 377-396, First quarter 2017
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BGP Anomalies

® Asingle BGP update is categorised as an anomalous update if
® Contains an invalid AS number
® Invalid or reserved IP prefixes

® A prefix announced by an illegitimate AS

® A set of BGP updates are classified as an anomaly if
® Show a rapid change in the number of BGP updates
® Containing longest and shortest paths

® Changes in the behaviour of total BGP traffic over time
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BGP Anomalies

® A single BGP update is categorised as an anomalous update if
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BGP Anomalies

BGP traffic has been characterised as

" Complex

" Noisy

® Voluminous, BGP speakers generate up to a GB of BGP traffic/day

Time in seconds

Sample of BGP traffic sent by peer AS197264
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BGP Anomalies

® BGP anomaly detection

¥ Can differentiate between unstable and anomalous traffic
® Can rapidly detect BGP anomalies
" 20% of anomalies can affect 90% of the Internet < 2 minutes 1

" A lightweight and can work in real-time

X. Shi, Y. Xian, Z. Wang, X. Yin, and J. Wu, “Detecting prefix Hijacking in the Internet with Argus,” in Proceeding of the 2012 ACM Conference
on Internet Measurement Conference, IMC'12, 2012
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Detecting BGP Anomalies using RQA Scheme

" We model BGP speakers as dynamic systems

® Our modelling uses phase plane concepts

http://www.acs.psu.edu/drussell/Demos/phase-diagram/phase-diagram.htm|
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Detecting BGP Anomalies using RQA Scheme

" We model BGP speakers as dynamic systems

® Our modelling uses phase plane concepts

https://en.wikipedia.org
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Detecting BGP Anomalies using RQA Scheme

" The outcomes of our modelling
® Deterministic
" Stable
® Non-linear

¥ Recurrent
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Detecting BGP Anomalies using RQA Scheme

® Recurrence Quantification Analysis (RQA)

® An advanced non-linear analysis technique based on a phase plane concepts

® Has multiple measurements

" RR, probability that a system will recurs after N time states
" TT, how long a system remains in a specific state

® T2, a measure of time taken to move taken to move from one state to another
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Detecting BGP Anomalies using RQA Scheme
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Detecting BGP Anomalies using RQA
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Detecting BGP Anomalies using RQA Scheme
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Detecting BGP Anomalies using RQA Scheme
® BGP Controlled Testbed

® Lack of time-stamp information for past BGP events

" Provide ground truth validation
® Helps to understand BGP behaviour at BGP speaker level

" |t also helps to classify BGP updates
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BGP Controlled Testbed

® Virtual Internet Routing Lab (VIRL)
" Linux KVM hypervisor
® OpenStack
® A set of virtual machines running real Cisco operating systems
® BRT, a tool to replay past BGP updates with time stamps
® Uses Net::BGP and Multiprotocol Extensions for BGP, RFC4760
® Supports different BGP attributes, IPv6 BGP updates and peering

® Evaluated using real Cisco router, VIRL, and Quagga
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BGP Controlled Testbed
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BGP Controlled Testbed

AS1 After 2950 seconds from injecting BGP traffic
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BGP Controlled Testbed
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BGP Controlled Testbed
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RQA Scheme Evaluation

® TP: Number of anomalies classified as anomalies

" TN: Number of normal events classified as normal
® FP: Number of normal events classified as anomalous

" FN: Number of anomalous events classified as normal
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RQA Scheme Evaluation

® TP: Number of anomalies classified as anomalies

B TN: Number of normal events classified as normal
® FP: Number of normal events classified as anomalous

" FN: Number of anomalous events classified as normal

Event  |TypeofAnomaly  |Date
Nimda DoS attack September 2001
TTNet BGP misconfiguration December 2004
Mosco blackout Hardware failure May 2005

TMnet BGP misconfiguration  June 2015
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RQA Scheme Evaluation-TTNet event
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RQA Scheme Evaluation-TTNet event
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RQA Scheme Evaluation

" Applying RQA scheme over 1233794 seconds (14.28 days or 342.72 hours)

® An average of one FP alarm every 42.84 hours

-_H.HI-

Nimda 421405 5 0
TTNet 6 85201 0 0
Mosco blackout 9 597376 3 0
TMnet 8 85205 0 0
Summary 30 1233739 8 0
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Real-time BGP Anomaly Detection Tool (RBADT)

® BGP collector

" Net::BGP does not support IPV6 prefixes/connection

" Develop a patch based on Multiprotocol Extensions for BGP, RFC4760

BGP Speaker RBADT tool
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Real-time BGP Anomaly Detection Tool (RBADT)

® Emulate TMNet event by injecting BGP traffic using BRT

® TMNet an example of BGP misconfiguration
® AS4788 announced 179,0000 prefixes to level3
® Significant packet loss

® Slow Internet service around the world

RBADT BRT
AS65003 AS65002

- 172.16.2.1 172.16.2.2
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Real-time BGP Anomaly Detection Tool (RBADT)
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Real-time BGP Anomaly Detection Tool (RBADT)

" Detecting high volume of BGP traffic

® High volume time 3782 seconds, detection time 3784 seconds
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BGP Controlled Testbed

® Detecting hidden anomalous period in the underlying system behaviour
® 6984-7046 seconds Detection at 7065 seconds
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Conclusions

BGP is vulnerable to different types of attacks
Detecting BGP anomalies is a challenge

A technique is needed to rapidly differentiate between unstable and anomalous
BGP traffic

BGP speakers are stable, non-linear, and deterministic
RQA can rapidly detect BGP anomalies
RQA can detect hidden abnormal behaviours that may pass without observation

RQA can detect BGP anomalies with an average of one FP alarm every 42.84
hours
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