




Ⅰ. Security Risks with DNS

DDoS
Attacks

Data 
Corruption

Information
Exposure

Threats from 
DNS

Threats causing unauthorized change of 
information in the DNS
§Authority Impersonation
§Authoritative Server Corruption
§ Cache Corruption
§ Protocol Corruption

Threats preventing Internet users 
from using the DNS
§ Resource Starvation
§ Resource Disruption

Threats causing disclosure of information about 
Internet users by examination of their DNS traffic
§Domain Front Running
§ Cache Snooping
§ Zone Walking
§DNS Query Tracking
§NXDomain Redirection

Threats utilizing DNS as a useful tool 
for attacking 3rd targets
§ DNS Amplification Attacks
§ Fast Flux DNS
§ DNS as a Covert Channel

.kr DNS 
Nameservers
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Ⅱ. The Biggest Threat - DDoS

§ Main Targets of DDoS Attack : DNS, Government

2012 2015

• 2012 à 2015 : DNS(70%à78%), Web(HTTP, 86%à75%) 

2012 2015

• 2012 à 2015 : Government(15%à42%)

※ Worldwide Infrastructure Security Report / 2012 Volume VIII / ARBOR, 2012, Worldwide Infrastructure Security Report / Volume XI / ARBOR, 2016

※ Worldwide Infrastructure Security Report / 2012 Volume VIII / ARBOR, 2012, Worldwide Infrastructure Security Report / Volume XI / ARBOR, 2016
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Ⅱ. The Biggest Threat - DDoS (cont.)

§ Massive Amount of Traffic Attack through IoT devices
Time Traffic Target

‘15.12 602Gbps BBC

‘16.09 665Gbps Krebs On Security

‘16.09 ~ 1Tbps France, OVH

‘16.10 ~ 1.2Tbps USA, Dyn

Ref : Worldwide Infrastructure Security Report, 2016년, Arbor Networks, https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf

< DDoS Attacks through Malware-infected CPE à IoT devices >

Internet

Attacker

Target

(1) Command

(2) SYN flood, UDP flood, DNS query flood, 
TCP RST AttackMalware-Infected

CPE à IoT Devices
(Customer Station Equipment)
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Ⅱ. The Biggest Threat - DDoS (cont.)

Distribution of botnet C&C servers by country in Q4 2016
Ref : DDoS attacks in Q4 2016 By SECURELIST

In Q4, the highest number of C&C server 
(59.06%) was detected in South Korea. 
Although the country’s contribution increased 
by 13.3 p.p. from the previous quarter, it is 
must less than in Q2 2016 (69.6%). The top 
three counties hosting the most C&C servers 
remained unchanged – South Korea, China 
(8.72%) and the US (8.39%). Their total share 
accounted for 76.1% which is an increase of 
8.4 p.p. compared to Q3.

§ Q4 2016 DDoS attack trends In Q4 2016, the geography of DDoS
attacks expanded to 80 counties, with 
China accounting for 76.97% (4.4 p.p. 
more than the previous quarter). The US 
(7.3%) and South Korea (7%) were once 
again second and third respectively.
The Top 10 most targeted countries 
accounted for 96.9% of all attacks. Canada 
(0.8%) appeared in the rating, replacing 
Italy. Russia (1.75%) moved from fifth to 
fourth thanks to a 0.6 p.p. decline in 
Vietnam’s share.

Distribution of DDoS attacks by country, Q3 2016 vs. Q4 2016
Ref : DDoS attacks in Q4 2016 By SECURELIST
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Ⅲ. Current .kr DNS Status

Index Stat (’16. 10)

Domain
.kr § 1,048,709

.한국(IDN) § 37,783

IP
IPv4 § 112,423,424

IPv6 /32 prefix § 5,250

ASN ASN § 1,021

Index
Query & Response

Average Max

krDNS

.kr, .한국
DNS

1.9 Billion / Day 2.3 Billion / Day

Reverse Domain
DNS 0.4 Billion / Day 0.8 Billion / Day

Total 2.3 Billion / Day 3.1 Billion / Day
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Ⅳ. .kr DNS Security Initiative (cont.)

B.DNS.KR C.DNS.KR D.DNS.KR E.DNS.KR F.DNS.KR G.DNS.KR

USA
China

Germany

USA

Korea

Abroad

B.DNS.KR C.DNS.KR D.DNS.KR E.DNS.KR F.DNS.KR G.DNS.KR

USA
(ISC)

Brazil

China

Germany

USA
(Verisign)

Korea

Abroad

Global Internet
Cloud

Cloud Service

Security Protection
& SLA

Brazil

Global Internet
Data Center

Anycast Only

Anycast + Cloud

D.DNS.KR Anycast Sites

E.DNS.KR Anycast Sites

F.DNS.KR Cloud Sites

G.DNS.KR Anycast Sites

Solo Site
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.kr DNS Cloud Service



Ⅳ. .kr DNS Security Initiative (cont.)

Clean Zone

DDoS Protection
(IDS, IPS, …)

Internet

.kr DNS

Internet
UsersCache DNS

ISP
Clean Zone

DDoS Protection
(IDS, IPS, …)

Internet

.kr DNS

Internet UsersCache DNS

ISP

Zombie PC Attacker

Normal DDoS Attack
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.kr DNS Clean Zone Service



Ⅳ. .kr DNS Security Initiative (cont.)

.kr Registry

ISP Resolvers

DNS Query &
Responses

Malicious Activity :
- Spam-runs
- Botnets like cutwall
- DNS-Amplification attacks

Authoritative 
DNS .kr
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Data driven .kr DNS Security Project Concept



Ⅳ. .kr DNS Security Initiative (cont.)

Resolvers

Root Operation
(Authoritative)

.kr DNS
(Authoritative)

Child Operation
(example.kr)

①

⑧

②

③

④

⑤

⑥
⑦

⑨User HTTP

www.example.kr

ISP Network

DNS Packet
Collect Server
(DNS Sensor)

④⑤

DNS Pattern
Analysis Platform

(KISA)

Cyber Threat 
Analysis & Sharing 
System (KrCERT/CC)

N
ew

 su
sp

icio
n

C
&

C
 InfoR

ec
en

tl
y

C
&

C
 I
nf

o

DNS
Cyber Attack 

Patterns
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Data driven .kr DNS Project Architecture



Ⅴ. Next Steps

Step 1 (2017) Step 2 (2018) Step 3 (2019)

CleanZone
Service*

Pattern 
Analysis 

System on 
DNS Traffic
(Dara driven 
DNS Security)

§Apply CleanZone Service 
to major DNS sites

§Extend coverage of 
CleanZone Service to all 
national DNS sites

§Develop System
-applying on major sites
- collabotate with KISC**
- include some ISP cache 
servers’ DNS traffic 

§Extend Coverage
-apply to all sites
- extend participation of 
ISP cache servers’ DNS 
traffic

§Develop System to block 
malicious traffic in real 
time
- apply to krDNS traffic

Cloud
DNS

§Migrate a DNS site to 
Cloud based DNS

* “CleanZone Service” : DDoS Protection Services being provided by Korean ISPs
** KISC : Korea Internet Security Center of KISA 12




