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Background

The problem

APNIC Resource Quality Assurance
BGP debogon project



27 August 2010, Gold Coast, Hustralia

24 -

APNIC 30

N

NN

Why are IP Addresses
Blocked?

|IP address can get filtered for various
reasons:

« Qutdated bogon lists
» Past abusive behaviour
 Blacklist from spamming and DOS attacks

« Security/access policies
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IP Filtering Methods

* Route filtering
» Application filtering, esp. Mail
* Firewall filtering
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The Problem

» Legitimate Internet traffic fails to reach
the destination due to outdated filters
and black/bogon lists

* RIR seen as responsible for allocating

‘unusable’ blocks

« Situation worsens as free pool of IPv4 addresses
reaches exhaustion

 New address blocks attract unwanted levels of
traffic from private-use domains, misconfigured
equipment, and scanning activity.

* Prefixes get recycled
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What You Can Do

Manage bogon filtering responsibly

* To ensure that addresses are not
mistakenly filtered through routers, it is
important to keep router ACLs updated

Keep informed about bogon filters and

IANA allocations. Visit regularly:

« Team Cymru

* |JANA
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Resource Quality Assurance

Community awareness campaign

 Build relationships with reputable
organizations that maintain bogon/black list

« Education through publications and APNIC
training materials
« Keep the Whois Database accurate

* Actively remind resource holders to update
their data
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Resource Quality Assurance

APNIC acts to minimize any problems in
routability through communication,
training, and testing

Testing for new /8 blocks

 NOC mailing lists notification

» Reachability test conducted in conjunction
with RIPE NCC

 Collaborative testing
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BGP Debogon Project



BGP debogon project

Tomoya Yoshida
NTT Communications
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Your IP Address seen inc the world

My not always reach to every network

o Even though the ISPs advertise their customers IP
blocks in stable of course--"

o [n case of the new IP allocation in particular

« We often encounter “(BGP) bogon filtering issue”



e — P

copiright (¢) NTT  2010/8/25
Communications

Bogon, Bogon Route, Bogon Filtering

= Bogon

» Qriginated by the word bogus(False, Fake etc)

= Bogon Route

» prefix which is not advertised or must not to be advertised usually

= Bogon filtering

= Filtering Bogon Route by ISP’s border GW router generally, including
contents filtering at server side

Address Block

Private Address (RFC1918) 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16
Loopback Address 127.0.0.0/8

Link Local Address 169.254.0.0/16

TEST-NET 192.0.2.0/24

Benchmark Test Address 198.18.0.0/15

Multicast Address 224.0.0.0/3

IANA Reserve Now /8 x14

(incoming ) bogon filtering

« 10.0.0.0/8 (accidentally)
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ESTA Problem
https://esta.cbp.dhs.gov/

@\Electmnic S
g ystem for
E Travel Authorization
A s Department of Homeland Secunty Help

Skip to content

Welcome to ESTA - the Official U.S.
Government Web Site

English Cestina Dansk Deutsch Eesti Espaiiol
Francais EAAnvika Islenska Italiano H#ZASE 35H=20]
Latviesu Lietuviy Magyar Nederlands Norsk Portugués
Slovencina Slovenscina Suomi Svenska

Welcome to the Electronic System for Travel Authorization Web Site.

International travelers who are seeking to travel to the United States under the Visa Waiver
Program are now subject to enhanced security requirements. All eligible travelers who wish to
travel under the Visa Waiver Program must apply for authorization using the following
process:

Step 1 Step 2 Step 3 Step 4

Record

Complete Submit Your View Your
Your Your Application Application
Application Application PP Status

Number
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2 years ago... Bogon filtering issue

Welcome to ESTA - the Official U.S.
Government Web Site

rrrrrrrr
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. Filtering table
.. | 10.0.0.0/8

172.16.0.0/16

115.0.0.0/8
116.0.0.0/8

AS38639 (HANABI) AS4713 (OCN)

ISP Commercial AS

Development Resear |
OK

115.69.224.0/ING |
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One week advertisement of 14/8, 223/8

- Recently whole x/8 advertisement is observed more
often Just after the TANA allocated to the RIRs those
blocks
= Investigation 1/8 pollution at first

= Other x/8s are also investigated for the situations and
checking the trend
 Overview of Investigation
= Period : 19t Apr 2010 ~ 26™ (1 week)
- Allocation from TANA to APNIC : 10t Apr 2010

= Prefixes : 14/8, 223/8 from AS38639(NTTCom)

= Packet collecting way : tcpdump + netFlow sampling
(Samurai)

= Reachability check for those two blocks using routeview
(router server)
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Per Protocol
Normally 30Mbps ~ 50Mbps, it is like a normal traffic curve

Incoming Traffic by Protocol
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Per Protocol and Port

A half is tcp/445(Conficker , Downadup), second udp/1434(sql-slammer)

Incoming Traffic by DstPort
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Incoming Traffic by SrcAS

70H

60H

2010-04-17 00200
2010-04-17 12:00
2010-04-13 00200
2010-04-15 12:00
2010-04-19 00:00
2010-04-19 12:00
2010-04-20 00200
2010-04-20 12:00
2010-04-21 00200
2010-04-21 12:00
2010-04-22 00200
2010-04-22 12:00
2010-04-23 00200
2010-04-23 12:00

Time
[]4134¢ [ ]3482 [ ]4837 [ 8402 [ 3269 [ ]930¢ [I7735 []6327 (19262 [ 7132 [ ]12322 [ 4835
[es4s  []9s05 4512 [ TOTAL

2010/8/25

AS4134:ChinaNet
AS3462:Hinet
AS4837:CNCG
AS8402:Corbina
Tel
AS3269:Telecom
Italy



copiright (¢) NTT  2010/8/25
Communications
Per Destination IP
Incoming Traffic by DstAddress
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Per Source IP (pps)

Incoming Traffic by

pps
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Some Specific Packet (e.g.)

Incoming Traffic by SrcAddress
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Some Specific Packet (e.g.)

Incoming Traffic by DstAddress
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Some Specific Packet (e.g.)

Incoming Traffic by DstPort
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Some Specific Packet (e.g.)

Incoming Traffic by SrcAddress
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Some Specific Packet (e.g.)

Incoming Traffic by SrcPort
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14/8 Traffic to AS38639

Traffic by DstPort (bps)
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223/8 Traffic to AS38639

Traffic by DstPort (bps)
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{27, 14, 223 } /8 reachability investigation (25t Apr, 2010)
- Approximately 20-30% are not reachable from new
allocation IP immediately

5
. BR
route— route— route— route—
route— route— route— route— . . . . . . . .
. . . . views. eqix. |views. isc.r|views. linx. | views. wide.
views. route | views2. rout | views3. rout | views4. rout . . . .
. . . . routevliews. |outevliews. o |routeviews. |routevliews.
V1iews.org | eviews.org | evliews.org | evliews. org
org rg org org
M 115.69.224.0/21 36 32 19 §) 11 9 24 4
m27.0.1.0/24 32 30 18 §) 11 9 21 4
m27.50.8.0/22 32 30 18 §) 11 9 21 4
®14.0.0.0/8 31 30 13 5 8 7 21 4
®223.0.0.0/8 28 28 13 5 7 6 18 4
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IPv4 address space recently allocated by the
JANA to the RIRs

- 10 /8 allocations to the RIRs,
to APNIC, ARIN, RIPE, LACNIC (not AfriNIC)
s 20100119 #APNIC 001/8, 027/8
= 20100212 #ARIN 050/8,107/8
s 20100411 #APNIC 014/8, 223/8
= 20100511 #RIPE 031/8, 176/8
s 20100603 #LACNIC 177/8, 181/8
» 20100805 #APNIC 049/8, 101/8

http://www.iana.org/assignments/ipv4-address-space/ipv4-address-space.txt
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1/8 reachability investigation (7th Jun, 2010)

Approximately 10% are not reachable even though 5 months later

40
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route— route— route— route—
route— route— route— route— . . . . . . . .
) . . . views. eqix. |views. isc.r|views. linx. | views. wide.
views. route | viewsZ2. rout | views3. rout | views4. rout . . . .
. . . . routeviews. [outeviews. o |routeviews. |routeviews.
views.org | eviews.org | eviews.org | eviews. org
org rg org org
M 115.69.224.0/21 37 35 18 §) 11 9 24
m1.50.8.0/24 33 31 17 §) 11 9 24
H1.200.0.0/22 33 31 17 6 11 9 21
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1/8 reachability investigation (8th Jul, 2010)

No big changes one more month later...

2010/8/25

40
35
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25
20
15
10
5
0 1B
route— route— route— route—
route— route— route— route— . . . . . . . .
. . . . views. eqix. |views. isc. r|views. linx. |views. wide.
views. route | viewsZ2. rout | views3. rout | views4. rout . . . .
. . . . routevliews. |outeviews. o |routeviews. |routeviews.
views.org | eviews.org | eviews.org | eviews. org
org rg org org
M 115.69.224.0/21 37 36 17 23
H1.50.8.0/24 33 32 16 23
H1.200.0.0/22 33 32 16 23
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RIPE Debogon Project

Checking reachability per /8s in case of new allocation based on RIPE

http://www.ris.ripe.net/debogon/
Debogon Visibility (per allocation block)
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20 -—

100

90

70

60

50

40

% (number of ASes)

30

20

10

0 -

04/2009 05/2009 06/2009 07/2009 02/2009 09/2009 10/2009 11/2009 12/2009 01/2010 02/201003/2010 O4/2010 05/2010 06/2010
W1.0.0.0/8 W2.0.0.0/8 H14.0.0.0/8 W 27.0.0.0/8 [ 31.0.0.0/8 041.0.0.0/8 046.0.0.0/8
W 109.0.0.0/8 0175.0.0.0/8 O0176.0.0.0/8 Wl 178.0.0.0/8 0 182.0.0.0/8 W 186.0.0.0/8 @ 197.0.0.0/8
W 223.0.0.0/8




e — 7

copiright (¢) NTT  2010/8/25
Communications

1.50.0.0/22 Reachability (Feb.-Mar 2010)

Visibility of 1.50.0.0/22
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27.50.0.0/22 Reachability (Feb.- Apr. 2010)

Visibility of 27.50.0.0/22
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Visibility of 14.0.0.0/8

2010/8/25
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http://www.ris.ripe.net/debogon/2010/05/

index.shtml
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{1,27}/8 reachability investigation from
NTTCom AS38639

» Checking 22581 Ases by ping reachability check

= Results : Approximately 10% are unreachable
+ It’s similar to Routeview, RIPE debogon results

s When assignment is begun to LIR, improving gradually

15" Apr. 2010 8™ Jun. 2010
27/8(new) | 203/8(old) | 1/8(new) | 203/8(old)
# of Dest AS 22581 22581 22581 22581
# of Ping OKAS | 20086 22167 19787 21177
Diff 2495 414 2794 1404
% of NG 11% 2% 12% 6%

"‘

Probably now it’s less than 10%




esta.cbp.dhs.gov
www.2ch.net (bulletin board)

www.mlb.com
www.bbc.co.uk

www.americanairlines.jp

oooooooooooooo

Checking (a part of) Blackllst

Approximately 50% is not reachable

27.0.0.0/8

38/12

2010/04/15
investigation

1.0.0.0/8

39/712

2010/06/05
investigation
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Thank you APNIC Staff

AS38639 (NITCom,

A
-

Port 80
Port 44 AS38639 Flets

1.200.0.1

C7201 | NAT Router

SSID:
slash8

10.0.1.1/24 10.0.1.2/24  10.0.1.3/24

G

NN \\'@"\\w \\‘(\ﬁ
% Ebis janog26 conference hall
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(A part of) reachability NG list from 1/8
netowrk only @ janog26 meeting

« http://www.metro.tokyo.jp/

- http://www.sangiin.go.jp/

- http://www.lottehotel.com/

« http://www.xn--w22as22a.com/
« http://www.mizuho-tb.co.jp/

« http://www.mizuhocbk.co.jp/

« http://www.alaxala.co.jp/

- http://www.admission.jp/

« http://www.clarion.com/

« http://chizu-route-susumu.jp/

« http://metacafe.com/

- http://softonic.com/

- http://gougou.com/

« http://www.bbc.co.uk/

- http://www.e-tokyo.lg.jp/

« http://www.ebookjapan.jp/

« http://www.nta.go.jp/

- http://www.ietf.org/ (tools.ietf.org OK)
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1/8 usage (by Routing Info)

Already used(routable) one third space in 1/8 but still not good conditions

2010/8/25

0 1 2 3 4 5 6
16 | 17 | 18 | 19 | 20 | 21 | 22
32 | 33 37 | 38
48 [ 49 | 50 | 51 | 52 | 53 | 54
- 66 | 67 | 68 | 69 | 70 | 71 | 72 | 73 | 74 | 75 | 76 | 77 | 78 | 79
80 | 81|82 |83 (84 |8 |8 |87 |8 |8 (9|91 ]92]|93 |94 |95

2010/7/8

1.X/16 (X:0-255)

- 100% used

less than 100% used

Ping source block
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Recent Allocation to AS47C1 3

27/8 allocation to APNIC : Jan. 2010

Network Information:

[ Network Number] 27.114.0.0/17

[Network Name]

[Organization]| NTT COMMUNICATIONS CORPORATION
[Administrative Contact] AY1361JP

[Technical Contact] KK551JP

[Technical Contact] TS19037JP

[Technical Contact] TT10660JP

[Abuse] abuse@ocn.ad.jp

[Allocated Date] 2010/07/12

[Last Update] 2010/07/12 15:43:21(JST)
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Recent Allocation to AS47C1 3

223 /8 allocation to APNIC : Jan. 2010

Network Information:

[ Network Number] 223.216.0.0/14

[Network Name]

[Organization]| NTT COMMUNICATIONS CORPORATION
[Administrative Contact] AY1361JP

[Technical Contact] KK551JP

[Technical Contact] TS19037JP

[Technical Contact] TT10660JP

[Abuse] abuse@ocn.ad.jp

[Allocated Date] 2010/07/12

[Last Update] 2010/07/12 15:43:21(JST)
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New Allocation IP’s reachability investigation
(16t Jul, 2010)

2010/8/25

115/8 > 27/8 > 1/8,14/8 223/8

40
35
30
25
20
15
10
5
0 .
route— route— route— route—
route— route— route— route— . . . . . . . .
. . . . views. eqix. |views. isc.r|views. linx. | views. wide.
views. route | viewsZ2. rout | views3. rout | views4. rout . ] . .
. . . . routevliews. [outeviews. o |routeviews. |routeviews.
views. org evlews. org | eviews. org | eviews. org
org rg org org
®115.69.224.0/21 37 36 17 11 20
m27.114.0.0/17 36 35 17 11 23
H223.216.0.0/14 33 32 17 11 23
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@ - c O (ar | http/ fwwe ciscosystems.com/en/IUS/products/hw/switches/ps606/products_configuration_guide_chapter03186a008007d0f2html

copiright (¢) NTT
Communications

Google search for “1.200.

“) Catalyst 2948G-13 Software Feature and Configuration Guide — Gonfieuration Examples [Cisco Catalyst 2900 Series Switches] - Cisco Systems — Mozilla Firefox

2010/8/25

.1”

77 -

(8] £{R2-T @) Firefox %{FoTHE> 5 BFZ1-2 P http//wwweooelecop..

itk Catalyst 2948G-L3 Software Feat.. | + |
[0 Before You Begin Configuration Examples

[ Initial Switch Router Configurations
[ Configuring Interfaces

Example of a Catalyst 2948G-L3 with ISL and VLAN

[ Configuring Virtual LAN Encapsulation Example of a Catalyst 2948G.L3 with HSRP w!lh HS.RP.
N N Example of a Catalyst 2948G-L3 with Bridging

[ Configuring Networking Protocols

[J configuring Bridaing Configuration Examples

[J configuring EtherChannel

[ Configuring Quality of Service Feature This chapter provides real-world examples of Layer 3 switching configurations.

[J Configuring Switching Database Manager

* GIVE US FEEDBACK

[0 Command Reference
[J configuration Examples

Note The IP, IPX, and network addresses in these examples are genetic addresses, so you must replace them with the actual addresses for your network.

[ cisco 10S Commands Not Supported in Layer 3 Switching Software

[ uUsing Technical Support Example of a Catalyst 2948G-L3 with ISL and VLAN

This example configuration for a Catalyst 2948G-L3 focuses on Inter-Switch Link (ISL) and virtual LANs (¥LANs), integrated routing and bridging (IRB) using a bridge group virtual interface (BVI),
Fast EtherChannel (FEC), and Gigabit Etherchannel (GEC). The Cisco proprietary ISL allows any Fast Ethernet port to be configured as a trunk. This example also includes multicast routing.

version 12.0

no service pad

service timestamps debug uptime
service timestamps log upt ime
no service password-encryption
|

};ost name cat2948G-L3
!

no logging console

enable secret 5 $1$181$181518151818
enable password chanzme

|

sdm size ipx-bvi-network 256
sdn size ip-adjacency 1056
sdn size ipx-node 1024

sdn size ip-prefix 8000

sdn size ipx-network 2048
sdn size ip-mcast 2000

sdn size ude-flooding 512
sdn size 12-switching 5000
sdn autolearn

ip subnet-zero

no ip domain-lookup

ip multicast-routing

ipx routing 0050.3e7b.c800
bridee irb

|

|
int erface Port-channell
ip address 1.200.0.1 255.255.0.0
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Thank You

frank@apnic.net
yoshida@nttvo.jp

46



