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Email Filtering – first cut

IP Reputation Filtering
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Email Filtering

Domain Reputation Filtering
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“Assertion of responsibility is validated through a
cryptographic signature and querying the signer's domain”

Wording update of:
RFC4871 DomainKeys Identified Mail (DKIM) Signatures
February 2007

Draft 4871bis
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DKIM Content and not path



  

DKIM Signature



  

DKIM Signature – selector + domain = key



  

DKIM Signature - headers



  

DKIM Forgeries



  

DKIM Unsigned



  

DKIM Mailing Lists



  

DKIM Mailing Lists



  

Genuine  Example.com Mail

Spoofed Mail

 

Example.com email stream - pre-dkim

ISP



  

Example.com email stream – dkim signed

ISP

Not sent through DKIM server (remote user)

Mailing list email (signature broken)
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ISP.com email streams – dkim signing outbound

ISP

Corporate email 
(d=isp.com)

Billing email
(d=billing.isp.com)l

Marketing email
(marketing.isp.com)

Customer email
(d=customer.isp.com)

Customer high-rate email
(d=high-rate.customer.isp.com)

Internet



  



  

Author Domain Signing Practices (ADSP - RFC5617)



  

Author Domain Signing Practices (ADSP - RFC5617)

Policies:
Unknown
All
Discardable



  

DKIM (near) Future – Reporting Failures

 Improved DKIM / ADSP failures – reported to author/signing domain

 http://tools.ietf.org/html/draft-ietf-marf-dkim-reporting-00

 Feedback loop by standard rather than bilateral arrangements

 Reporting address in DKIM DNS key and/or ADSP DNS policy

  Makes author domain aware of what signature failures are occurring

http://tools.ietf.org/html/draft-ietf-marf-dkim-reporting-00


  

DKIM Future – Authenticated Results

 Authenticated-Results:

  RFC5451

 Email clients

 Webmail display and filters 

 Allows building of trust chains



  

DKIM Future - Reputation

 DKIM Reputation

 http://www.dkim-reputation.org/

 Lookup of domain reputation based on DKIM

 (NEW) Non-IETF Working group - domain rep 

http://www.ietf.org/mail-archive/web/domainrep/ 

http://www.dkim-reputation.org/
http://www.ietf.org/mail-archive/web/domainrep/


Danger Work in progress:

http://tools.ietf.org/html/draft-ietf-dkim-mailinglists-02

Mailing List Operator:

 Guidance for DKIM/ADSP handling

 Guidance for DKIM signing

Recipient:

 Guidance for verification

 Guidance for Feedback loops with DKIM

DKIM Future – Mailing List Managers



  

DKIM Future - You

Deploy DKIM Signing

 Stream based

Deploy DKIM verification Filtering

 Use DKIM verification to guide filtering

 Local arrangements to protect important business relationships

Feedback Loops

 DKIM reporting draft

Mailing Lists

 Draft RFC move to DKIM-Friendly lists

Authenticated Results

 Webmail enhancements



  

DKIM Future - You

IETF

 Participation welcome – (mailing list + meetings)

 Statistics on DKIM signatures

 Operational Experience desired

Interested? See: Http://tools.ietf.org/wg/dkim

http://tools.ietf.org/wg/dkim


  

Questions? And Thanks

Thanks:

OVEE and OpenDKIM
 IETF DKIM working group – for working out  standards

 Product Developers – chance to reduce email spoofing

 Murray S. Kucherawy – for OpenDKIM

 Gimp / Inkscape /OpenOffice developers good tools

 Creative Commons Licencing for ease of reuse

 APNIC – for the opportunity to talk

 YOU for your interest

Questions?



  

DKIM References

 DKIM Standards http://tools.ietf.org/wg/dkim

 Feedback and reporting: http://tools.ietf.org/wg/marf/

 Authenticated Results RFC 5451

 

 Training Videos http://www.maawg.org/activities/training

 Me daniel.black@ovee.com.au 

http://tools.ietf.org/wg/dkim
http://tools.ietf.org/wg/marf/
http://www.maawg.org/activities/training
mailto:daniel.black@ovee.com.au


  

Presentation Credits and Licensing

Niels Heidenreich  - SpamInbox - Fickr  - http://www.flickr.com/photos/schoschie/2225345267/ 

Vino Family – Stool – Flickr - http://www.flickr.com/photos/vinofamily/4094653647/

Vino Family – Stool – Flickr - http://www.flickr.com/photos/vinofamily/4095412074/ 

Brenda Star – Old Key – Flickr - http://www.flickr.com/photos/brenda-starr/3466560105/  

Walknboston – Car Keys – Flickr - http://www.flickr.com/photos/walkn/3041590472/ 

James Hammer – Signature – Flickr -  http://www.flickr.com/photos/hammer51012/3012413440/ 

John Loo – Licence – Flickr - http://www.flickr.com/photos/johnloo/3518552653/ 

Uzvards – Snail Mail -  Flickr - http://www.flickr.com/photos/uzvards/2481348414/ 

Various – Diagram Clipart - Open ClipArt - http://www.openclipart.org/ 

Daniel Black – All other diagrams and screenshots

http://www.flickr.com/photos/schoschie/2225345267/
http://www.flickr.com/photos/vinofamily/4094653647/
http://www.flickr.com/photos/vinofamily/4095412074/
http://www.flickr.com/photos/brenda-starr/3466560105/
http://www.flickr.com/photos/walkn/3041590472/
http://www.flickr.com/photos/hammer51012/3012413440/
http://www.flickr.com/photos/johnloo/3518552653/
http://www.flickr.com/photos/uzvards/2481348414/
http://www.openclipart.org/
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