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| why Attack You?

* Money

— Lot of money waiting to be made (stolen) when
ecommerce and banking is compromised

* Power

— ISPs, Network operators and Internet users can
be hijacked and forcibly redirected

— Reduce credibility and erode trust
e Control

— Spy on your customers without their knowledge
or control
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& | Criminals are infecting systems

faster than-ever
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http://asert.arbornetworks.com/2009/01/two-weeks-of-conflicker-data/
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....and increasing their capacity

Unique Phishing Site Detected July - Sept. '09
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Varying their frequency of

attacks
Total Attacks > 1 Gbps - CY2009
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What can you learn from online

criminals?
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d They operate like you do!

. SpeC|aI|zed Services

— Spammers, Phishers, Kit Builders, Site Builders, Command & Control hoster, Money
Launderer...

* One will do the spamming via his botnet, another will do the phishing kit or
phishing sites, another will do the cash-out or money-laundering via online
gambling sites

* Qutsourced Operations

— They outsource specialty work where appropriate
— Concentrate on what they do best

* Bundle related services and create strategic partnerships

— Managed spamming services
— Publish stolen credit cards to buy online ID theft kits
— Phishing networks that share resources

12
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.e They operate like you do!

* Infrastructure and R&D investment
— Build scalability, increasing security, leveraging economies of scale
— Extending infrastructure into new businesses, or for new uses

e Hardened and secure infrastructure

— Use Peer-to-peer botnets, with no centralized command-and-control system
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Using Distributed Infrastructure
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Focused on profitable segments

Most Targeted Industry Sectors 3rd Quarter '09

Financial
54%

Retail
3%

Payment Other
Services 9%

Auction

0
pAY 8%
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Targeting specific “customers”
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Performance

&} With High Speed & High
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Spam and phishing sites — come up within minutes
and go down within days

Avg. time online for phishing site: 3.8 days
Max. time online for phishing site: 30 days
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Active Phishing Sites

Phishing attacks - Top 8 ccTLDs by Overall Registrations

700

600

500

—&®— Germany
—fll— UK

400

300

200

—&— China
Argentina
—ill— Netherlands
O -

—®— EU
—i— |taly

Russia

o

200801

200802

200803

200804 200805 ABRREERbal Phishing Survey 1H 2008

Month




V,, Resulting in Strong Rol
N 4

The average Revenue per user (RPU) was approximately $1,244
In 2006, up from $257 in 2005 (380% increase in revenue)

Phishing initiatives resulted in ~$2.8 billion in revenue in 2006

Strong business model combined with first-mover technology
resulted in largest group making at least $150 million in 2006

The average consumer victim lost approximately $1,244 in 2006. Up from $257 in 2005. (Source: Gartner Group)
Cumulative losses stemming from phishing attacks rose to more than $2.8 billion in 2006. (Source: Gartner)

VeriSign estimates that the Rock Phish gang alone made $150 million in 2006.
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X The future of DNS security

* DNS is the technology that underpins the
development and functionality of the Internet

* Since DNS was developed, the use and effect of the

Internet has fundamentally shifted

— The Internet is now mission critical to everyone and
permeates all communications

Future looking:

DNS and DNS networks need to be based on:
1. astable, reliable security model to thwart criminal attacks
2. adiverse, scalable network with no single points of failure
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% Will the DNS and the root be

b A
@y stable?

Several deployments, more or less in parallel:
e |Pv6 (and IPv4 depletion)

* New TLDs

 IDN TLDs (iTLDs)

e DNSSEC deployment

Not a technical scaling question alone
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_@\@Q S§EC: A new security model for DNS

* DNS Security Extensions (DNSSEC)

— Best way to protect from a man-in-the-middle attacks and
cache poisoning (a.k.a. “the Kaminsky bug”)

 DNSSEC introduces digital signatures to the DNS
infrastructure, allowing end users to more securely

navigate the Internet.

* Provides effective verification that applications, such
as Web or email, are using the correct addresses for

servers they want to reach.
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ol . .
ML LUrrent state of implementation

e 25-35TLDs are signed

 .ORG signed, 2009
— Largest TLD sighed to date

* Root to be signed mid-2010
e .COM expected to be signed 2011

* Top of the DNS hierarchy being signed ... work
remains to be done in spreading this through the
DNS resolver infrastructure
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& ) What's the tipping point for

DNSEC-adoption?

Stagnation Adoption

TLDs being signed

Complexity (Lorg, .gov)

Testbed

Costs deployments

New hardware &
software solutions

AN
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ettlng DNSSEC to the mainstream
L\

What are the problems with
getting to mass adoption?

Not enough early adopters
Complex to implement
Root not signed

Partial deployment worries

Cost to deploy vs. benefit

R&D | Pioneers Early Mass Mainstream
Adopters Adoption
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W&y, | Choices to adopt DNSSEC

 Option 1: Do it yourself

If a site owner selects this they

requires:

— Hardware and software
costs

— Overcome complexities
of key distribution

— In-house expertise,
typically not mission
critical

— Risks of website being
inaccessible , if done
incorrectly

© Afilias Limited

will have to manage:

New DNSSEC software

*New DNSSEC hardware
*Generating keys — KSKs, ZSKs
*Loading keys for each zone

* Generating and storing DS
records at the registrar

* Key rollover

This is NOT a core business
function for most organizations!

www.afilias.info
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e \_Choices to adopt DNSSEC

* Option 2: Outsource  Requires:
* Known provider with global

. DNS infrastructure and
— No expertise needed  experience in DNSSEC

— Fixed cost

— Complete end- to-end ¢ Simple interface for signing
solution and management

*Relationships with Trust
Anchors and DNSSEC industry
leaders

* Service Level Agreement and
Contract

© Afilias Limited www.afilias.info



To get DNSSEC to the mainstream DNSSEC needs to be made easy
with managed services and deployment down the chain of trust

* Afilias beta testing 1-Click DNSSEC™ o\>§55(~
— Security of DNSSEC and the convenience of /{') \

effortless management, in one solution.
* Opportunity for new DNSSEC products to SECUREY

by Afilias
— Securing Email
— E-Commerce applications

— RFID networks, etc.
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A future where all domains and all content
is in your local language...
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ow Do You Know Who Is
Writing To You?

Internet applications must handle messages in
multiple Ianguages

._; &

E

] )
BN E4EF #4435 ﬂ'ﬂ“‘f"’HEl SE'I:uu (HE R

o-E #a5 : B v ® $#2RA#% 21
B2 @ [ [ - CAR AT ~|
ifh; D) | R AU | THRE) | A45R0W | HF | #d
[ A W B F#A(M) EF(D [a®i]
- 21 & 200700 A 04 8 jyee @idna.info idna convert
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& ;:‘i [ 8 26 2007 F0o 1w E OJepek Anvkzadiep Buawamc Re: Hello again

R J,I_L 27 f 2007 F00 AuE jyee@idna.info as subject, address book test
[ 28 Faz007F0o A nd Jepek Anvkzadiep Buawamc Here is a list of contacts!
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[ 8 ao 2007 F0oAnE Jepex Anvkzanjep Bwuawamc Address book update
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N

Can You Write To Someone

" Another Language?

Applications must allow users to enter text in multiple
languages
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21 & 72007 F00 704 8 jyee@idna.info idna convert

22 & 4200700 A 04 8 jyee@idna.info ASDF Left to Right English

23 & 2007409 A 07 8 jyee@idna.info testing bce

24 @ 200709108 Nepek AnvksaHgep Buavamc Blah

25 HA2007 500 A10E Nepek ANVK3aHAEp BuiMame Hello again

26 HA2007F00 108 Oepek AnKzaHAep Buamamc Re: Helle again

27 &7 F00ANE jyee@idna info as subject, address book test
I~ 28 A0 F00Anda lepek Anmksangep Buanamc Here is a list of contacts!
l_& 29 2007 F00 Aud jyee@idna.info testing the new sent-mail folder
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Subject

Charset

Sawe Draft Cancel Messaage

Ibayles@idna. info (Default Identity)

[troEte <rEitesset . mERE> |
I |
I |

Fe: subject 1n Chinese, ':|:;c¥!| It's Haello!

[Unicode (UTF-82 R |

Address Book Expand Mames Special Characters Attachments

[ Save a copy in "sent-mail”
I ReEquest a Read Receipt

[&r sSwitch to HTML composition

B g

Ce

B

Quoting TREGRE <(PEGEEGEhPE . RATS =

R, A
Hello World!

and Hello Len! Hello Derek!

Joseph ¥Yee

S (In Chinese. the first world is last name. western fTormat is BZfE. {F)

This message was sent using A . @& global mail program

VYVYYVYVYYVYY

Send Message

E=N
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« Will work in all major
browsers (incl mobile
phones)

« IDN Emall is already
working

« Will it affect SEO? (local
content with local
language URLS)

« Applications will start
adopting/using IDNs

© Afilias Limited
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Designing a diverse, scalable network
with no single points of failure...
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g ~ A TLD Security Readiness plan

1. Become a member of industry research and action
groups such as

— RISG (Registry Internet Security Group) registrysafety.org

— OARC (DNS Operations, Analysis & Research Center) dns-
oarc.org

— APWG (Anti Phishing Working Group) apwg.org

2. Prepare an escalation plan
— Internal process to report threats and problems

— External processes to work with registrars and law
enforcement to take down sites

© Afilias Limited www.afilias.info
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g ~ A TLD Security readiness plan

3. Proactive Monitoring

— A NOC s not enough!

— Track external research to ID new trends and threats
4. Institute a Domain Anti-Abuse Policy

— Enables you to work with registrars to take down sites

within your existing registration policies

5. Operate on a secure, diverse DNS architecture

— Redundant architecture able to withstand attack

— Diversity to ensure that no single point of failure can
bring down your network
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A 2y "
& AWhy you need to consider DNS

-~ Ny Security more seriously

* It’s not just companies being targeted anymore!

* The DNS is growing more and more susceptible to
attack through

— Continued and larger scale DDoS attacks aimed at the Root
and TLD operators

— Regionalized attacks focusing on countries or specific
governments / government agencies

 DNS is being victimized by new malicious activity
(e.g.: Worms like Conficker)

* Small DNS networks being tasked with heavy load
from new services (e.g.: URL shortening)
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~ VBotnets are here to stay

* Larger attacks, more sophistication

2 Year Botnet Status
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* Increasing frequency and sustained activity

180 Day DDoS Count
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'BL i your network with diversity

* No other Internet technology matters if users can not
get to the Web site, or the e-mail can not be
delivered.

* Treat your DNS like you do any other technology —
build it with redundancy, scalability and ensure no
single points of failure

* To deploy diversity across your DNS your options
include:

1. Internal development
2. Adding an outsourced provider
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"} Implementing DNS Diversity

Distributor

V4

Quickest NODE or POD

/

Routers

A4

Firewalls

A4

Load Balancer

A4

Hardware

V4

Application Systems

/

Network Management

© Afilias Limited

Diversity at all levels

* Multiple DNS providers

* Multiple types of DNS software (e.g. : Bind +
NSD)

*Geographically diverse datacenters and
NOCs

*Geographically diverse DNS node
constellation on multiple continents

*Nodes configured with Anycast technology
*Multiple bandwidth providers w/ min. 1 gbps

*Multiple brands of hardware (e.g: both Cisco
and Juniper Routers)

*No single OS or other software

*Diversity in Personnel and expertise

www.afilias.info



Thank Youl!

Ram Mohan

Afilias
rmohan@afilias.info
www.afilias.info
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