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APNIC Certification Authority
Overview
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Sanjaya, Project Manager, APNIC Secretariat

Motivation

• In response to
– Membership concern for greater security

• Confidential information exchange with
APNIC

• Is my database transaction secure?
• Whose prefixes do you accept?

– Internet community interest in security,
PKI, digital certificates

• e.g. rps-auth, s-bgp
• IETF working group: PKIX

Scope

• Establish a trusted environment
within APNIC community by operating
a Certification Authority
– Certificate issued to APNIC member

• Corresponds to Membership of APNIC

• A test bed for new internet security
technologies and applications
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Objective

– Provide uniform mechanism for all
security needs:

• Encryption and signature of email with
APNIC

• Authentication of access to APNIC web site
• Secure maintainer mechanism for APNIC

database
• Authorisation mechanism for Internet

resources
– Assertion of resource delegation

» IPv4
» IPv6
» ASN

APNIC CA configuration

Public website

Registration Authority Certification Authority

APNIC member

Cryptographic Engine

1. submit request

photo-id

3. verify identity
4. approved request

5. sign certificate

6. issue certificate

8. download
user
certificate

7. publish certificate

secured access

2. pending request

Secured e-mail

APNIC member APNIC member

APNIC secretariat

user certificate user certificate

user certificate

s/mime
signed and/or
encrypted mail



  

 3

Secured web portal - MyAPNIC

Firewall

Finance System

Membership &
Resource System

Whois Master

https://my.apnic.net
MyAPNIC Server

Member

APNIC Internal Network

user certificate

server certificate

Secured database update

• Available 2Q 2005
– Allows secured update using automated script

APNIC Whois
Database

APNIC member e-mail path

APNIC member

signed s/mime data

ssl encrypted data

ssl path

user certificate

user certificate

Assertion of resource
delegation
• Subject to membership approval
• Available 4Q 2005
• Implementation of RFC3779

– New certificate format
Base certificate:
• dn: cn=John Sing o=EXAMPLENET-AP
• etc.

Extension:
• IPv4: 202.100.0.0 – 202.100.15.255
• IPv6: 2001:400::/32
• ASN: 23509
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For more information

• APNIC public website
– http://www.apnic.net

• Certificate request
– https://www.apnic.net/ca

• MyAPNIC
– https://my.apnic.net


