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Welcome!
APNIC Members Training Course

Effective IP Address Management
Asia Pacific Policies and Procedures

24 February 2003, Taipei, Taiwan
APNIC 15 Open Policy Meeting



Introduction

* Presenters

— Miwa Fuji
» Training Officer

— Narumon Sribudsayadee
+ Internet Resource Analyst
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— Nurani Nimpuno
» Training Development Officer

— Sunny Chendi
» Internet Resource Analyst

<training@apnic.net>
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Assumptions & Objectives

Assumptions

— Are current or
prospective APNIC
member

— Have not submitted
many requests

— Are not familiar /
up-to-date with
policies

— Are not familiar with
procedures

Objectives

— Teach members
how to request

resources from
APNIC

— Keep membership
up-to-date with
latest policies

— Liaise with
members

+ © Faces behind the
e-mails
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Schedule

* |ntroduction

e Policies us
e \Whois Db Intro gs

TEA BREAK
(10:30 — 11:00)

* Addressing Plan s

 |SP Request form g1
* |[SP Request evaluation

[110)

LUNCH (12:30 — 13:30)

IP Management 23

2nd Opinion Request us7)
DB protection & updates iss)

Reverse DNS um

TEA BREAK
(15:30 — 16:00)
DB admin & adv queries o1

e ASN (218)

IPvE (238)
sSummary ges
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Introduction to APNIC

Asia Pacific Network Information Centre




What is APNIC?

 RIR for the Asia Pacific

+ Regional Internet Registry

— Regional authority for Internet Resource
distribution

— IPv4 & IPv6 addresses, ASNs, reverse dns
delegation
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 Industry self-regulatory body

— Non-profit, neutral and independent

 Open membership-based structure
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APNIC Services & Activities

Resources Services

* [Pv4, IPv6, ASN,
reverse DNS

» Policy development

— Approved and
implemented by
membership

» APNIC whois db

— whois.apnic.net

— Registration of
resources

Information dissemination

« APNIC meetings
Web and ftp site
Mailing lists

— Open for anyone!

Training Courses
— Subsidised for members

Co-ordination & liaison

— With membership, other RIRs
& other Internet Orgs.



Questions ?

 \WWant to learn more about APNIC and
the APNIC meetings?

— Come to the newcomers’ orientation this
evening at 18.00!
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@ APNIC

Internet Registry Allocation and
Assignment

Policies



Overview of APNIC policies

Policies

— Definitions

— Background

— Objectives

— Environment

— Allocation & Assignment Policies
— Summary
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Allocation and Assignment

Policies

Allocation

"A block of address space held by an IR (or

downstream ISP) for subsequent allocation or
assignment”

* Not yet used to address any networks
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Assignment
"A block of address space used to address an
operational network”

* May be provided to LIR customers, or used for
an LIR’s infrastructure ('self-assignment’)




APNIC

Allocates
to APNIC Member

l

APNIC Member

Assigns Allocates
to end-user to downstream

\/

Downstream
Assigns
to end-user

l,

Customer / End User
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Allocation and Assignment

E APH CeT
A 2003
B FLLE

Policies

/8

APNIC Allocation

/120

Member Allocation

/22

Sub-
Allocatio

125 | 126

Customer Assignments




Portable & non-portable

Policies

Portable Assignments

— Customer addresses independent from ISP
« Keeps addresses when changing ISP
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3 - — Bad for size of routing tables B BN N .
z — Bad for QOS: routes may be filtered, flap-
= dampened

Non-portable Assignments
— Customer uses ISP's address space

® * Must renumber if changing ISP

— Only way to effectively scale the Internet




Asia Pacifiec Network Information Centre
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Policies

Allocation & assignment term

APNIC Allocation APNIC Allocation

Member Allocation BZa

Assignment 743
Assigned Non-Portable  Assigned Non-Portable

» Terms used in ‘status’ field in the APNIC database
« Describes “portability” of the address space



Classful and Classless

Policies

* Classful (Obsolete)

— Wasteful address architecture
« network boundaries are fixed at 8, 16 or 24 bits
(class A, B, and C)

. Classless
_ Efficient architecture i

* network boundaries may occur at any bit
(e.g. /12, /16, /19, /24 etc)

 CIDR

« Classless Inter Domain Routing architecture

— Allows aggregation of routes within ISPs
infrastructure
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Aggregation and “portability’

Aggregation

BGP Announcement (1)

BB

ISP
Allocation

A

Customer Assignments

(Non-portable Assignments)

Policies

No Aggregation

BGP Announcements (4)

_________________________________

Customer Assignments

(Portable Assignments)
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Aggregation and “portability’

Aggregation

@

Internet

"4@.

(Non-portable Assignments)

e

(4 routes)

Policies

No Aggregation

-
i Y,
. -

'-l. .

(Portable Assignments)



APNIC policies - objectives

Policies

» Conservation

« Ensuring efficient use and conservation of resources
» Aggregation

« Limiting growth of routable prefixes

» Registration

* Registering the Internet resources in a public db

* Uniqueness
« Global visibility
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» Fairness and consistency

« Equal consideration irrespective of external factors
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Why do we need policies ?
- Global IPv4 Delegations

Policies

ARIN 6%

APNIC 4%

Unallocated RIPE NCC
30% _ 4%

"Special Other Orgs
purpose” A (pre-RIR)
14% M 42%



Growth of global routing table Wi

pdEEGE

i4apan

iesans—d | Frojected routing table
growth without CIDR
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relied on forever

BEaERE |- 1

-
L]
-
R
-
(L]
i
-
[
=
&
[- ]
[
(L}
=]
[
>
-
=
o
=

Asiao Pacific Network Information Centre

Moore's Law and CIDR
made itiwork for a while
Deployment
Eﬂﬁﬂﬂ of ':'?iﬁ ﬁﬂla ﬂl'? H-Ia B‘II. E"'Iu':' -al:.a

Date

http://bgp.potaroo.net/as1221/bgp-active.html

@ APNIC

last updated 12 Feb 2003
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APNIC policy environment

Policies

“IP addresses not freehold property”

— Assignments & allocations on license basis
+ Addresses cannot be bought or sold
* Internet resources are public resources
« ‘Ownership’ is contrary to management goals
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“Confidentiality & security”

— APNIC to observe and protect trust relationship
« Non-disclosure agreement signed by staff




APNIC allocation policies

Policies

» Aggregation of allocation
— Provider responsible for aggregation

— Customer assignments /sub-allocations must be
non-portable
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 Allocations based on demonstrated need
— Detailed documentation required
+ All address space held to be declared

— Address space to be obtained from one source
+ routing considerations may apply

— Stockpiling not permitted




Initial IPv4 allocation criteria

Policies

1a. Have used a /22 from upstream provider
— Demonstrated efficient previous address usage

OR

1b. Show immediate need for /22

« Can include customer projections & infrastructure
equipment
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2. Detailed plan for use of /21 within a year

3. Renumber to new space within 1 year

— Meet all policy requirements
« Applicants may be required to show purchase receipts




APNIC allocation policies

Policies

+ Transfer of address space

— Not automatically recognised
* Return unused address space to appropriate IR

+ Effects of mergers, acquisitions & take-overs

— Will require contact with IR (APNIC)
« contact details may change
* new agreement may be required
— May require re-examination of allocations
* requirement depends on new network structure
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Address assignment policies

Policies

» Assignments based on requirements

+ Demonstrated through detailed documentation
« Assignment should maximise utilisation
— minimise wastage

» (Classless assignments
» showing use of VLSM

+ Size of allocation
— Sufficient for up to 12 months requirement



Small multihoming
assignment policy

Policies

1a. Applicants currently multihomed

OR

1b. Demonstrate a plan to multihome within 1 month
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2. Agree to renumber out of previously assigned
space

— Demonstrate need to use 25% of requested space immediately
and 50% within 1 year

— Meet all policy requirements or have the assignment revoked
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IPv4 policy for IXPs

IXPs can apply for an assignment of /24 for
Transit LAN

Criteria

— 3 or more peers
— Demonstrate "open peering policy”

— Not announce assignment to global
routing table

* APNIC has a reserved block of space from
which to make IXP assignments

Policies



Portable assignments for
critical infrastructure

Policies

« What is Critical Internet Infrastructure?

— Domain registry infrastructure New Policy
+ Root DNS operators, 1 Dec 2002
« Generic Top Level Domain (gTLD) operators
« Country Code Top Level Domain (ccTLD) operators

— Address Registry Infrastructure
+ RIRs & NIRs
« IANA
» Why a specific policy ?
« Protect stability of core Internet function

» Assignment sizes:

— IPv4: /24
— |Pv6: /32
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Questions ?
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The APNIC Database

Introduction and Usage




Overview

« What is the APNIC database?

* Why use it?
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» Database query

» Database updating process
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What is the APNIC database?

» Public network management database
* Operated by IRs

 Tracks network resources

* [P addresses, ASNs, Reverse Domains,
Routing policies

 Records administrative information

+ Contact information (persons/roles)
* Authorisation
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Object types

OBJECT
person
role
inetnum
ineténum
aut-num
domain
route
mntner

htt,

PURPOSE

contact persons

contact groups/roles

IPv4 addresses

IPv6 addresses

Autonomous System number
reverse domains

prefixes being announced
(maintainer) data protection

/lwww.apnic.net/db/




Asia Pacifiec Network Information Centre

@ APNIC

Object templates

To obtain template structure™, use :
whois -t <object type>

% wholis -h whois.apnic.net -t person

person:

address:
country:
phone:

fax-no:

e-mall:
nic=hdl :
remarks:
noE1Ey:
mi =y

changed:

sSOUurce.;

[ mandatory]
[ mandatory]
[ optional]
[ mandatory]
[ optional]
[ mandatory]
[ mandatory]
[ optional]
[ optional]
[ mandatory]
[ mandatory]
[ mandatory]

[ s1ngle]

[ multiple]

[ single]

[ multiple]

[ multiple]
maltiple]
single]
multiple]
maltiple]

[ maltiple]

[ multiple]

[ single]

[
[
[
[
[
[
[
[
[
[
[
[

primary/look-up key]
]

]

]

]

look-up key]
primary/look-up key]
]

inverse key]

inverse key]

]

]

*Recognised by the RIPE whois client/server



Person object example

— Person objects contain contact

Attributes |nf0rmat|0n Values

Ky Xander
ExampleNet Serwvice Provider
2 Pandora St Boxville
Wallis and Futuna Islands
WE
+680-368-0844

i

person:
address:
addres
address:
Soauntry:
phone:

Asia Pacifiec Network Information Centre

+r|'p.rll_j Prine b e i)

fax-no:
e-mail:
nmic=heclls
mnt-by:
changed:
source:

kxander@example.com
I

KX17-]

I
\P
MATNT-WE-EX
kxander@example.com 2002073
APNIC

e
s
a
D



What is a nic-hdl?

» Unique identifier for a person

» Represents a person object

— Referenced in objects for contact details
* (inetnum, aut-num, domain...)

— format; <XXXX-AP>
« Eg: KX17-AP
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person: Ey Xander

mmmm)> |nic-hdl: KX17-AP
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@ APNIC

Inethum object example

— Contain IP address allocations / assignments

Attributes

inetnum:
netname:

country:
admin-c:
tech-
mnt-by:
mnt-lower:
changed:
source:

Values
202,51 . 64.0 = 202.5
CCHNEF-NF-AFP
Communication & Communicate Nepal Ltd
VSAT Service Provider, Kathmandu

LPHIL—HM

MATNT-NP-ARUN
hostmasterfapnic.net 20010205
APNIC
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@ APNIC

Inter-related objects

mntner:
MAINT-WF-EX

Data protection

inetnum:
202.64.10.0 —202.64.10.255

admin-c: KX17-AP
tech-c: ZU3-AP

mnt-by: MAINT-WF-EX

IPv4 addresses

person.

nic-hdl: KX17-AP

Contact info

person:

nic-hdl: ZU3-AP

Contact info



Admin-c and tech-c

» Responsibility — ‘admin’ contacts
* Legal authority
* Technical management
* Network planning, backbone design

+ Deployment, capacity, and upgrade planning
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« Expertise - ‘tech’ contacts
* Routing, aggregation, BGP, etc
« Addressing, subnetting, CIDR, etc
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Database query - architecture

Server

whois.apnic.net

Client

Unix Client

HTTP/CGI

WHOIS t Queries & responses

‘X’ Client Windows Client

Command Prompt / Web Interface

DB
Intro



Database query - clients

» Standard whois client
* Included with many Unix distributions

— RIPE extended whois client

+ http://ftp.apnic.net/apnic/dbase/tools/ripe-dbase-
client.tar.gz

* Query via the APNIC website

* http://www.apnic.net/apnic-bin/whois2.pl

* Query clients - MS-Windows etc
— Many available
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Why use the database?

» Register use of Internet Resources
+ I[P assignments, reverse DNS, etc

— Ascertain custodianship of a resource
— Fulfill responsibilities as resource holder

 Obtain detalls of technical contacts for
a hetwork

* Investigate security incidents

+ Track source of network abuse or "spam”
email



Basic database queries

* Unix
— whois —h whois.apnic.net <lookup key>

» Web interface
— http://www.apnic.net/apnic-bin/whois2.pl
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» Look-up keys
— usually the object name
— Check template for look-up keys




Database query
— look-up keys

OBJECT TYPE ATTRIBUTES - LOOK-UP KEYS

person name, nic-hdl, e-mail
role name, nic-hdl, e-mail
mntner maintainer name
inetnum network number, name
domain domain name

aut-num as number
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as-macro as-macro name
route route value

inet6num network number,

whois supports queries on any of these objects/keys

@ APNIC




% whois

% whois
% whois

person:
address:
address:
address:
country:
phone:

fax—-no:
e-mail:
i 1 ekt 1 ]
mnt-Dy:
changed:
source:

Asia Pacifiec Network Information Centre

@ APNIC

Database query - UNIX

zulrichf@example.com
zu3-ap
“zane ulrich”

Zane Ulrich

ExampleNet Service Provider
2 Pandora St Boxville
Wallis and Futuna Islands
WE

+680-368-0844

+680-367-17%7
zulrichliexample.com

ZU3-AP

MAINT-WF-EX
zulrich@example.com 20020731
APNIC
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Database query - web

a'lﬁ'l'rm: Advarced (hamy - Micenzalt Inleaned Faploem HEE Intru

B a
Fiskesh  Home  Semch

[ Akt L] b/ esvmn, spric. retf apnic-Dindwhois 2. i =] o ha |

(?'gs Asia Pacific Netwark Information Centre

p._Pr;j!c Sersices | Memberabap | Infgerma]ion | RQocunens | Teaining | Contact | Search

1.Type in search Key|gq,rch the APNIC Whois database
Semch for: [0ATAT [(sescvnee | [~-aff=——=— 3. ‘Search Whois'

Advanced Whois search options Hnef descrptions halow

B Twpe of shiscl [:lh.rr.lt"s 'I E T Fast raw ouripui Level of specificity:

= 4 I Loes specific
g O Source database |n|s-:|l.rreg 'I 4 T F Mo recursve logkup £ CP st [vel mone sped i

g @ Iiverse lookup: | none & @ [T Mo ‘syréactic sugar’ M P2 more spacific

"’/’ B BEE e jbj:cls :ml:l-
[&boi the dafabase| HESE i

Commaoan whais options

Asia Pacifiec Network Information Centre

2.Search options
(flags)

Option  Brief descriplion

F Giveg 8 Fasler reaul, bt veih sltdbitas in =Hor fem
Frirides: revarsadraarsa |00kups: of objacta agsotiatad with 1he spacified attabudae
Finds all lass specific matches

Finds frst lewel mome specfic malches

@ APNIC




Database query - inethum

% whois 203.127.128.0 - 203.127.159.255

% whois 203.127.128.0/19
% whois SINGNET-SG

lnetnum: 205, 1T GLAN L
netname : SINGNET-5G
descr: Singapore Telecommunications

descr: 31, Exeter Road, #02-00, Podium
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descr: Comcentre, 04923
country: SG

admin-c: CWL3-AP
tech-c: CWL3-AP
mnt-by: APNIC-HM

o

changed: hostmaster@dapnic.net 1898390803
source: APNIC
Notes
* Incomplete addresses padded with “.0"
» Address without prefix interpreted as /32"

@ APNIC




Creating a person object

Whois Database Guide:
http://www.apnic.net/services/whois guide.html
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1. Fill out person object form on web s

Name, e-mail, phone, address eic
Tick ‘MNT-NEW' for temporary protection
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2. Completed template is sent to you

3. Forward template to it crnnare

4. Person object created and nic-hdl is
generated




LIR registration — reminder!

1. Create person objects for contacts
+ To provide contact info in other objects

2. Create mntner object

« To provide protection of nbjects‘@
— (To be discussed later) ~

3. Create inetnum objects for all
customer address assignments and
sub-allocations

* (Allocation object created by APNIC)
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person:
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nic-hdl:

KX17-AP

Contact info

2

mntner:

@ APNIC

Data Protection

Using the db — step by step

Allocation
(Created by APNIC)

inetnum:

5

inetnum: inetnum: inetnum
KX17-AP KX17-AP KX17-AP
mnt-by: mnt-by: mnt-by:
Customer Assignments
(Created by LIR)

6

-
-




Database auto-responses

» Successful update
« Objects accepted

» Warnings
« Objects accepted but ambiguous
« Objects corrected and accepted

* Errors
» Objects NOT accepted
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Don’t understand the error message?

— Contact the APNIC helpdesk!
+ Include the error message




Database mailboxes

« Automatic request « Database service
processing @ support -

Sy

3 {autn-dbm@apnic.net:- I <helpdesk@apnic.net>
— Automatic “robot” for — E-mails answered by

all db updates APNIC staff
— Email template for — 1 day response time

ific Netwark Information Centre

create/update/delete



Summary

« Use the APNIC whois database

* To register information
* To search information

» Create a person object

» Register all your assignments!
 Fulfill your responsibility as a resource holder
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{auto-db m@apnic.net>

- for all updates!




Questions ?

« Want to learn more about advanced
queries?
— Come to the IRR tutorial tomorrow!
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Internet Registry Procedures

Addressing Plan



Addressing plan

Addressing
Plan

* To complete documentation

— First need a technical PLAN

* Documenting the architecture of the present
and eventual goal
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— |IP addressing is fundamental part of
network design

— |P addressing ‘planning’ example to
follow..




Some icons

Addressing

Plan

Network Access Server
(layer 3, IP datagram forwarding )

i
Fl
=
a
L
O
L# ]

| =
=
Fm
o]
——a
—
T—
o]
.
=

E
k]
—F
e
ff
.
L=
=]
'
"
<

e Router
| (layer 3, IP datagram forwarding)

Ethernet switch
(layer 2, packet forwarding)




Addressing plan

Addressing
Plan

» |ldentify components of network
— Customer services
— ISP internal infrastructure
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» |ldentify phases of deployment
— Starting off, 6 months, 12 months
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» |dentify equipment and topology changes
— Need for redundancy
— Need for increased scale




l AFHE‘-?&T

Network plan

Addressing
Plan

» Starting off

Upstream \_
ISP ==

10 hosts
Internal DNS Web
Mail servers

/ — | eased line services

5-8 customers
o hosts

{Gustmmcr serwn‘:esj
Virtual web
name basegdl]\

h‘ Dialup services

16 modems
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,

ESP Infrastructure

NOC
operations
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Network plan

Addressing
Plan

one loopback interface per

‘ip unnumbered’ : ;
: assigned router /32

to upstream ISP

\ﬁi‘?ﬁ?—jm
Upstream W

10 hosts

3-8 leased line
customers
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'ip unnumbered’
to customers

‘ WAN point to point /30 16 dialup

modems

15 hosts




Q

M Addressing plan

'E, Addressing

‘é Plan

5

5 * Initial addressing plan

% - numbers of host addresses (interfaces)

a

= network-plan: 16 analogue dialup modems, vendor ‘%’

< network-plan: 5 LAN -web hosting (Name-based hosting)
network-plan: 128 5-8 leased line customers (/28)
network-plan: 15 LAN -NOC and Ops management
network-plan: 10 LAN -mail,DNS, web servers internal
network-plan: 4 loopback router interfaces

network-plan: 2 router WAN ports (x5 lines)
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Network plan — 6 months

Addressing
Plan

* 6 months later

— scale increased
increased number of ‘

— redundancy leased line customers
_o—'—'_'_'_'_'_'_‘-'_._

30 leased line
customers

Upstream
ISP

increased number of
hosts on all LANs
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b hosts-
SErVErS

11 hosts
namie-

replaced Dﬂgénzﬂ

based modem
added new dial up ‘I:I, -3 ‘I:I'
equipment @ 60 dialup
60 dialup 25 hosts- modems (ZPRI)
modems {(ZPRI) NOC

. L e——
t’mded new router and 8 hosts-
S Zndary
| AN for redundancy g
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Addressing Plan — 6 months

Addressing
Plan

* Network plan at 6 months
- increases in hosts (interfaces)

Changed description
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network-plan: 16/ 60 2 PRI dialup modems, vendor 'y’
network-plan: 5 11 LAN -web hosting (Name-based hosting)
network-plan: 128/ 512 30 leased line customers (pool)
network-plan: 15/ 25 LAN -NOC and Ops manage ment
network-plan: 10/ 16 LAN -mail,DNS, web servers internal
network-plan: 4/ B loopback router interfaces
network-plan: 2F 2 router WAN ports (x 8 lines)

[ network-plan: 0/ go 2 PRI dialup modems |

| network-plan: 0/ 8 LAN-secondary servers

\

New hardware




APRIC®T
A 2003

Network Plan — 12 months

Addressing
Plan

redundancy of WAN connections
12 months total now numbered links for BGP4
— site redundancy

i psiream
— greater complexity ISP A

— Eﬁfﬂf&ﬁﬂy ; ) ".!--«-!"w == 0 leased line

customers

adaed new
customer router
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Upstream ip unnumberad
ISP B
—

35 host 11 hosts
F 9 o
*‘_1 ..-r:l_- . 2 B i :—

: i 240 dialup

240 dialup @ modems (SFPRI)

modems (8P RI) 40 hosts

two pieces of
essential equipment

8 hosts




Addressing Plan — 12 months e 55

Addressing
Plan

Network plan at 12 months

-increases in hosts (interfaces)
-one year total

e

network-plan: 16/60/ 240 8 PRl dialup modems, vendor x

network-plan: 0/60/ 240 8 PRI dialup modems, vendory
network-plan: 511/ 11 LAN -web hosting (Name-based hosting)

network-plan: 128/512/ 1020 60 leased line customers (pool)

network-plan: 15/25/ 40 LAN -NOC and Ops management
network-plan: 10/16/ 33 LAN -mail,DNS, web servers internal
network-plan: 0/8/ 8 LAN-secondary servers
network-plan: 2/2] 2 router WAN ports (x 8 lines)
network-plan: 4/6 12 loopback router interfaces
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M Addressing Plan

i Addressing

'E Plan

..?3

Ml . Can now determine subnet sizes

o

2 network-plan: 256 16/60/240 8 PRIdialup modems, vendor x

= network-plan: 2356 0/60/240 8 PRI dialup modems, vendory

i) network-plan: 16 5/11/11 LAN -web hosting (Name-based hosting)

% network-plan: 1024 128/512/1020 60 leased line customers (pool)
network-plan: 64 15/25/40 LAN -NOC and Ops management
network-plan: 64 10/16/35 LAN -mail, DNS, web servers internal
network-plan: 8 0/8/8 LAN-secondary servers
network-plan: 4 21212 router WAN ports (x 8 lines)

network-plan: 16 4/6/12 loopback router interfaces
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Addressing Plan

Addressing
Plan

— Addressing plan for network-plan
— re-ordered large to small according to relative subnet size
— determination of relative subnet addresses
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network-plan: 0.0.0.0 1024 128/512/1020 60 leased line customers (pool)
network-plan:  0.0.4.0 256 16/60/240 8 PRI dial up modems, vendor x
network-plan:  0.0.5.0 256 0/60/240 8 PRI dial up modems, vendor y
network-plan:  0.0.6.0 64 10/16/35 LAMN -mail,DNS, web internal
network-plan: 0.0.6.64 64 15/25/40 LAN -NOC and Ops management
network-plan: 0.0.6.128 16 5/11/11 LAN -web hosting (Name-based hosting)
network-plan: 0.0.6.144 16 0/8/8 LAN -secondary servers
network-plan: 0.0.6.160 16 4/6/12 loopback router interfaces
network-plan: 0.0.6.176 4 21212 router WAN ports (x8)

/ﬂ

— cumulative total 0.0.6.208




Wi
M Addressing Plan

i Addressing
= Plan

= — Addressing plan for network-plan

o — connect to the I{tfrnet (full-time, part-time)?

=

T_.? network-plan: 0.0.0.0 255.255.252.0 YES 1024 1285121020 60 leased customers

_:;_: network-plan:  0.0.4.0 255.255.255.0 PART 256 16/60/240 8 PRI dial up modems..

o network-plan:  0.0.5.0 255.255.255.0 PART 256 0/60/240 & PRI dial up modems..

2 network-plan: 0.0.6.0 255.266.255.192 YES 64 10/16/35  LAN -mail DNS, web internal
<

network-plan: 0.0.6.64 255.255.2556.192 YES 64 15/25/40 LAN -NOC & Ops mgmt
network-plan: 0.0.6.128 255.255.2556.240 YES 16 21111 LAN -web hosting (Name-based)
network-plan: 0.0.6.144 255.2556.255.240 YES 16 0/a/8 LAN -secondary servers
network-plan: 0.0.6.160 255.255.255.240 YES 16 4/6/12 loopback router interfaces
network-plan: 0.0.6.176 255.255.2556.252 YES 4 22/2 router WAN ports (x 8 )
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| APHcﬁT

Addressing Plan

Addressing
Plan
— Addressing plan complete
— total planned for customer assignments /22
— total planned for ISP infrastructure /24 + /23
network-plan: 000 2552552520 ~ ( YES )/ 1024 128/512/109% / 60 leasedline f.ustnmers\
network-plan: 0040 2552552550 PART 256 16/60/240 8 PRIdial up modems..
network-plan: 0050 2552552550 PART 256  0%0/240 8 PRIdial up modems..
network-plan: 0.06.0 255255 255 192 YES 64 10M16/35 LAM -mail DNS, web internal
network-plan: 0.0.6.64 255255 255 192 YES 64 15/25/40 LAMN -NOC & Ops mgmnt
network-plan: 006.128 255255 256 240 YES 16 5111 LAN -web hosting (Mame-based)
network-plan: 006.144 256 255 255240 YES 16 0/8/8 LAM -secondary servers
network-plan: 0.0.6.160 2556 255 255 240 YES 16 41612 loopback router interfaces
network-plan: 006176 255 255 255 252 YES 4 21212 mouter WAN ports (2 8 lines )

— detailed, efficient and accurate




Questions ?
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@ APNIC

Internet Registry Procedures

ISP Request



ISP address request

ISP
Reg

» Hostmaster Administrivia
— <hostmaster@apnic.net> mailbox filtered

* Requires member account name
— Subject: IP Address Reguest [CONNECT-AU]
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» Ticketing system
— Every request is assigned a ticket

« Please keep # in subject line of email eg.
— [APNIC #14122] [CHINANET-CN]

« New staff at ISP

— Require an ‘introduction’ to APNIC
« To ensure confidentiality




ISP address request

Life Cycle [

Member has < More documentation
Step 1 completed |— | and clarification by Member
documentation? %

‘L yes

Evaluation of |no
request by
APNIC - OK?

l yes

Allocation by APNIC

Step 3 update local |- bupdate APNIC [ | Notify
records database Member
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Step 2




ISP address request
- overview

Contact Detalls

Network Information

Existing Customer Network Information
Existing Infrastructure Network Information
Future Network Plan

Additional Information
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Asia Pacifiec Network Information Centre

APR ?ﬁt
_.-""f '|ﬁ".|'|ﬂ.l.

ISP
Reqg

ISP address request

W APHIC  I15F Aaddroxzs Aequest - 1 Micionsli Iniesnet Eaxplose: [ _ | & ] =]

e i 4 http://www.apnic.net/services/ipv4/

-, = ' I
Bl Bty ey

| Back Funrd Stop  Fsfrech Ilnmr
j.

*dl‘hljﬁlllth. Vo, B Feadd anees S eopes sifoen ol

AF‘H IC Samraines | Wi tep | b pemathon: | [oouanents | Tosning | Corgsc i Searcn
e —
\ { Addra -
-"E"!LFNH: - |=:"F M{-ii\.'l ess Ex -'l'H. x.-{';-f

Applicant information

SEBIC will use these contact detadls for all comespondenca relat nif to 1his requesl Floass ervler the ARPKC account name of 1he
OF fargaluin that reguikes (e address space

Your name:  [Tost Porson +
o mad b repigterad woih APHEC sx § coninct perzon for this l Name

OF e BN

Your email address:  |ppxt_personmcompan + E“I’TIEI' EddeEE
N e S [APIGSAP < | APNIC Account name

-

Create passsnid Tor this mqutﬂT |n o
s ol <4 [Password

Confiren pammsod; |--+--+ b

Must be
current
member to
receive
service

Cancol |

[ Halp | | Enge messagas | | Tex]l Qaly Wargion |

1. mpplicant | £ cordect 3. ezl eeon k 4 canreect S ooniieg & cusmtonmaer f.infra @ plan A comurrrle HIL o

@ APNIC



ISP address request
instructions

» Complete the documentation

APNIC-
— ISP Address Request Form 084

« Web Form:
— http:/lwww.apnic.net/services/ipv4/
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+ Plain text
— http:/fftp.apnic.net/apnic/docs/isp-address-request

» The more detailed and precise

— Fewer iterations with APNIC
+ Quicker resolution time

=

)
o
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» Read the quick tips!
http://www.apnic.net/faq/isp-request-tips.html




Asia Pacifiec Network Information Centre

Contact details

R APHIC - ISF Adhdress Aequest - 2 - Hiciosall lnisnet Exploss
| Bl Ed  Wew Fgeodes  Tock  Hel

TR .- N B

Back  FavorRes

-ldmmiﬂl Fags S vmaviop. o nl-'q.lul\. .rl."l:uln.f\.u i ol

Y] NIT

AT 0 N AA L
=.lw'-i“r'\"l! |_.__ -\--\._ A i 'i |. '| 3 l""u_— II I..J--\. :.

Enntant details

The detats you enter here will be wsed as 1he redwork contact and secwidy information for the address alocaton

Bdministiative contacts l:‘:EL—dTiL“ﬂ: = 'é Admin Cﬂntact

Need to JB46-AP
create person -

objects b 3 <~ Tech contact

JB46-AP

f -

Maintainer ohject  [maInT-AU-JEFFBRIGHT

NEEd tu Ecamplac MR -5 T A P
create mntner Rl | ooeen] Demaeas] e

help file!

objects

| Halp | | Booe massagas | | Laad Dol wErsion |

1. applicant | 2. cudack 3. mstweni b & conmec] & coinlig . custoreei finfra . plan 8. cusunente

@ APNIC

Administrative & Technical contacts, Maintainer

B |
VL curdinm

I bt




Asia Pacifiec Network Information Centre

@ APNIC

Network name

W AFHIC - 15P Addiezs Aequest - 3 - Mecsozolt bnisireet Eaxploos
Ele E& Viem Fypwoidms JTook Help

(e R~ SR i A - LT B2 LA

Hack rmﬂ‘ Simpy  Aelaah Hoam Eeach Favooler  Hidsg [EF¥]

a1t tﬂ np Adasa gor; mestd sprec- b pagesssl Ao ol

>

bfa & FAD | Enrporca marvces | Trendrg | Bartimge | Mesmbsrehip | Docosmearie | Whnie & Snerch | imdrrmserd comama 0

fpig Pacific Matwaidk Infarmalien

APNIC — ISP Address Request

Network name

The= defails you prowde biers wall be used 1o iderdify the propossd retwork in Ehe BPNIC Whoe database

Hame of netwrarks  |TggTNET
b

Dascription of organisatiol:
b Spearkyhbal, Sor B, Inernel Sang

' Name of network |

Country

Coundny:  [ay  [AUSTRALLA

| save | Cancal | Pravious |

| Helip | [ Exice e

E] =

1.1 irtial ¥ q. 8. . i
1. applicant | Sirerers L config  csomer s ©

Description of organisation not entered...
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Error description

W AFHIC - 15 Addiesz Regueest - Emoe - Microsoll Iniesnet Esplorem
Ele E View Fasies Toos Hep
oo @ [ 8
_ Back F T Stop  Refiedh  Hiowme Sesivh  Faeoimes  Hidoe
.ﬂd:lﬂlal-ﬂ hHp ey speie nel S amre Syt ieoum e loem pl '_'l"_l g'l:"EI:I Lirdes **

|

":i_ ._I Asja Pmcific Metwork Infermation Centre
APMIL i & FR TR0 E @ Sermons | Tranimg | Mectags | Meamibrahip | Docoments | Wk £ Search | Inteine] doameniey

APNIC — ISP Address Request
Error #Description

Far more halp, see the i b et DL e
leal wopaifiss Febrpanys 30 370073 | 8 F081 &A5WIC Ay Chd Commpecis o Ehy

Troubleshooting guide

@ APNIC

Error: "Description has not been entered”



Troubleshooting guide

T AFHIL - 065 ISP IF Addiess Reguest Farm @ Tisubloshusting guids - Miciossit Istemet Esploes

fie ES yew Fpeoile: Joch  Helo

.+ .9 [ & w-:http:ﬁwww.apnlﬂ.nethnfaﬁfaqf’trnubleshnthng.html
ﬁdﬂ-nlﬂ i ey, apees sl FnboyTag roubbe g hoodng il ﬂ -{"’En 'th s

L

t:‘_ ;I Asia Pocific Nelwork Information Cenine
APMIC indo & Fivli | Rescurde serrees | Trandng | Mestmgs | Membership | Dooumseris | Whols & Search | lrbennet aommanihy

‘mipSFag -+ AFMIC FRG | Dk L imikcw =l

Troubleshooting guide for the APNIC IPv4 ISP Request Form

Error Messa How to fix the error

g Crofaps were found wilken entnes in 1he APRIC Whois Database inetnwm objocts
resstweiirk® that you megeEterad. You nesd 1o hx sithes the whbis &niry o the custsstwork
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Ermraor parsing address and The IP address or subnet mask you have prowded s ot mthe corect format. You
reElmagk naed 19 fid the incdeiss] P addrass Tald o the incoernss] subnel mesk held  [insia]

Crveiaps were found wilhen the to oust-nebworks menboned n the eran
mesgags. Tou need o 6 the incomect line

Crwesrlapes Toggnd withir Craags found within the two indrastng ciune lnes msalionad @ e eman mesbsege
infrastructure You need to fix the incomect line

Tvelap= lounds wilken cugl- Crhadags found belwesn & cust.potwork ling and an infragirociun ling grgeded
reatwianrk ared infrastvictune o need o 8x the incoract lina

~oitld not find metnum ckeecl n Cust-neteork line proveded has not been updasted inbo the APHIC Dafabase. You
whnis dalabssa negd 10 ugdale the databsss anlry B Thal CughDimsn auaigrimsnl

More tham ore inetnum objoct Crmrlaps found within whais antries within the database. You need 1o fie the
found ir wnis delahass dalaba=s enlriss

Frokdam retnewng instnum object  Systam emor accessing the APMIC Whols Databsse, Please try again latar or
in whais dalabase contact APRIC =taff if you experience this eror message

Malrnams mismalches aganl Csl pahann ik netnarme pronaded @ rol ke gane 6= (he psiahims ragislansd im b :1
khhat . ol __I.__I_!—_ -
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@ APNIC

Description of organisation

W APHIC - 15P Addrer: Reguezt - 3 - Migiozol Inteinal Exploies
| Ed= EM Www Fgeotes  Tock  Help
.o+ 2 [ | B e 3| S
_Begk (o _ Ghop  Aefiesh Home | Seach  Faeosles  Hisory kil Priei. ] -
-ﬂﬂlﬂﬂlﬂ ||!l|.- eyl Bprec. Nl Bjred bll.-'uu racjusaad ot pl 11 .:':" ]

Jinks ™

C"\} Asia Paciilc Motwork Indarmatlion Crmire

Sy | Mernbesshi | indormnstion | Docyssenis | Trairang | Sontegt | Saencn

APNIC - ISP Address Re quest
Network name

The dedaile you provide hees will be gsed (o idertily the proposed netedek & the APNIC Whes dsabage

Hama of natveork: |TF5‘T'\.|F'I'
Ewmenpie; SRARFYHET

Description of organisation: Brishanm, Australia. 3

ti-ﬁ HF:{"T”'I‘:“H_-':'WH Internet Serrvioe Provider
o T g, e {a webh hosting oompany )

H

jau  [ausTRALIS

[ Save | Cancel | Previous | Hexd | |

[ Belp | | B msssages | | Teed Ooly Warsion |

1. &l it I 2. cnntach I Tonetwiork 4 obsieeel 5 conlfg B cdsboieer ToEilie # plan 0 eomimnants 10 oadiim

2] it ereres spri. st tarapiaban inciude fiormafios,_gade FimiSdescr_1_hain
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Network configuration
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Existing customer network

g.ﬁl-"'lll' 1% Address Eepnquest - h - “weresalt Inbenmeg Faplorer

| B g Fpem Jooh e
!Wfﬂlr!n:lﬁm.m.m!:‘ﬂ oy b rcuit - Foe i 5l

Existing customer network
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Upload Test i | + :
Upload text file
CUST-NET1 203.108.131.8 255.255.255.248 4/6/6 1/1/1 20030101 =
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ISP address request
evaluation

 ‘Customer network’ fields

Reqistration

— Check all customer assignments are in the APNIC
‘whois’ database accurately
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Policy
— Prefix distribution of all customer assignments
— ‘Classless’ assignments NOT on /24 boundaries
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Existing network infrastructu
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Upload text file
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Address, Mask, Connect, Max, Hosts now, 6m, 1yr, description
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New cable/DSL services
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New cable/DSL services
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Inst

ructions

Thanre are two aplsons for useng this page 1o provide deleds of your cableiSL

equipment

Use the form to bulld your CMTS dedalls

& Ugg the fiedds on the laft of tha form to specify the requirad
edements for each locatson m your planned noe cable or S0

s Pk

a ‘hen you have completed the Sields, click “Add Information® to
bransler that squipenent b=t 16 (Fe e boe in b corect foamal
« Repeat this process for each location in your planned res cable or

DEL retwrk

-

Use the form to build your CMTS details...
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Future network plan
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Future network plan

This section is used to descnbe the plans for using the requested sddress space in the network infrastriciure ower the rext year Planned

aasigrrsEnl g [0 Cusiomers amd Bl 10 B @ascribed in e saciann

¥ Aildinss |Ll.l.i-1 130 How to complete this page

Mask |ons pns 2nn. 240 There are o options for using thes page 1o prov
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in 1 year Hosts n 1 year (35 cormc] farmat, you may click “Lipload Text File®

. it o {Erl s Faolioe 1he pioipls 10 lacals ha Bla and attach il 1o
r’“"l‘“’ description of subnet Ennphn:h Intorfs thiz request form

Add Information | Browsa. |

Upload Text File

0@ 235.255.255.0 YES 254 401207240 8 PRI Pialup Modems
o FE%,.255,2585.197 YES 62 2005760 Ope Hymt Servers LANR
JLoEd IS5, 255 2585 193 YES 62 2040760 Mail, DHE, Web sccvers

Address, Mask, Connect, IP requirement, description



ISP request evaluation

» ‘Infrastructure’ & ‘network-plan’ fields
— Policy
« Technical descriptions are detailed enough so APNIC
can understand why subnet size was chosen

« Do customer projections match infrastructure plans?
+ Efficient subnet assignments
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— 'Best current practice’
+ Name based virtual web hosting
* Dynamic dial up
— Maore on this to follow...
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Additional comments

hildgas Fliagueed - 9 - Miesozol Inteinet Esplosai

2.3 2 O 2 W 4

earch

Alcimen E M S mias, apares. ived ¢ S bl it oo

Additional Comments

This section s used to prowde more wdormadion on any unclear aspects of your requesl. In paricular, refer to the sechons “remsd
conracimly wlnmalion” and "Mebsork corfiguation deaila”™ Yoo ahould also ese this seclion bo @xplan why you are nal abils to oblain
tha required addrass space from your upstream ISP
How to complete this section
Thore ane iwo options for wseng this seclion to prowde addtionad commenis

1. Emter youar comments direcily inte thie text Gald

2 Upload a iew file

& If you have & test file on a local dive sefting oul your add®ional commends, you may selec! “Upload Text Fde®
w Folons e prompls 10 locade ke la and hava i salomaticaly abiached to this regisssd Tarm

Additiensl comments including
& network lopology disgrames

w  addiional Infeeralicdn Gn any olthag
aspect of this request

Upload Text File



Additional Info - Topology, A
Deployment, Equipment & Services v

» POP topology

« Diagrams showing network / POP design

» Deployment plan
« Give details of phases of deploying equipment
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» Equipment and services

« Specifications, number of ports

« Details of how implement services
— explain acronyms or special services

« Miscellaneous
« Anything not covered by the form, anything unusual




Additional info
- Renumbering & return policy

* Renumbering?

« one-for-one exchange to assist renumbering

« needs confirmation from upstream ISP to confirm
renumbering will take place
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» 'No Questions Asked’ return prefix policy

« swap 3 or more discontiguous prefixes (ISP or
customers) for single prefix, no charge

— ftp://ftp.apnic.net/apnic/docs/no-questions-policy

— Form for returning addresses
— ftp://ftp.apnic.net/apnic/docs/address-return-request




Confirm details

B APHIC - I5F Addesss Aegeeit - 10 - Micsozoll D E mploiizi
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Tod:hovical Contac) Hadilles:

Asia Pacifiec Network Information Centre

Mainlainan:
LI ETTT

Dascaipiing:

Condng:

Commnectivihy:

Connedion Providers:

Dy yivw suppart

ADMIC o N ——
APNIC — ISP Address

Confirm datai!é

Check your
Text Persan information!

ie=i_personkpcompany. com

APHIC-AP

JE8E-AP
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LAAINT- 20 JEFFERIGHT
TESTHET

Hrehane_ Ausiralia. Intemal Semice Provclar (& wab hosting
Company)

Al

Fesnng-pomi Mo
Hervice-prosider Veo
CHbar Mo

Cormect-Prvider-1 Connscl-Provder-2
Supamels Yes
Subnets  Yes
AllDe Yes
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ISP address request
- Checklist

v" All fields are syntactically correct

v Supplied documentation correct
« format defined in the APNIC-084

v Provided all IP addresses currently held

v Updated all customer assignments in DB
+ Deleted objects that are no longer valid
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ISP address request ) (5
- parsing

W APHIC - I5F Addsezs Aegisest - 11 - Micioaol Intemmet Exgploim
| Ede Ed Wew Faeome Took  Help
S @ 2] &y | '
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¥

APNIC - ISP Address Request

“Swanings™ below B0% utdization of svailabée IF addresses

YWoui have sucoassldlly padsed and analymed woud ISP Faguest.

_Sawe | Submil |

Lagl modified Fabrpany B3 F004 | @ 2007 APNMIC Rl [he Cossenls o) weshmasjsrfhagnic nst

@ APNIC

Successful parsing of ISP Request
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ISP address request

- submission
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APNIC - ISP Adc
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iress Request

Submit ISP Request

Your ISP Request has been submitted

Fowdlack an e ISP fedgqua Tarm

Thark you for using APKIC's new ISP request form e are very interesied in heanng about your o¥penences with the form. We designad this form to balp al

our memibers snd ward o know how wes can mnprove 1. Plsase submet sy suggestsans or (houghls about this form o webmastenSapric ned

Laed mepdiftss Fedroary I3 J000 | FOST SFACC Fhy. LiE, Commeada fo; wwebnarsrfEagniE. nEl




Questions ?
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Evaluation by APNIC e 5

- Virtual web hosting g

-Eval

» Name based hosting

— ‘Strongly recommended
« Use ‘infrastructure’ field to describe web servers

» |P based hosting

— Permitted on technical grounds
— SSL, virtual ftp..
— Use ‘infrastructure’ field to describe web servers

— Special verification for IP based

— If more than /22 used for this purpose

— Requestor must send list of URLs of virtual domain and
corresponding IP address
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Cable, DSL services

1:1 contention ratio

« Can be either statically or dynamically assigned
+ Means 1 |P address per customer

Greater than 1:1 contention ratio
« Preferred because conserves address space

Choice of addressing is optional for members
* dynamic addressing Is encouraged
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Verification for DSL Services

— Equipment details
« Ex: BRAS, Number of ports

— Purchase requests




New Cable services

» Bootstrapping criteria for new cable service
« Applies to startup providers commencing new cable service

— Allocation size based on assumption that requestor will
assign a /24 to each CMTS in their network

— Complete additional information with make, model &
quantity information

— Purchase requests for equipments may be asked

i
Fl
=
a
L
O
L# ]

| =
=
Fm
o]
——a
—
o]
.
=
-
k]
—F
e
ff
.
T}
=]
'
"
<




New Cable services

» Through ‘infrastructure’ description

— Additional information needed

» Head-end location, # Homes passed , Devices(CMTS),
Capacity of CMR per CMTS , # Current Users # Assigned
IP’s for each CMTS, Additional CMTS in 6 months time,
Growth rate/month

« Example:
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Headend | Homespassed | Device | Capacity |
Brisbane (Es101010) Motorola 1000

Current Users | IP | Device-Added | G-rate/Month
750 800 1 1254




Customer assignments

» Customer growth estimation

— The Invoice for the additional CMTS purchased
for the expansion
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» Required to report customer assignments
greater than /30
— Through second opinion process

— Register the assignment in APNIC whois
database




Evaluation by APNIC
- summary

» All address space held should be
documented

* Check other RIR, NIR databases for historical
allocations
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* ‘No reservations’ policy
* Reservations may never be claimed
* Fragments address space

* Customers may need more or less address
space than is actually reserved




First allocation

» Must meet criteria
* (discussed In policy section)

» Requires clear detailed and accurate
request

» Implementation of ‘Best Current Practice’
» Efficient assignments planned

» Always a /20 ‘slow start

« Exceptions made for very large networks
but not common
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Subsequent allocations

80% overall utilisation
* Unless large assignment pending

Demonstrated conservative assignments

Correct customer registrations in db
* Need to fix inconsistencies before next allocation
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Allocation size to cover 1 year need
+ Based on previous utilisation rate

Contiguous allocation not guaranteed
« But every effort made
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APNIC approval

Dear xxxx

| am pleased to advise you that in response to your request for Internet resources,
APNIC has allocated the following range of IPv4 addresses to the organisation belc

T IMPORTANT THINGS TO KNOW **

1. The address range allocated to your organisation is portable _
if you change transit providers, the address range remains with your organisation.

APR Eﬁ'l:
_.-""f -|ﬁ.:.|'|ﬂ.l.

Assignments
& sub-
allocations
are non-

portable

2. Assignments and sub-allocations from this address range to customers are non-portable

Customers who cease connectivity with your organisation must retum any addresses your

organisation has assigned or sub-allocated to them.

3. Assignment Window (AW) _
If the amount of address space your organisation wishes to assign or sub-allocate

to a customer is greater than your assignment window then please email
<hostmaster@apnic.net> for approval.

For more information on APNIC's new policy on sub-allocating space to customers,
see: http://'www. apnic.net/meetings/14/results.htmil

4. Aggregation
This new allocation should, wherever technically possible, be aggregated with

any other address ranges the organisation announces to its upstream or transit 1SP.

5. No guarantee of routability
APNIC cannot guarantee that any address space wil be globally routable.

APNIC
expectation:
Announce
allocation as

single

aggregate




inetnum:  202.60.128.0 - 202.60.159.255 reon:  VinaySawarkar

netname: ROLTANET ss  Mumbai-400093
descr: Rolta India Limited i S
descr: Rolta Center Il eno: +91 25 Eﬁ; 5992

descr: MIDC Marol -mail: ryreda,com
descr: Andheri(East)- Mumbai-400 093 1 'NT{’JHHDEHM

Hnw@ rolta.com 20000526

Saniosh Desai
Rolta Center I, MIDC, Andheri,
address: Mumbai-400 093
country: I
. phone: +91-22-832 7708
status: i fax-no: +d1 .:‘._v‘*ijE- 59492

source: Sl
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: SANTOSHDESA
E-EHNJ.?E hi@rola.com 20000526

@ APNIC

Contacts for network




Questions ?
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Internet Registry Procedures

IP Address Management
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Revision of routing protocols

» Interior Gateway Protocol (IGP)
— Examples are OSPF, EIGRP, ISIS

— Used to find optimum route to a host in ISP
network

— Convergence becomes important with scaling

» Border Gateway Protocol (BGP)

— Can be interior (iBGP) and exterior (eBGP)

— Used to carry traffic across your network and
to/from the Internet

— Can use BGP attributes for routing policy



Principles of addressing

» Separate customer & infrastructure
address pools
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— Manageability

+ Different personnel manage infrastructure
and assignments to customers
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— Scalability

« Easier renumbering - customers are difficult,
Infrastructure is relatively easy




Principles of addressing

* Further separate infrastructure

— ‘Dynamic’ infrastructure for IGP

« Carrying network infrastructure addresses used by a
routing protocol where alternate paths to host exist
« Eg. p2p addresses of backbone connections

+ Eg. router loopback addresses
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— ‘Static’ infrastructure

« Static routing of infrastructure (where no alternative
path exists)

« Carry in iBGP




Principles of addressing

* Further separate infrastructure

— ‘Static’ infrastructure examples

« RAS server address pools, CMTS
* Virtual web and content hosting LANs

+ Anything where there is no dynamic route calculation
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e Customer networks

« Carry in iBGP , do not putin IGP
— No need to aggregate address space carried in iBGP
— Can carry in excess of 100K prefixes
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Hierarchy of routing protocol

BGP4 (eBGP)

Static/eBGP

PRIC®T
A 2003

Taipai
-

IP Mgmt



ork Infarmation Centre
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Management - simple networ

* First allocation from APNIC

— Infrastructure is known, customers are
not

— 20% free is trigger for next request

ME

— ————

— Grow usage of blocks from edges
— Assign customers sequentially



Management - simple networ

IP Mgmt

» |f second allocation is contiguous

ar i' | i F{}:‘m agtion Lentre

—_— 15t allocation €= ——) 2nd allocation <=

— Reverse order of division of first block

— Maximise contiguous space for
Infrastructure
« Easier for debugging

— Customer networks can be discontiguous
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Management - many POPs

IP Mgmt

ork Infarmation Centre

* WAN link to single transit ISP

Asia Pacific Netw




Management - many POPs

« POP sizes
— Choose address pool for each POP according to need

— Loopback addresses

+ Keep together in one block
« Assists in fault-resolution

— Customer addresses
+ Assign sequentially loopbacks

i
i
=
dh
Lt
(=]
=
[
o]
 —
o]
F
-
dh
—F
e
(¥ ]
T
=]
O
<

" 3




Management - many POPs

» /20 minimum allocation not enough for all
your POPs?

— Deploy addresses on infrastructure first
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« Common mistake:

— Reserving customer addresses on a per POP
basis
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* Do not constrain network plans due to lack
of address space

— Re-apply once address space has been used




Questions ?
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Second opinion request

* Assignment Window

» Second Opinion Request Form
« Evaluation
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What is an assignment
window?

“The amount of address space a member
may assign without a ‘second opinion™

* All members have an AW

— Starts at zero, increases as member gains experience in
address management

« Second opinion process

— Customer assignments require a ‘second-opinion’ when
proposed assignment size is larger than members AW
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Assignment window

» Size of assignment window
— Evaluated after about 5 2nd-opinion requests

— Increased as member gains experience and
demonstrates understanding of policies
« Prefix length normally reduced by 1 bit at a time
+ Assignment window may be reduced, in rare cases
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» Why an assignment window?

+ Monitoring ongoing progress and adherence to
policies

« Mechanism for member education




Why assighment window?

* Motivation
— Support the LIR during start up
— Standardise criteria for request evaluation
— Familiarise the LIR with APNIC policies
— Ensure accurate data is being kept
— Treat everyone fairly
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FAQ
 http://www.apnic.net/fag/awfaq.htmi




Assignment window process

Step 1 - Member and customer complete 2nd Cpinion Request form

t iteration

Step 2 - Member evaluates customers reguirements

Step 3 - Assignment Window procedure

Yes | Member makes assignment,

—
updates DB & local records

Request < AW?
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Member adds comments
— | & recommendations & sends to
hostmaster@apnic.net

No APNIC Yes

dpproves
W
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Second opinion request form

Used to seek approval for:
— |IPv4 assignments & sub-allocations

— Multiple/additional IPv6 /48s to a single
customer

Before you start:

— Separate form for each request
— Help buttons available

— Form can be saved by use of password



APRIC®T

\ 0 o

Overview of 2nd opinion form s

DP

Applicant information Contact details, password

|IPv6 [ IPv4
Type of request :
Y ] Assignment / Sub-allocation
Network name Network name, description,
country

Future network plan Planned IP usage

IPv4 Sub-allocations IPv4/IPv6 Assignments
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IPs held by customer

& customer’'s customers IPs held by customer

Customer assignments to end-sites lCustomer’s existing network

Sub-allocation infrastructure

Any additional info that

Additional information ) .
may aid the evaluation

Confirm details Check your details




Asia Pacifiec Network Information Centre

@ APNIC

APR ?ﬁt
_.-""f -|ﬁ".|'|ﬂ.l.

Applicant information

':] APNIC seced apitdon redgieest - FRoroERlt Internet Edplorer
| s ot g Fgvortes  [ook  [iep
| Bdness |-ﬂ'.| o K 3 pnlc nemapnlc bl s a-opdnlan oime

C_?P. Sria Pacilic Mefwork Informakion Cemnlres

APMIC Il & PO I P B nuUrcs ERTHCER ! Trmining 4 Melaading= Sinmbes ehip Nes=cwrmin = Wihinie & Snarch I Intsrnmt cnmremundy

APNIC second opinion request
Applicant information

AFMIC will use these contact details for all comespondance relating 1o I s request. Please enber M APMEC SCCount nams of
thia arganigation hal reguenss s Sddress Spaca ass grmisr

Your name: Help buttons
Your email address:

APNIC account name:
Evamphkes:
Han-mambaer: SPO R HET- HOH- 1D
ambar euampke: SPALREY HET- D

Your relationship to organisation ;.... choose one
applying for membership:

Create a password for this request: .*_,_ Passwfnrd allows
{min. 8 claracters) saving work

Confim password:

| —

http://www.apnic.net/apnic-bin/second-opinion-request.pl



Asia Pacifiec Network Information Centre

@ APNIC

APR ?ﬁt
_.-""f -|ﬁ".|'|ﬂ.l.

Type of 2nd opinion request

a A mpr il eguranes request - MHirensnlt nkeenet Faplorer
| fle } I,II W Fgowibss [ool  Help
;u:l'm: i-ﬂ bt p: (e prevessy. apn. net {apnic - birdssoond-opronf orm pl

wedla & FAS | Riesouios services | Traning | Moelings | Moemlssalenge | Doecuiieests | Wi £ Seddch | b ooty

APNIC second opinion request

Type of second opinion request

Thie petreitias ifom alion aboul e K of secnni opinea Wi 57 Fousshing

Which IP version do you © IPv4
wish to request? ©IPv6

Which type of second © Assignment (IPw or IPv6)
opinion are you requesting? Selact this if you are distibutng IP
addmsseas for the and usar's
nirastructura

O Sub-allocation (IPvd only)

Salact this if you ara distibuting |P
addressas lo an organisation that will
furthar distibuta the address space 1o
thairend usars,

Address prefix requested: /26
IPwd exampla: (26

IPvi exampla: /4T

_Save W Cancel Jl Previous il Next |




Asia Pacifiec Network Information Centre

APR ?ﬁt
_.-""f -|ﬁ".|'|ﬂ.l.

Network name

3 AFRIL src sl pgEnisr reguest - serosolt Interes b Explorer

Agio Pacilic Metwork Inlormalion Genlne

irin B FAQ | Besource sareicee | Traming | Mesings | Memberehip | Docomame | Weaie & Sasrch | msmet communey

- APNIC second opinion request

Network name
Tha detais yvou provide hem will be used to ientify the proposed network in the APNIC Whaois Dalabase

Name of network: ?
Example: SFARKYNET

Description of L

organisation:
Example: SparkyMet, Sdn Bhd, Indonesia

Country: Select a country
Select a Country il

[#ece QY Coscal B Proviin QY ait

@ APNIC




Asia Pacifiec Network Information Centre

@ APNIC

Future network plan

T WPNIC 2eremd spaninn request - Microsodt [nterret Euplorer
| Ble Ed Yew Fporbes ook Help

APR ?ﬁt
A Ta pai

| B |-E| hit i e revissy, spnec, nstLapic-bing second-aginon-form.pl

APNIC second opinion request

Future network plan

Thit: TP TN o s - Pt EETITAEEEE Fes 1he cuimores sl afs the [Fo addosor gpass sahe the: rnT ik

Size of 000028
planned subnet: sanak:00.000

Deploy now: /29
Evam plka: 29

Deploy within 29
6 mnnths. ZELILE

Deploy within 2
1 year: Eamak: 2

Detailed web hosting facility

description of E=msiewen mingiaciny
subnet:

Add inFormation

0.0.0.0/28 /29 129 /28 web hosting facility

How to complete this page * Inﬁtrut:tiﬂnﬁ

Toeb's 308 180 cptisaf o wing thic pags oo pere s dersllc of poar
o Eho T £ retmark infrmnstes

Uins tha form to baild yoor seegrrrent debadic

= B Uk BklE o B I 60 g T |6 5 el Ty the
g ire € el dar @ ch ammigremiend fo o r nadsma ik
L TR L

& bR e SR @R RN i Dalds, ols "R
rebarm sl oo™ tx hareisr Siat serigremiaed irdammaben & s
B D b9 P bt b

& Sgpen 5 10 o eass M b gk @5 bV i 1wk SRR
a st ik e dtreciors

Uplasd 5 bead fls

S wpEad igeek @ bed Al o 3 ba oot gtk digor Bng e
o efs kb ciors amigomsands in b cammdd feemat,
ol i P o i S0 b el ] =

& Fodlpas Hhes proempls T lecads Tid 1k and aiiach it da il
5 EU AR e

Add information

Upload text file




Asia Pacifiec Network Information Centre

Customer’s existing network W2k
- IPv4 assignment request

:.lll-“ll.'i seLennl opmion regoest - SEcrosofl Inbernet Eaplseer

| B £t Wew Fovoter Ik feb

Asla Pacific Neiwork Information Centra
gmrmicne | Traning | Mardisgs | Membarehp | BGocomarde | Weaie & Saesrch | e cnrmomaesiy

APNIC second opinion request
Customer’'s existing network

B W it Al yom e il § il s b P el iy ikl S Per il e disbodp Pek Edal SR S et et i el e

All previous
assignments

How o complete this page

Actual start 2025100 S e - Check

address assigned: Bampk:z2ii0n T e,

whois db

Liz# & Toime bo Bl b3 o s grersnl delsils

Total prefix size /29 S |
su hnat: Eam Dh: & ::';J'::;:I:.mrl‘::::;: I:.;I:'I:l‘:l:‘::’:l:“mm"‘l

[

d WhTeen poed hoes compiadned e fadde didk “Add
lllllll fen® ke drrerier B ol s and oo obies 2 e

Description of 1 router and 4 workstations
El-lhl"lﬂ'l: Esamphe: 1 rauler and 4 wark 3=l ks

Upload & text file

& Howwu brvs @ Taef bla op g s desn dasovieing voan
il pyiastyn chus srigam el i ths cormd formad
s re ey o bl U pdeed beed Hle©

d Folloesths promods bn beosfs the dls and abach Hin e
rapaar ferm

ik i & i i et
. P Usload best fils +
202.5.10.0 /29 1 router and 4 workstations Upload text file

@ APNIC




Asia Pacifiec Network Information Centre

Customer’s assignments to WS
end-sites

« Sub Allocation Request

Y AFAIT wpcard pisien regue e - Fcimu® bierast Lplaiee
Dle 0 Pov Pgeode Dok Help

APNIC second opinion request

Customer’s assignments to end-sites Customer's

(downstream
provider’s)

Aﬂtual Etﬂrt How to complete this page ﬂUEtUI"I"IEI'E
address assigned: eamgle: 20212230

T WTRCTY Vel Iy v o Gk S e i TS WA CAERIOTVE T Mol 7ol B B0 e s WO D hOmd B v D Gl e 0

TH BT 318 D0 3pEOAE FIT LN e pagH 13 paovide
NTER By DA LD TR0 | nied S feie

Total prefix size sk e
EUhn'Et: Exam ﬂh: 23 % Lium the ekl on it 1ok of $ae ko bo specrly
by ropainsd @ boameand & BT @ech assignanas
YT Cunlomers etk
- - & Wehen §ou hirs ¢ areplaled 1ha ey, ek
EE SChH Ptl-ﬂn ﬂf “Addl wforradinn” to sk thal assigravesi
v 1 TSR -
El..l hn'Et: =R |:||-2: FOoL A ::lr.:.l.::i'll.llll.l"ri anl Bix 1 The camatl
& Hepeal (ks precese b sach sssigemarm o
SO C sl O e Bl wd v sl

Uplnad a texd File

& W pou hirve @ ol 6 on b lecal drve deseribing
yoar nebwirk ielrsrju ol seskyemmants on s
Corre] Mo, yord sy o ick "Updosad nam Wie

& Falligd 1he paamspls 1o Koae e e avd anach
finthe mosE] oom

@ APNIC

e Add information
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@ APNIC

Sub-allocation infrastructure

» Sub-Allocation Request

APl secasc azrear resues 1 - Fiwrmacdl Inlsrest Balorer

APNIC second opinion request
Sub-allocation infrastructure

Thia Ffarmabae Srrvmasaeh B ichud @St prafised v d M Pa mfEiincis o T coikiomal rebaaiik s stda g e -l e

Actual start
ﬂ-d-d e 5 = Example: 22 12350 How Lo complete this page
assigned:

Total prefix s
assiagned to the Eamak: =7
infrastructure:

Description of
subnet:

Exampla: =2 regrigrm
T, F
s Frllew 1he prermpls o b
i o g resgaeel dorm

Thars s Bed @k a8 Ny url i e el B o=
BT R O L

Customer’s
(downstream
provider’s)
infrastructure



Asia Pacifiec Network Information Centre

@ APNIC

APR Eﬁ'{
_.-""f -|ﬁ".|'|ﬂ.l.

Network design
B AP spcend cpien request - Hicmsolt Inkremet Erplores
Network topology

Additional information

Anim Peodic Nateork Isform DEPIE}*mEnt plan

inin & TAl | RFescucs swvices | Treining | Mewiings | Bember shig | Decwmamrs | Whols § Saech ) imis E q u i p m E nt
APNIC second opinion request Services
Additional information Renuthring

Thn nawren m e e 1 i e e b g b ey b ey s me (el e o g i 8 well bip ST aw sk g rp e o m e

= natwork topolagy diagrams _ Explanations
= dataied expBnations of the addess space usage and subnetling plans t
elc

_-|_ How to complete this page
Ty wrw e g m e aersy il i o g el wobiS e - e e

(T TIPS T D R LT P T
3. Mpkided 3 fle i Sy hRE
S flped Bl 5N §E S B G g & AT B
S DAL i Wy i = Ligd & 44 Fis™
B Fdom e T A B RS A il Pl i dwiemaiica g
P TEEEEE PO TEET BT

Upload File
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@ APNIC

B ey | erevgp | ekeewop | eseewre | e S lesrs m

AF-HH: second npminn re quest | « Check your FEC]LIESt

-E:-mﬂl:m ﬂetalle.

|’||—..1_._ _h':'l_l '-ulLI.r.Ir.l-Iu;n'Il_-illl on: ol C“Gk Smelt

; Your name: Ky X
Your amail add roms: nda N = rkynal cam

i R g:;;;g,*ﬂ“m,_, * Confirmation is also sent

requesiing ..-z-l:c:-dn':-id n-p-lr{ru-n' . .
re=s Ly pe: I
Requast type 3 . Via emal
Prefix =2cond opinion requasiad fo
Heiname N Hdn End. Indanez b
De=criplion:
Couniry coda: wah hazling facl by
: Hetwork pla w2b hasding facl Iy
Cuslomezr™s 2xisling nalwoerk: 1raverandd warksialldns

oo e e el

« Request submitted! P T E—

Submit request

Your request has been submitted
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2"d opinion evaluation
(policy)

» Efficiency
— More than 50% used in any one subnet?

— Can different subnet sizes be used?
— More than 80% used for previous assignment?

» Stockpiling
— Is all address space held declared on form?

— Has organisation obtained address space from
more than one member/ISP?

» Registration

— Is previous assignment in APNIC database and
are they correct and up to date?




2"d opinion evaluation

« APNIC & Member evaluation

— Should be the same

i
Fl
=
a
L
O
L# ]

| =
=
Fm
o]
——a
—
T—
o]
.
=

E
k]
—F
e
ff
.
L=
=]
'
"
<

* [f NO, APNIC will ask member to obtain more
Information

— Iterative process

« If YES, APNIC approves 2nd opinion request




Asia Pacifiec Network Information Centre

@ APNIC

2"d opinion request approval

Dear XXXXXXX,

APNIC has approved your "second opinion"” request to make
the following assignment:

[netname]
[address/prefi

Please ensure that you update the APNIC whois database

to register this assignment before informing your
customer or requesting reverse DNS delegation. Do this

using the form at:

itp:/ /www.apnic.net/apnic-bin/inetnum.pl

Important:

Unregistered assignments are considered as "unused”




Customer assignment

» Member updates internal records
— Select address range to be assigned
— Archive original documents sent to APNIC
— Update APNIC database
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» Clarify ‘status’ of address space
— APNIC requirement is ‘Non portable’

— 'Portable’ assignments are made by APNIC only
with the end-user request form

« Organisation must have technical requirement




Questions ?
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The APNIC Database

Protection and Updating




Database protection
- maintainer object )

mntner: MAINT-WEF-EX

descr: Maintainer for ExampleNet Service Provider
country: WE

admin-c: ZU3-AP

tech-c: KX17-AP

upd-to: kxander@example.com
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mnt-nfy: kxander@example.com

auth: CRYPT-PW apHJ9zF30

mnt-by: MAINT-WF-EX

referral-by: MAINT-APNIC-AP

changed: kxander@example.com 20020731
source: APNIC

* protects other objects in the APNIC database

@ APNIC
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Creating a maintainer object

1. Fill out webform

— Provide:
«  Admin-c & tech-c
+  password
+ emall address etc

2. Completed form will be sent to you

3. Forward request to maint-
request@apnic.net

4. Maintainer will be created manually
«  Manual verification by APNIC Hostmasters

5. Update your person object with mntner
http://www.apnic.net/services/whois quide.html




Database protection

()
» Authorisation L
— "mnt-by” references a mntner object
* Can be found in all database objects
* "mnt-by” should be used with every object!
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 Authentication

— Updates to an object must pass
authentication rule specified by its
maintainer object




inetnum:
netname:

descr:
country:
admin-c:
tech-c:
upd-to:
mnt-nfy:
auth:
mnt-by:
changed:
source:

Asia Pacifiec Network Information Centre

@ APNIC

Authorisation mechanism

202.137.181.0 — 202.137.185.255
EXAMPLENET-WF
ExampleNet Service Provider

MAINT-WF-EX

MAINT-WF-EX

Maintainer for ExampleNet Service Provider
WF

ZU3-AP

KX17-AP

kxander@example.com
kxander@example.com
CRYPT-PW apHJ9zF 30
MAINT-WF-EX
kxander@example.com 20020731
APNIC




Authentication methods

e ‘auth’ attribute

— <none-~>
« Strongly discouraged!
— Crypt-PW
* Crypt (Unix) password encryption
+ Use web page to create your maintainer

- PGP - GNUPG

+ Strong authentication
* Requires PGP keys

— MD5

« Soon available
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Mnt-by & mnt-lower

‘mnt-by’ attribute
« Can be used to protect any object

« Changes to protected object must satisfy authentication rules of
‘'mntner’ object.

‘mnt-lower’ attribute

Also references mntner object

Hierarchical authorisation for inethum & domain objects
The creation of child objects must satisfy this mntner

Protects against unauthorised updates to an allocated range -
highly recommended!
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@ APNIC

Authentication/Authorisation

— APNIC allocation to member
* Created and maintained by APNIC

o

Inetnums: 203.146.96.0

netname: IOXINFO-TH

descr: Loxley Information Company Ltd.
Bescr: 304 Suapah Rd, Promprab,Bangkok
CoOUnEry: *H

= | _].ﬁllfl i P i i A LP

tE' I:-hl._l: . I::TTE_J.EL

mnt-by: APNIC-HM

mnt-lower: LOXINFO-IS

changed: hostmasterfapnic.net 19990714
sSolrce: APNIC

Only APNIC can change this object
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@ APNIC

Authentication/Authorisation

— Member assignment to customer
* Created and maintained by APNIC member

203146 113,64 — 203,140, 113,127
SCC-TH
Sukhothai Commercial Coll
TH
admin-c: SI10-AP

tegh-c: VES=RAF
mnt-by: LOXINFO-1IS
changed.: voraluck@loxinfo.co.

source: AEFNIC

Only LOXINFO-IS can change this object



Database update process

— Email requests to iautﬂ-dbm@ﬂpﬂiﬂ-ﬂet:’

— Each request contains an object template

Update Request <auto-dbm@apnic.net> Whois Server
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!C Warnings/Errors returned



Database update process

« Update transactions
— Create a new object
— Change an object
— Delete an object
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* Updates are submitted by email

« E-mail tnzl <auto-dbm@apnic.net>|
* Email message contains template
representing new or updated object




Database update - web

» Creates a template through the web

form

+ Template will be sent to you by email
« This should be forwarded to:

Template
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-:autu-dbm@apnic.net}

— Common error

* to reply to the email
— (Adds extra character in front of each line)

http://www.apnic.net/services/whois guide.html




Authorisation

 Parser checks the maintainer @

object referenced in “mnt-by” attribute
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* Failed Authorisation

— Template NOT corrected

— object NOT accepted

« Automatic email notification sent
— to requestor

 Automatic email notification sent
— to “notify” address




Database update process

» Successful update

— If Parse and Auth. steps succeed, ‘ J
database is updated

— Confirmation by email to requestor
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* Mirror to public server

— Updates mirrored to "whois.apnic.net”
+ may take up to 60 minutes




Updating an existing object

» Change relevant fields

» Add your maintainer password
» Update the changed attribute
» Email updated object to:
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<auto-dbm@apnic.net>

* Note
— Primary keys cannot be modified




Deleting an object

— Copy object as-is in database into email
— Add your maintainer password
— Leave the changed attribute

inetnum: ZDZE . 182 ZF2d N = FNFE. 18X F2H . P
netname: SONY-HEK
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mnt-oy: MATNT-CNS-AP

changed: ph@macroview.com 19990617

source APNIC

password: x34zky

delete: no longer required mefcompany.com

@ APNIC

Note: Referenced objects cannot be deleted (02/99)
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@ APNIC

Forgotten the password ?

Requires legal documentation

Unfortunately we cannot change the password for the maintainer
until we have received a fax with your company's letterhep<
confirming the request to modify the password. Confirmation
In the fax, please include the following: hl{ fax
; g : required on
Attention: APNIC Database Administration Department
company
The APNIC Account name of your company and your letter head
personal nic handle. If you do not have an APNIC account;
then please state ‘'NON-MEM'.

The current maintainer object which is to be modified, as

obtained from ‘whois —h whois.apnic.net MAINTAINER-
OBJECT

The new password/authorisation for the maintainer.

The signature of a contact for the maintainer.

We do not recommend using personal names for maintainer objects




Questions ?
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@ APNIC

Reverse DNS Delegation

Regqistry Procedures



Overview

Lentre

» Reverse DNS Delegation
 APNIC & Member responsibilities
» Reverse network delegations (/16)
» Reverse network delegations (/24)
» Subnet delegations

» Delegation procedures
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What is ‘Reverse DNS’?

» ‘Forward DNS' maps names to numbers
— svc00.apnic.net -> 202.12.28.131
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* ‘Reverse DNS' maps numbers to names
—202.12.28.131 -> svc00.apnic.net




In-addr.arpa

» Hierarchy of IP addresses

— Uses ‘in-addr.arpa domain
* INverse ADDRess

 |P addresses:

— Less specific to More specific
+ 210.56.14.1

« Domain names:

— More specific to Less specific
+ delhi.vsnl.net.in
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— Reversed in in-addr.arpa hierarchy
* 14.56.210.in-addr.arpa




Reverse DNS delegation

Rev DNS

- Mapping numbers to names - reverse DNS’

ork Infarmation Centre
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Reverse DNS - why bother?

e Service denial

* That only allow access when fully reverse
delegated eg. anonymous ftp

» Diagnostics
+ Assisting in trace routes etc
» Registration
+ Responsibility as a member and Local IR
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Member responsibilities

» Are to
— Be familiar with APNIC procedures

— Ensure that addresses are reverse-mapped
— Maintain nameservers for allocations

— Minimise “pollution” of DNS
« syntax or configuration errors
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« Are notto

— Manage reverse delegation of zones for
addresses not (yet) assigned or allocated
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/16 network delegations

If a member has a /16 allocated, APNIC will
delegate the entire zone to the member

« APNIC requirements are

— Entire /16 is allocated to organisation

— Member manages network delegations to
customers

— Member's NS is primary

— Other secondary servers are recommended
« Recommend asking APNIC to secondary zone




124 network delegations

If a member has an allocation smaller than a /16
(eg. /19) then APNIC delegates each /24
separately
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* APNIC requirements are
— Each /24 address is assigned or allocated
— One NS set up as primary
— Al least one other NS set up as secondary
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Subnet delegations

Reverse delegation is also possible for a
124 shared by more than one customer
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« APNIC requirements

— Same as for network delegations; we
reverse delegate the entire /24 RFC “
. 2317

Asia Pac

— Read “classless in-addr.arpa delegation”
 http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2317 .txt




Delegation procedures

« Upon allocation, member is asked if they want /24 place
holder domain objects with member maintainer

— Gives member direct control

« Standard APNIC database object,

— can be updated through online form or via email.

i
i
=
a
L
O
=
=
Fm
o]
——a
—
o]

F
-
-
k]
—F
e
ff
.
U
=]
'
"
<

« Nameserver/domain set up verified before being submitted
to the database.

« Protection by maintainer object
— (current auths: NONE, CRYPT-PW, PGP).

« Zone file updated 2-hourly




Asia Pacifiec Network Information Centre

@ APNIC

domain:
descr:
country:

admin-c:

tech-c:
zone-c:
nserver:
nserver:
mnt-by:

changed:

source.

Example ‘domain’ object

124.54.202.in-addr.arpa
co-located server at mumbai
IN

VT43-AP

IA15-AP

IA15-AP

dns.vsnl.net.in
giasbm01.vsnl.net.in
MAINT-IN-VSNL
gpsingh@vsnl.net.in 20010612
APNIC

Rev DNS




Delegation procedures

» Complete the documentation
« http://www.apnic.net/db/domain.html

 On-line form Interface
— Real time feedback

— Gives errors, warnings in zone configuration

« serial number of zone consistent across nameservers
« nameservers listed in zone consistent

— Uses database ‘domain’ object
« examples of form to follow..
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Asia Pacifiec Network Information Centre

@ APNIC

Reverse DNS request form

EI reale Bomar DEpert - “irrmsofl Inbemet Faplorer
| e g% ger Fpote Jock e
1G*0- ARG 18 W--

| e | heepse ) renana s, st apic-benyersform pi

L_ o Adia Pacific Melwork Information Canlng

E S N i & AT | RREDUTGE services | Traiming | Mestings | Mamhborship | Docpmengs | Wssde B Gasrch | irderned comimunity

Domain Object

Wl s hig o 1 e sssd Tor
This formn assists in the creataon and maimenance of domeain cbyjects. The doman class

i " indiEales rod ey Hedd )

*Domain:

*DEE[}[‘: mh::anmmur-m This is _;J

i e . A o el i e
This remeer s dlstegation cone for the =

Country:

*Admin-c:
=
An admin-c mustbe someone physicallylocated at the site of the network.

Rev DNS




Asia Pacifiec Network Information Centre

@ APNIC

Request form

;l:rl.'lll.l.'“.l'lllﬂl'l Objpect - “eorosel Inkernel Eaplorer
Gla Edt  ew Fgeortel  [ook  Hep
1-.}' bt B ;. l & £ w ﬁ =

| | Baghrmia 1&] o e, SO0, Rest Lapemic-ben doe ef ormn. pl

Rev DNS

*Nserver:

Remarks:

Notify:

*Mnt-by:

*Password:

Wau m uel T upply @ paEsward far ane of Lhe malnlaliners llziad Inth k1l ield

Mnt-lower:

dns . vsnlnetin
giasbmO1.vsnl.netin

=

-

=l

This 2mal | addrzss will b2
nalikzd by Lha L PHIC dalabase

whan Lhis abyed © mnges

L |

MAINT-WF-EX

1 Thes zsiops adhoo additions
beneath this zone.




Evaluation

 Parser checks for

— ‘whois’ database

* |P address range is assigned or allocated
* Must be in APNIC database

— Maintainer object
« Mandatory field of domain object

— Nic-handles
* Zone-c, tech-c, admin-c
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Online errors (also via email)

Rev DNS

J Domain Update Aesults - Microsoft Internet Explorer

| Ele Edt View Go Favoites Help

Please wait while your request is processed.
Parsing and validating your submission ...

Errors encountered

Your update reque st was unable to be completed due to the following errors. Please
correct them and try again. If the error is temporary in nature, correct the error and
‘Reload’ this page (possibly this frame).

Asia Pacifiec Network Information Centre

« *"ERROR*. SOA on "ns.apnic.net” does not match SOA on "svc00.apnic.net”. All nservers
must respond with the same SOA

« "ERROR*. NS RR for ns.telstra.net found on sve00.apnic.net but not in supplied template.
« "ERROR*. NS RR for ns.telstra.net found on sve00.apnic.net but not in supplied template.
« *ERROR*. NS RR for ns.telstra.net found on ns.apnic.net but not in supplied template.

« *ERROR*. NS RR for ns.telstra.net found on ns.apnic.net but not in supplied template.

« *ERROR". cross-check of listed NS RR failed.

@ APNIC

2] || (@ intemet zone



ﬂpﬁlgﬁx
_.-""f '|ﬁ".|'|ﬂ.l.

Request submission error

=} Domain Update Rezults - Microzoft Internet Ezplorer

| File Edit View Go Favoites Heb

Verifying your authorisation ....

Your maintainer uses the 'CRYPT-PW' or 'NONE' authorisation schema. Attempting to submit
yvour request directly to the database.

Update results

Connection closzed.

% Right=zs restricted by copyright. See
http: //www.apnic.net/db/dbcopyright .html
Update FAILED: [domain] 174.202.in-addr-arpa UpdEtE failed

domain: 174.202 .in-addr .arpa

descr: in-addr.arpa zone for 202.174/16
admin-c: DNS3-AP

tech-c: DNS3-AP

zone-c: DNS3-AP

nserver: ns.apnic.net —
nserver: svc00.apnic.net Authorisation

mnt-by: MAINT-AP-DNS-DEFAULT / failed

Asia Pacifiec Network Information Centre

changed: dns-adminfapnic.net 20000215
source: APNIC
*ERROR*: authorisation failed, request forwarded to maintainer

@ APNIC

Processing completed
2] J || Internet zone




Asia Pacifiec Network Information Centre

@ APNIC

APR ?ﬁt
_.-""f -|ﬁ".|'|ﬂ.l.

Rev DNS

Successful update

T Domain Update Results - Microsoft Internet Explones

| Fle Edt Yew Go Favees  Hel

Please wait while your request is processed.
Parsing and validating your submission ...

Warnings generated

Verifying your authorisation ....

Tour madntaner uses the 'CEYFT-PW' or WONE' autherizaton schema  Attempting te subirl your request directly to
the database

Update results

Connection clo=sesd.
* Rightz restricced by Ccopyright. Ses hLcp: A, SPN1C . NS fdby dhcopyright. ]'I'.II'II

lpdate O¥: [domain] 174.202.in-addr.acpa

Update ok!

Processing completed.

] . [ [ (@ ntemet 20ne



Questions?

 Are all your zones, and your customer
zones registered?
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Database Administrivia

Role objects and advanced
queries




Role object

DB admin

» Represents a group of contact
persons for an organisation

— Eases administration

— Can be referenced in other objects
iInstead of the person objects for
Individuals

* Also has a nic-hdl

i
Fl
=
]
L
0
L# ]
| =
=
Fm
o]
——a
—
o]
.
=
-
k]
=
==
ff
.

=

)
o
‘o
<

— More info on role objects:
* http://www.apnic.net/db/role.html




Aﬁﬁh&%@rﬂEﬂ:hs

role:
address:
country:
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phone:
fax-no:
fax-no:
e-malil:
admin=-c:
tech-c:
tech=-c:
ig=hdl:
mnt-bhy:

Source;

@ APNIC

Role object - example

OPTUS IP ADMINISTRATORS
101 Miller Street North
All
+6]1=2=83427681
+El—E—ﬂJ4;UElJ
2=9342-09498

H—Jj4;—nl

nﬂﬂﬁﬂptuz.nﬁt.au
NC8-AP

NC8-AP

SC120-AP

OAZ-AP
MAINT-OPTUSCOM-AP
APNIC

Sydney

Contains contact info for several

Values

of

DB admin



Creating a role object

DB admin

* Whois —t role
— Gives role object template

 Complete all fields

— With the nic-hdls of all contacts in your
organisation

« Send to
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<auto-dbm@apnic.net>
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ol (KX17-AP) person object.

Replacing contacts in the DE
- Using person objects

DB admin

inetnum:
202.0.10.0

K. Xander is leaving my
organisation. £. Ulrich
replaces him.

ZU3-AP

1. Create a person object for

new contact (£. Ulrich). inetnum:

202.0.12.127

persorn.

2. Find all objects containing

old contact (K. Xander). ZU3-AP .”ZLJS-AF'

3. Update all objects, replacing
old contact (KX17-AP) with Inetnum:
new contact (ZU3-AP). 202.0.15.192

4. Delete old contact's ZU3-AP
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Replacing contacts in the DE
— Using a role object

X

E

DB admin

K. Xander is leaving my
organisation. £. Ulrich replaces him.

person: Inetnum:

202.0.10.0
ZU3-AP

I am using a role object containing
all contact persons, which is
referenced in all my objects.

EIPA91-AP

iInetnum:
1. Create a person object for 202.0.12.127
new contact (Z. Ulrich). ZU3-AP

g EIPA91-AP
2. Replace old contact CD2-AP

(KX17-AP) with new contact

(ZU3-AP) in role object By Inetnum:
TRRRAS R 202.0.15.192

3. Delete old contact’s person

T oPlect. EIPA91-AP

No need to update any other objects!



Summary

DB admin

» Use role objects for all your contacts

* Easier to administer your contacts
+ Keep the role object up-to-date
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Questions ?
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@ APNIC

Autonomous System Numbers

Procedures



Overview

* What is an AS?

» Guidelines and procedures

» Application form (documentation)
» Policy expression
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What is an Autonomous
System?
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— Collection of networks with same routing
policy

— Usually under single ownership, trust and
administrative control




When do | need an ASN?

* When do | need an AS?

— Multi-homed network to different
providers and
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— Routing policy different to external peers

RFC “
1930
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 Recommended reading!

— RFC1930: Guidelines for creation,
selection and registration of an
Autonomous System




When don’t | need an ASN?

 Factors that don’t count

— Transition and ‘future proofing

— Multi-homing to the same upstream
« RFC2270: A dedicated AS for sites
homed to a single provider
— Service differentiation
« RFC1997: BGP Communities attribute
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Requesting an ASN

» Complete the request form

— web form available:
« http://www.apnic.net/db/aut-num.html
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» Request form is parsed - real time

— Must include routing policy
« multiple import and export lines

— Is checked for syntactical accuracy
« based on RPSL (rfc2622)

— Peers verified by querying routing table
— [NO-PARSE] will not send request to parser




Requesting an ASN -
customers

1. Requested directly from APNIC

« AS number is "portable”

2. Requested via member
« ASN is "non-portable” i

* ASN returned if customer changes provider
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 Transfers of ASNs

— Need legal documentation (mergers etc)
— Should be returned if no longer required




Asia Pacifiec Network Information Centre

Q-0 -2&

ASN request form

; Creste Auk-num Ohject - Microsalt Intermet Explorer

sl o e

fgddress J-ﬂ bk b Beronps . i nak ['sprez baedormbeom . pl

Goaghe -{ 2] Pianh Gt ligtowsti e | 02

@ APNIC

(j _-I Aszla Pacific Metwork Infarmation Cenire
AFHIC MO IR e T | Training | FMesdings | Memdarship | Booumands | Whois B Saecch | inderned commandty

Aut-num Object

W 15 This Toorm G hee nsesd Tory
This i As&IEE inthea craafion and mainlanance of aulkmim abjects The autknum obiscl describes Te dlalla ol the re@siensd ownes of a0 Aunomoue Syslem

and Feir roving pelicy for el 5. See BEC 2622 for delails

Help completing this form GUidE tD thE ASN request fﬂrm

e s the Capdes o fres B PREC AS PMpniber Recpeest Form *_

{* Inclicadas mardaboey iald

‘Hame: .
Thie nama of the parson compdating this form s (B S

“Acenunl-name: ~
ACME-PH
Your APMNIC acCounl nams “a

i latlonshlp:
H‘nlllgi-nru.n:hl.:'t: nrl-;an.r;:h:m &g Consuliant for amployee or )



Asia Pacifiec Network Information Centre

@ APNIC

Request form — routing polic

=I reafa Pt - e b ject - Fioroseft Inbernel Esploner
Fla Ede yuw Fgvorbes Dok el
|G- Q- g | e e -

M:H‘;;;Jﬂ_] v [ emm, apa et apeae Soae{erabormnl
Coogle - =] s web  GSeschShe

System (AT

“Descr:
A shor descriglion of thi= ohject and the name of
the orjaresation aeancialed wath il

Comm by
BMarse af the Counlry of The adrer-¢

Impoat;

Roubrg|infomaalion your A5 vall acoapl ko
naighboleing Sadoncmous Systams

Import

Expnan:
genaraiyd muting informaton youwr A5 vl send to
peor Autonomous Syshems

Export

Dataut:
if applicable, a descnption of how defaul rouling
pokcy is appled

&

from AS1 Action pref=100;
accept ANY
from AS2 Action pref=100;
accept ANY

rom A% Rcliom peel=10HE

i ASA Artion poef= 1M
Accep] AMY
accegd AMY

mnalion regarding RESL syniae can ba fouwnd in 2

to AS1 announce THIS-AS
to ASZ2 announce THIS-AS

&5 1 annmesce THS-AS
i K52 anfinirecs THS-AS

mmation regarding RPEL syriax can be found in REC JE00

rwulf AL =onst>

Sore infomation egmding RPSL swmias can be found in BF

a 1o AS0LA Anncunce THIS-AS

A 10 ATEEES Arhen irsd=10




4 Aut-num object example
£ aut-num: ASATTT
E as-name: APNIC-NSPIXP2-AS
= descr: Asia Pacific Network Information Centre
2 descr: AS for NSPIXP2, remote facilities site
- import: from AS2500 action pref=100; accept ANY
= import: rom AS2524 action pref=100; accept ANY
ij import: from AS2514 action pref=100; accept ANY
&‘—- export: to AS2500 announce AS4777
export: to AS2524 announce AS4777 POLICY
export: to AS2514 announce AS4777 RPSL
), default: to AS2500 action pref=100; networks ANY
=y  admin-c: PW35-AP
E tech-c: NO4-AP
< remarks: Filtering prefixes longer than /24
mnt-by: MAINT-APNIC-AP
‘{/ changed: paulg@apnic.net 19981028

source: APNIC




Questions ?

 \WWant to learn more about RPSL and
routing policy?

— Come to the IRR tutorial tomorrow,
Tuesday!
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IPv6

Overview, Policies & Procedures
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IPv6 address policy
- goals

Efficient address usage
* Avoid wasteful practices

Aggregation
* Hierarchical distribution

» Aggregation of routing information

* Limiting no of routing entries advertised into
the Internet

Minimise overhead
+ Associated with obtaining address space

Registration, Uniqueness, Fairness &
consistency



IPv6 initial allocation criteria

« Be an LIR
— Not be an end site

» Plan for at least 200 /48 assignments
to other organisations within 2 years

» Plan to provide IPv6 connectivity to
organisations and to end sites
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IPv6 allocation policy
- initial allocation

 First allocation size ('Slow start’)

— /32 if no previous assignment history

* Large allocation facilitates the creation of
hierarchy within allocation

— Larger possible if technically justified

* Previous assignment history taking into
account
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— Existing /35 holders
» Eligible to have /35 expanded to a /32




IPv6 assighments

» /48s assignments per end site
* /64 only one subnet
/128 only one device connecting

* Multiple /48s

— Should be reviewed by RIR/NIR
— Second opinion process follows

 |SP Infrastructure
— /48 per POP
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Portable IPv6 assignments
for IXPs

» Demonstrate ‘open peering policy’
* 3 Or more peers

_ _ New policy
» Portable assignment size: /48 “<Fuitley

— All other needs should be met through
normal processes
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— /64 holders can “upgrade” to /48

* Through NIRs/ APNIC
 Need to return /64




References

* |Pv6 Resource Guide
« http://www.apnic.net/services/ipv6 guide.htmi

 |[Pv6 Policy Document
» http://www.apnic.net/policies.html

* |Pv6 Address request form
» http://ftp.apnic.net/apnic/docs/ipvb-alloc-request
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FAQ
 http://www.apnic.net/info/faq/IPv6-FAQ.html




Questions ?

« More IPv6 to be discussed in the IPv6
technical SIG on Wednesday
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Summary

What we have covered today



Summary - responsibilities

« As an APNIC member and custodian
of address space

— Be aware of your responsibilities
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— Register customer assignments in
APNIC database

+ Keep this data up-to-date & accurate
— Educate your customers

— Document your network in detall
+ Keep local records

— Register reverse DNS delegations
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Summary

* “Do the right thing”

— Think about routing table size &
scalability of Internet
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— Encourage renumbering
— Announce aggregate prefixes

— Think global not local
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Thank you !!

Your feedback is appreciated
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Supplementary
Reading




Introduction

» Regional Registry web sites

— APNIC
* http://www.apnic.net

— ARIN

* http://www.arin.net

— RIPE NCC
 http://www.ripe.net

» APNIC past meetings

* http://www.apnic.net/meetings
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Introduction

« APNIC members

* http://www.apnic.net/members.html

 Membership

— Membership procedure
http://www.apnic.net/membersteps.html

— Membership application form
http://www.apnic.net/apnic-bin/membership-
application.pl

— Membership fees
http://www.apnic.net/docs/corpdocs/FeeSchedule.htm
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l APRIC®T
A 2003

Member services helpdesk

* One point of contact for all member enquiries

— Extended operating hours
* 9:00 am to 7:00 pm (Australian EST, UTC + 10 hrs)

» More personalised service

— Range of languages

+ including Cantonese, Filipino, Mandarin, Thai, Vietnhamese
etc.

» Faster response and resolution of queries

« such as IP resource applications, status of requests,

obtaining help in completing application forms, membership
enquiries, billing issues & database enquiries



Introduction to APNIC & IR
Policies

» (Classless techniques

- CIDR

« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1517-19.ixt

+ Network Addressing when using CIDR
ftp://ftp.uninett.no/pub/misc/eidnes-cidr.ps.Z

« Variable Length Subnet Table
http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1878.txt

» Private Address Space

— Address Allocation for Private Internets
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1918.txt

— Counter argument: Unique addresses are good
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1817 .ixt
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APNIC Mailing Lists

apnic-talk

— Open discussion relevant to APNIC community
and members

* e.g. policies, procedures efc
apnic-announce
— Announcements of interest to the AP community

Ipve-registry

— IPv6 allocation and assignment policies
http://www.apnic.net/net _comm/lists/
subscribe via <majordomo@apnic.net>

archives at http://ftp.apnic.net/apnic/mailing-
lists



The RIR System

» "“Development of the Regional Internet
Registry System”
— Internet Protocol Journal
« Short history of the Internet

— http://www.cisco.com/warp/public/759/ip]
4-4/ip] 4-4 regional.html
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Policies & the Policy
Environment

» Policy Documentation

— Policies for address space management
In the Asia Pacific region

* http://www.apnic.net/docs/policy/add-
manage-policy.html

— RFC2050: Internet Registry IP allocation
Guidelines
« http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2050.txt
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Address Request Procedures

» Addressing Guidelines

— Designing Addressing Architectures for Routing
& Switching Howard C. Berkowitz

» Address Request Forms

— ISP Address Request Form
http://www.apnic.net/services/ipv4/

— Second-opinion Request Form
— http://cgi.apnic.net/apnic-bin/second-opinion-
request.pl

— No Questions Asked

http://ftp.apnic.net/apnic/docs/no-questions-
policy
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APNIC Database

» APNIC Database Documentation
— http://ftp.apnic.net/apnic/docs/database-update-
Info
— http://ftp.apnic.net/apnic/docs/maintainer-
request
— http://www.apnic.net/apnic-bin/maintainer.pl

— http://www.apnic.net/services/whois_guide.html
« RIPE Database Documentation

« Database ‘whois’ Client

— http://ftp.apnic.net/apnic/dbase/tools/ripe-dbase-
client.tar.gz

— http://www.apnic.net/apnic-bin/whois2.pl
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Person Object Template

person:
address:
country:
phone:
fax-no:
e-mail:
nic-hdl:
remarks:
notify:
mnt-by:

changed:

source:

[mandatory]
[mandatory]
[optional]
[mandatory]
[optional]
[mandatory]
[mandatory]
[optional]
[optional]
[mandatory]
[mandatory]
[mandatory]

[single]
[multiple]
[single]
[multiple]
[multiple]
[multiple]
[single]

[multiple]
[multiple]
[multiple]
[multiple]
single]

lookup key]

:Innkup key]

primary/look-up key]
]
inverse key]
inverse key]
il
i)
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Role Object Template

role:
address:
country:
phone:
fax-no:
e-mail:
trouble:
admin-c:
tech-c:
nic-hdl:
remarks:
notify:
mnt-by:

changed:

source:

[mandatory]
[mandatory]
[optional]
[mandatory]
[optional]
[mandatory]
[optionall
[mandatory]
[mandatory]
[mandatory]
[optional]

[loptional]

[mandatory]
[mandatory]

[mandatory]

[single]
[multiple]
[single]
[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
single]

[multiple]
[multiple]
[multiple]
[multiple]
single]

lookup key]

lookup key]

fihverse key]
inverse key]
[primary/look-up key]
[ ]
inverse key]
inverse key]

[]
[]
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Maintainer Object Template

mntner:
descr:
country:
admin-c:
tech-c:
upd-to:
mnt-nfy:
auth:

remarks:

notify:
mnt-by:

referral-by:
changed:

source.

[mandatory]
[mandatory]
[optional]
[mandatory]
[optional]
[mandatory]
[loptional]

[mandatory]
[optional]

[optional]

single]
[multiple]
[single]

[mandatory]
[mandatory]
[mandatory]
[mandatory]

[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
[multiple]
single]
[multiple]
[single]

]
i

g
il

i
[]

inverse key]
inverse key]
inverse key]
inverse key]

inverse key]
inverse key]
inverse key]

| AFH@#T
A 20 |I X .I!
-.; AAA

F

[primary/look-up key]
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Inethum Object Template

inetnum:
netname:
descr:
Cnuﬂtry:
admin-c:
tech-c:
rev-srv’
status:
remarks:
nﬂtif}-‘:
mnt-by:
mnt-lower:

mnt-irt:
source:

-maﬂdatﬂry.
mandamw
mandatﬂw
mandatﬂw
'mandatory]

[mandatory’
[optional]

:fTIEir*|;:|a;[l::|wj
:DptiDHEI:
optional
[mandatory]
[optional]
:Dptiﬂnalj
:Dptiﬂnat
[mandatory]
[mandatory]

single]
[single]

single]

[single]

multiple]
multiple]
multiple]
multiple]

multiple
multiple]
[multiple]
multiple]
[multiple]
[multiple]

E APH CeT
A 2003
B FLLE

:primaryﬂﬂnk_up key]
lookup kEy]

i
]
inverse key.
inverse key|
inverse ke}f’j

[]
[]

[inverse key]
[inverse kEy
[inverse kEy
[inverse key]
[inverse key

[]
[]
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Aut-num Object Template

aut-num:
as-name:
descr:
country:

member-of;

import:
export:
default:
remarks:
admin-c:
tech-c:
cross-mnt:
cross-nfy:
notify:
mnt-lower:

mni-routes:

mnt-by:
changed.
source:

loptional
loptional
loptional
loptional

loptional
loptional
loptional

'mandatory]
mandatory]|

mandatory]|
loptional

joptional
mandatory]|
mandatory]|
loptional

loptional
mandatory]

mandatory]|
mandatory]|

single
single
multiple]
single
multiple]
multiple]
multiple
multiple
multiple
multiple]
multiple
multiple
multiple
multiple
multiple
multiple]
multiple
multiple
single]

inverse key]
inverse key]
Inverse key]
inverse key]
inverse kKey]
inverse key]
inverse key]
inverse key]
i
]

| AFH@#T
A 20 |I X .I!
-.; AAA

F

[primary/look-up key]
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Domain Object Template

domain:
descr:
country:
clelyyliglex
tech-c:
Zone-C:
nserver.

sub-dom:

dom-net:
remarks:
notify:
mnt-by:

refer:
changed:

[mandatory’
[mandatory’
optional]

[mandatory.
[mandatory’
mandatory

‘mandatory]
optional

:Dptiﬂnalj
optional]
:Dptiﬂnal:
[mandatory]
:Dptiﬂnal:
:Dptiﬂnalj
[mandatory]
[mandatory]

multiple]
single]

single]

multiple;
single]
multiple]
multiple
multiple]
multiple]
multiple]
multiple]
multiple]
multiple]
multiple]
single]

y
]
:iﬂVErSE kEy:
inverse key.
inverse key.
inverse kEY:

inverse key.

inverse key!

inverse key.

E APH CeT
A 2003
B FLLE

[primary/look-up key]



Reverse DNS

 Request Forms

* http://www.apnic.net/db/revdel .html
* http://www.apnic.net/db/domain.html

» Classless Delegations
« http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2317 .txt

» Common DNS configuration errors
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1537 .txt
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Reverse DNS

 Domain name structure and
delegation
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1591 .txt

 Domain administrators operations
guide
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1033.txt

» Taking care of your domain
« ftp://ftp.ripe.net/ripe/docs/ripe-114.txt

» Tools for DNS debugging
« http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2317 .txt

i
Fl
=
]
L
0
L# ]
| =
=
Fm
o]
——a
—
o]
.
=
-
k]
=
==
ff
.

=

)
o
‘o
<




L
O
L# ]
| =
=
Fm
o]

——a

—
T—
o]
.
=

E
k]

—F

e
ff

.
L=
=]

'

"

<

AS Assignment Procedures

 Guidelines for the creation, selection,

and registration of an AS
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1930.txt

» Routing Policy Specification Language
(RPSL)

— http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2280
Axt



IPv6

» |[Pv6 Address Allocation & Assignment
Policy
* http://ftp.apnic.net/apnic/docs/ipv6-address-
policy
* |Pv6 Address request form

« http://ftp.apnic.net/apnic/docs/ipve-alloc-
request

* FAQ
* http://www.apnic.net/info/faq/IPv6-FAQ.html
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IPv6: HD Ratio 0.8
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IPv6 Total site addrs

prefix|Site addr bits in /48s Threshold| Util%
42 6 64 28| 43.5%
36 12 4096 776| 18.9%
35 13 8192 1351 16.5%
32 16 65536 7132 10.9%
29 19 524288 37641 7.2%
24 24 16777216 602249 3.6%
16 32 4294967296 50859008 1.2%

8 40| 1099511627776 4294967296 0.4%

3 45|35184372088832 68719476736 0.2%

RFC3194 "The Host-Density Ratio for Address Assignment Efficiency”
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Other Supplementary Readinc

» Operational Content Books
— ISP Survival Guide - Geoff Huston

» BGP Table

— http://www.telstra.net/ops/bgptable.htmi
— http://www.merit.edu/ipma/reports

— http://www.merit.edu/ipma/routing table/mae-
east/prefixlen.990212.html

— http://www.employees.org/~tbates/cidr.hist.plot.
html

» Routing Instability
— http://zounds.merit.net/cgi-bin/do.pl
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Other Supplementary Readinc

» Routing & Mulithoming

— Internet Routing Architectures - Bassam
Halabi
— BGP Communities Attribute
* http://ftp.apnic.net/iett/rfc/rfc1000/rfc1997 .txt
« http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1998.txt
— Multihoming

* Using a Dedicated AS for Sites homed to a
Single Provider
http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2270.txt
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Other Supplementary Readinc

» Filtering
— Egress Filtering
http://www.cisco.com/public/cons/isp

— Network Ingress Filtering: Defeating Denial of
Service Attacks which employ IP Source
Address Spoofing

http://ftp.apnic.net/ietf/rfc/rfc2000/rfc2267 .txt
» Dampening
— case studies at
http://www.cisco.com/warp/public/459/16.html

 Traceroute Server
— http://nitrous.digex.net
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Other Supplementary Readinc

» Renumbering

— Network Renumbering Overview: Why
Would | Want It and What Is It Anyway?

* http://ftp.apnic.net/ietl/rfc/rfc2000/rfc2071.txt

— Procedures for Enterprise Renumbering
* http://www.isi.edu/div7/pier/papers.html

* NAT

— The IP Network Address Translator
* http://ftp.apnic.net/ietf/rfc/rfc1000/rfc1631.txt



