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Problems of IPv4

OExhaustion of | Pv4 addresses
04 bytes=4.3 billion
>Much less than the human population (6.1 billion)

OWill be exhausted in around 2008
ORegistries are allocating | Pv4 addr esses by sever e policy

>Nobody can obtain enough 1 Pv4 addresses

Olncrement of routing infor mation
ORouting information cannot be aggr egated effectively
>Unaggr egatable addr ess assignments
080,000 entries at present

OBurden for backbonerouters
>Unstability, accidents

OProliferation of NAT
OBreaking the Internet ar chitecture
OEnclosureof users




The Internet architecture(1)

Good old days
End-to-end

Bidirectiona
——— The Internet
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These days
Enclosed
Unidirectional

The Internet

The Internet architecture(2)

OFlat | nter net

OBidirectional communication
O End-to-end communication
>True communication infrastructure
>Much easier to deploy inventive new applications

OPatched Internet by NAT

o Unidirectional communication

OEnclosed communication
>Single point of failure
>Evolution of application are suppressed by NAT
>Accounting from serversisimpossible




|IPv6

OAddress extension
016 bytes= 3.4 x 10"38

065,536 subnets (minimum) for everybody (/48)
>Class A (in theold term) per site

OStarting over
O Some technologies are mandatory
>Plug and play
>End-to-end security (i.e. | Psec)
O Aggregatable global addresses from the start
>Reducing external routing information to 8,192

OParadigm chage for applications

O End-to-end and bidirectional communication
O|Pv6isaNAT-freeworld

>Cédlular phone, automobiles, home networ k, game machines, ...
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Address notation

OSeparate 4 figures of hexadecimal by " :"

o ff02: 0000: 0000: 0000: 0000: 0000: 0000: 0001
0 3ffe; 0501:0008: 1234:0260: 97ff:fed0: efab

OPreceding O for each piece can be omitted
0ff02:0:0:0:0:0:0:1
0 3ffe:501: 8:1234: 260: 97ff: fed0: efab

OContinuous 0 piece can be expressed by "::" (at most once)
off02::1

OPrefix length (0 - 128) is placed after " /"
0 3ffe:500::/24

Address block

OThe address space of IPv6 isdivided into 8 blocks (/3)

03 bitsisnot friendly to hexadecimal
OLet’sconsider /4 (i.e. 16 blocks)

OThefirst hexadecimal figure:
00,1 Special (e.g loopback)
02,3 Global address (aggregatable global address)
04,5 Not assigned
06,7 Not assigned
08,9 Not assigned
Oa, b Not assigned
oc,d Not assigned
oe f Link-local, site-local, multicast




Global address

OAQggregatable global address
0 3ffe:501:8:1234: 260: 97ff: fed0: efab

L ocator Identifier
T W T ¥
0 16 48 64 . 128
[TLA] NA [sLA] Interface ID
L S Mo

Public Site

08 byte network part + 8 byte host part
OPrefix length isfixed to /64
>No need to decide prefix length for subnets
O/48 isassigned to a site
>65,536 subnets per a site

Aggregator

OTLA (Top Level Aggregator)
0/16
OBigISPsor | Xes
08,192 (16 - 3 =13 bit)
OMUST announce /16 routing information to other TLAS

ONLA (Next Level Aggregator)

0/17 - /48
OMedium or small 1SPs
>NLA1, NLAZ2,...

OFinal NLA isasite

OSLA (SiteLevel Aggregator)

0/49 - /64
OSubnet number in asite
065,536 subnets per site




Initial address assignment

OSTLA (sub TLA)
oSlow start of | Pv6 address assignment
OTLA "2001" wasdivided into 8,192 sub TLA (/35)

>The same number of TLA
OARIN/RIPE/APNIC have started assigning

>Commercial purpose
>No need toreturn it toregistriesin the future

0 16 29 3548 64 . 128
[2001] 4 [i]nCASLA] Interface ID

STLA Reserved
13 6 13

OCriteria
o Start | Pv6 serviceswithin 12 months
OoMany | Pv4 customersalready OR 6 months experience in 6bone
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Two stories

ODilemma of dentists
OWell-educated but a beginner of network

OThey believe that computers can start communicating just after they open
boxes

ONightmar e of network managers

0100 computersarrived on Friday
OThey haveto get computersready for the Internet by Monday

Address auto-configuration

OLower 8 bytesfrom a MAC address
OoLink-local address

Ethernet address

| :
OUpper 8 bytesfrom arouter
OGlobal address

_‘_’-

ODHCP server isnot necessary
O Stateless addr ess allocation




Auto-configuration of link-local

OMAC address (e.g Ethernet)

OlEEE 802 address (6 bytes)
>00:60:97:40:€f:ab

OConverting MAC addressto interface D

OEUI 64 address (8 bytes)

0260: 97ff: fed0: efab
>00:60:97 + ff:fe + 40:€ef:ab
>Negate one bit

OGenerating a link-local address

ofe80:: + interface D
>feB80:: 260: 97ff:fed0: efab

ONow | Pv6 nodes can communicate within the link!
OResolving the dilemma of dentists

Link-local address

OUniquein alink
ONot necessary uniquein a node

Ofe80:: + interfacelD
ofeB0::260: 97ff: fed0: efab

Linklocal address
0 32 64 96 128

|f €80 0000 0000 0000 Interface 1D

Aggregatable global address

L ocator Identifier
G W T v
0 16 48 64 | 128
[TLA] NA [sLA] Interface ID
TS Mo

Public Site




Auto-configuration of global

ORouter Advertisement (RA)
ORoutersrepeatedly announce prefixes (/64)
OGenerating a global address

OPrefix + interface ID
ODefault routeto one of therouter

ONow | Pv6 nodes can communicate on the I nter net!
OResolving the nightmar e of network managers

Renumbering

OPrecondition
O All IPv6 nodes have addr ess auto-configuration

O Each IPv6 node can obtain multiple I Pv6 addr esses
O|Pv6 addresses have two timers

OSwitching ISP A toISP B

OA siteisconnected to ISP A
>An old address
o Connect to | SP B, then a new prefix isannounced

>The old address, a new address
OThefirst timer isexpired

>Theold addressisnot used for further communication
OThe second timer is expired

>The new address
o Disconnect the leased to ISP A
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Using IPv6 applications

OTypical users specify " host name" to applications
o(e.g) ftp ftp.mew.org

OUsers are not aware which they areusing, |Pv4 or 1Pv6
o(e.g) " ftp ftp.mew.org" may use | Pv4
o(e.g) " ftp ftp.mew.org" may use | Pv6

OUsers can specify an | Pv6 address to applications, of course

O(e.g) ftp 3ffe:501:8:1234:260: 97ff:fed0: efab
O(e.g) telnet ::1

OBut ":" isunfriendly to some application syntax
OURL
>http://[3ffe:501:8:1234: 260: 97ff.fed0: efab]/




Domain Name System

OContents
OAAAA recordsfor forward lookup
$ORI G N new. or g.
ftp AAAA 3ffe:501:8:1234:260: 97ff: fed0: efab
ww A 133.5.2.1

OPTR recordsfor reverselookup

$ORIGIN 4.3.2.1.8.0.0.0.1.0.5.0.e.f.f.3.1P6.|NT.
b.a.f.e.0.4.e.f.f.f.7.9.0.6.2.0 PTR ftp.new org.
$ORI G N 2.5.133. | N- ADDR. ARPA.
1 PTR www. mew. or g.
OBIND 4, 8,9
UTransport
oBoth UDP/IPv4 and UDP/I Pv6
OoBIND 9
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Transition story

Early stage Late stage

QP> — G QP Gy

ll

Cre> s> Cra>  CRad

OTransition technologies

ODual stack
OTunnel
OTrandator

Dual stack

[IPv6[IPv4] [IPve|IPv4] [IPv4]
A y 4 4

OSupporting both IPv4 and 1 Pv6
ODual stack isaMUST in theearly stage

OBITS (Bump In The Stack)
oDual stack functionality without OSinstallation
>Replacement of adriver of I1Pv4 node
O|Pv4 applications ar e available without modifications




IPv6 in IPv4 tunnels

\Pr6 lipvalipve]  [1Pve]

|Pv4 | nternet

|Pv6 site
OlPv6 sitesareisand in the | Pv4 ocean

OConnecting | Pv6 islands

OlPv4 asdatalink
OEncapsulating an | Pv6 packet into an | Pv4 packet

O6boneisan example
O About 50 countries

Translator

OTheearly stage
OlPv4 nodes exist, of course
OlPv6 nodes appeared
>Not enough | Pv4 addresses ar e assigned
OThelate stage

O|Pv4 noteswill remain
O|Pv6 nodes
>| Pv4 addresses will be unavailable

OCo-existence of | Pv4 nodes and | Pv6 nodes
OTrandators are necessary




TCP relay(1)

! vAd.org(AAAA) !
: /eﬁx::l.z.3;4
lvac% TCPIPYG_ ~ | TCPIIPV4 Vgg

| IPV6 host TCPrelay! IPv4 host

_____________________

OTrandator in the early stage

oSiteis|Pv6
OThelnternet is|Pv4

TCP relay(2)

O Precondition
O|Pv6 site has also small number of | Pv4 addr esses
OBoth fake DNSand TCP relay are dual stack

>A special prefix isinstalled on them statically

OConnection from v6.com to v4.org
ov6.com asksfaked DNSto resolve AAAA record of v4.org
OFaked DNS asks DNStoresolve A record of v4.org

ODNSreturns1.2.3.4
OFaked DNS embeds 1.2.3.4 into special prefix and tells vé.com it

ov6.com triesto make a TCP/IPv6 connection to prefix::1.2.3.4
OTCP relay catchesthe connection
OTCP relay also make a TCP/IPv4 connection to 1.2.3.4
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Specification and implementation

OBasic specifications have been done
0 Some advanced specifications ar e being discussed
OMany UNIX systems are | Pv6-ready
o*BSD*, Linux, Solaris 8, DEC(Compaq), IBM...

OWindows 2000 + | E
Ohttp://msdn.micr osoft.com/downloads/sdks/platfor m/tpipv6.asp

OMacOS X will beready in thisyear

OBased on KAME _
OMany open sour ce server Jclientsare | Pv6 ready

O Sendmail, BIND, Apache, ...

URouters
o Cisco, Hitachi, Fujitsu, NEC, ...




Deployment status

OResear ch network
O 6bone (spans across 50 countries)

OExperimental service of commercial |SP
ol13, NTT Com, vVBNS, NEC, Fujitsu

01X (Internet Exchange)
ONTT IX, 6TAP, PAIX, NSPIXP6

OCommercial service
ol1J

KAME Project

OA singleeffort

08 core membersfrom 7 Japanese companies
OFujitsu, Hitachi, I1J, NEC, Toshiba, YDC, Yokogawa
OApril 1998 - March 2002

O The core memberswork for 1Pv6 three days a week

OReference code
OlPv6, | Psec, and advanced networking

OProvided "ASIS" likeBSD
>Free and no warranty, commercial useis OK

OAdopted
OBSD/OS 4.2, FreeBSD 4.1, NetBSD 1.5 (2000 Autumn),
0OpenBSD 2.7, 11J SEIL T1, Hitachi GR2000, Fujitsu NetVehicle

OTAHI Project
O Conformancetest, inter-oper ability test




Information

OURL
ohttp://ww.ipv6. org/
Oohttp://ww. 6bone. net/
Ohttp://ww. v6. w de. ad. j p/
Ohttp://ww. kanme. net/
Oohttp://ww. veforum coml
Ohttp://ww. freenet6. net/
Ohttp://ww. 6t ap. net/

OML
Oo6bone@ si . edu
ongt rans@unr oof . eng. sun. com
Oi png@unr oof . eng. sun. com
ousers@ pv6. org

Global IPv6 Summit

ODec 18 - 19, 2000
OOsaka, Japan
Ohttp://www.jp.ipv6forum.com

UProgram
OKeynote speech from Jun Murai and Steve Deering
OBusinessreport from Japan
OBusinessreport around theworld
oStatusreport from CN, KR, SG, MY
O Address allocation/assignment session
O Panel on how 1 Pv6 change business
OPanel on how to transit to I Pv6




