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Business Development Director

= Business Development Director for
GlobalSign

= Previously CTO of a European hosting
company

= Qver 10 years of experience in the
hosting industry

= Expert in digital certificate solutions

= Dedicated to increasing awareness of
the requirements for online security

= Thinking out of the' b.ox, deteFl'ing ‘ G IOba I Slg Ns

problems and providing solutions
GMOINTERNET GROUP
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Multiple SSL Certificates
on a single IP address
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More demands and requirements for SSL

b Security ™
Standards Council

800 /[ Developer Roadmap Update % |

= C' (3 https://developers.facebook.com/

facebook developers
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Each SSL Certificate needs its own IP




Why do | need a
dedicated IP address?
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Request on a non-secure connection

\
e HTTP Request: Can you please send me /
contact.html on www.domain.com
%
\
e HTTP Reply: Here is the content you requested.
_/
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Host: www.domain.com

Google

X @ Elements @ Resources '@ Network | ‘Bb Sources @Timeline @‘ Profiles gAudits Console

* | Headers | Preview Response Cookies Timing

Request URL: http://www.google.com/
Request Method: GET
- Status Code: () 302 Found

<; 7gws_rd=cr v Request Headers view source
— Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
¢ 10904W.DNG Accept-Encoding: gzip,deflate,sdch
/images/srpr Accept-Language: en-US,en;q=0.8
| rs=AItRSTPGOXu3iLSpb_tUullnzO... ga"‘e‘c_""f"": no-cache
=1 /xjs/_/is/k=xjs.s.en_US._-554IbEZ( Honr!ectlon. keep-alive
ost: www.google.com
= rs=AlItRSTPQOXu3iL5pb_tUullnzO... Pragma: no-cache
= /xis/_/js/k=x]s.s.en_US._-554IbEZ user-Ac v Request Headers view source like Gecko) Chrome/28.0.1500.95
Safari/
data:image/gif;base... . . .
E v Respons Accept: text/html,application/xhtml+xml, ap
Alternat . s
-] tia.ong cache-¢  Accept-Encoding: gzip,deflate,sdch
. le. /textinputassist Content .
emes o comem  AcCcept-Language: en-US,en;g=0.8
[ domimase/atibase.. ome i Cache-Control: no-cache
ocatiot
ﬂ nav_logol43.png P3P: CP: Connection: keep—alive wer.py?hl=en&answer=151657 for more
=) /images info." .
Server: Host: www.google.com b
gen_204%v=3&s=webhp&action=... _ . i - _ _ .Ga. . -/
E x;iﬁgc Pragma: nO—CaChe BGZ; expires=Sun, 23-Aug-2015 ©9:54:13 GMT; path=/; d
= sem_ef50cf00b07b5dc8676d5e4. . Ee‘t(-C;m Use r_Agent: Moz il la/s . 0 (Mac into Sh : Inte 1 kxbQnVw2Z0Ohtb_s9_fQyMStB10eNj1zSBAONSASFh-3QsxRfUmTW
=] ssl.gstatic.com/gb/js prvz3r L y
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block

11 requests | 342 KB transferred | 760
|_I:I‘ X Q = @ O ﬂD|Documents Stylesheets Images Scripts XHR Fonts WebSockets Other #

:

% Authentication. Security. Trust. www.globalsign.com




Request on a secure connection

e (TLS Handshake) Hello, | support XYZ Encryption. }

e (TLS Handshake) Hi there, here is my public certificate, let’s
use this encryption algorithm.

e (TLS Handshake) Sounds good to me.

e (Encrypted) HTTP Request: Can you please send me /
contact.html on www.domain.com

e (Encrypted) HTTP Reply: Here is the content you requested.

%
%
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Request on a secure connection

— S
v

v Request Headers view source
Accept: text/html,application/xhtml+xml,ap
Accept-Encoding: gzip,deflate,sdch
Accept-Language: en-US,en;q=0.8

mmmmm  Cache-Control: no-cache *
Connection: keep-alive
Host: www.google.com
Pragma: no-cache
User-Agent: Mozilla/5.8 (Macintosh; Intel

< Google -

Googieseach | rmFestng Lucky

-

Advertsing Programs  Business Soluions  Pruacy & Toms  +Google  About Google  Googe.!
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Server Name Indication (SNI)

e (TLS Handshake) Hello, | support XYZ Encryption, and | am
trying to connect to ‘'www.domain.com".

e (TLS Handshake) Hi there, here is my public Certificate for
www.domain.com, and let’s use this encryption algorithm.

e (TLS Handshake) Sounds good to me.

e (Encrypted) HTTP Request: Can you please send me /
contact.html on www.domain.com

e (Encrypted) HTTP Reply: Here is the content you requested.

=
:
a

N
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The SSL/TLS handshake

2013-02-22 13:55:26.884043000 .168.1.242 www.globalsign.com  TLSvl.1 Client Hello

2013-02-22 13:55:26.964894000 www.globalsign.com 192.168.1.242 TLSv1l.1 Server Hello

2013-02-22 13:55:26.969102000 www.globalsign.com 192.168.1.242 TLSvl.l Certificate, Server Key Exchange,

2013-02-22 13:55:26.982744000 192.168.1.242 www.globalsign.com TLSvl.l1 Client Key Exchange, Change Cipher
2013-02-22 13:55:27.070372000 www.globalsign.com 192.168.1.242 TLSvl.1 New Session Ticket, Change Cipher

aaaaaaa

¥ TLSv1l.l Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (0x0301)

Length: 179 -
¥ Handshake Protocol: Client Hello v Extension: serve r_name
Handshake Type: Client Hello (1) .
Longthe 175 Type: server_name (0x0000)
Version: TLS 1.1 (0x0302) Length: 23
P Random . . )
Session ID Length: O < Server Name Indication extension
Cipher Suites Length: 72 .
b Cipher Suites (36 suites) Server Name list length: 21
Compression Methods Length: 1 .
b Compre;sion Methods (1 method) Server Name Type' hOSt_name (0)
_ Extensions Length: 62 Server Name length: 18
Extension: server_name
Type: server_name (0x0000)
Length: 23

< Server Name Indication extension
Server Name list length: 21
Server Name Type: host_name (0)
Server Name length: 18

P Extension: renegotiation_info
P Extension: elliptic_curves
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Applications with no SNI Support

= All versions of Internet Explorer on Windows XP

= Android 2.x [Gingerbread] default browser (other
browsers like Opera do support SNI on Android)

= BlackBerry Browser
= Windows Mobile up to 6.5

M icrosoft

Y Windows®  “:*BlackBerry

thentication. Security. Trust. www.globalsign.com




Operating System Usage - Windows XP

WinXP usage (July 2013)

40
35

= Asia: 30.18%

30

25

?Z I I = Oceania: 9.85%
| 1B

0
5
0
Africa Asia Europe North Oceania South
America America
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Worldwide Operating System Usage - Win XP: 21%

StatCounter Global Stats
Top 7 Operating Systems from July 2008 to July 2013
80% - - - - —

64% |

48%

32% |

16%
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Internet Explorer market share — Per continent

IE market share (July 2013)
35.00%

30.00%

= Asia: 25.23%

25.00%
20.00%
15.00% o
° I I I = Oceahia: 26.08%
10.00%
5.00%
0.00%

Africa Asia Europe North Oceania South
America America
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Worldwide Internet Explorer market share — 25%

StatCounter Global Stats
Top 5 Browsers from July 2008 to July 2013
70%

56% |

42%

oo oo

28% |

14%
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Do you want to lose 10% of your visitors?

25% of 30% = 7.3%

Internet Explorer Windows XP

+ mobile traffic
10% of internet users in Asia

do not support Server Name
Indication (SNI)

www.globalsign.com




Or 8% of your worldwide visitors?

25% of 21% = 5.3%

Internet Explorer Windows XP

+ mobile traffic

8% of Worldwide internet users

do not support Server Name
Indication (SNI)

www.globalsign.com




Should | use/offer SNI for SSL sites?

= There is no problem when you need to secure a website
or portal that is used by a closed community or business
that has no Windows XP users.

= Provide SNI support for free with an SSL Certificate

— Users can decide to provide an unsecure connection and a warning to
visitors with an outdated system.

= Calculate an additional fee for users that want to have full
compatibility and thus a dedicated IP number

‘ Authentication. Security. Trust. www.globalsign.com




Should I use/offer SNI for SSL sites?

s00gle
(\ bgvelopem [ a | Signin

Home Products Events Showcase Live Groups
Google App Engine 21 88k Feedback on this document
Admin Console SSL for a Custom Domain

System Status App Engine allows applications to be served via both HTTPS and HTTP via a custom domain instead of an appspot.com address. See Using a Custom Domain to learn how

FAQ to configure App Engine to use your custom domain. Once you have done that, this document explains how to enable HTTPS for your domain. This service is configured
through Google Apps Control Panel and is billed through App Engine applications.
Downloads

» Getting Started

Choosing an SSL Type

» Java App Engine supports two types of SSL for custom domains. You can configure your domain to use either or both.
» Python Server Name Indication (SNI)
Server Name Indication is a feature that extends SSL and TLS. This extension allows multiple domains to share the same IP address while still allowing separate valid
» Go Experimental certificates for all the domains. Some older browsers and operating systems don't support SNI, most notably Internet Explorer and Safari on Windows XP and the default

Android browser pre-Honeycomb. When a user visits an SNI site with a client that does not support SNI they will be unable to view the page when connecting via

. HTTPS. We recommend detecting browsers that do not support SNI and recommending a browser that supports it.
~ Managing Your App

Virtual IP (VIP)
» Admin Console A dedicated IP address is assigned for your application. This allows TLS to be used without the SNI extension and as such it will work on any browser or OS that
Quotas supports SSL. Each VIP only supports one certificate. The Virtual IP address may change and therefore DNS A records should not be used. Use a CNAME record to
avoid any issues caused by the Virtual IP changing.
Billing

~L A
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What are the alternative
solutions?

www.globalsign.com




A multi-domain SSL Certificate

Certificate @
= One SSL Certificate for (General] Dotals | Certfication Pt

multiple domain names from show: [<all> 3
different organisations. Field value ~
E'-.falid from Thursday, August 16, 2012 1:...
E'v‘alid to Saturday, August 17, 2013 10...
ESubject cloudssl.demo1.oneclickssl.eu, ...
. . [Flpublic key RSA (2048 Bits) LS
[ | T h e Ce rtl ﬁ C a te CO nt a | n S t h e Certificate Policies [1]Certificate Policy:Policy Ide...
1 Subject Alternative MName DMS Mame=cloudssl.demol.on...
3 ’ 1 Basic Constraints Subject Type=End Entity, Pat...
hOStI ng Com pa ny S dEta I |S' ﬁEnhanced Key Usage Server Authentication (1.3.6.... ¥
DNS Name=site01.demol.oneclickssl.eu ~
DNS Name="*,site01.demol.oneclickssl.eu B
DNS Name=site02.demol.oneclickssl.eu
H H 1= DNS Name="*,site02.demol.oneclickssl.eu
- DO m a I n CO nt ro I I S Ve r I ﬁ e d fo r DNS Name=site03.demol.oneclickssl.eu
. DNS Name="*,site03.demol.oneclickssl.eu
DNS Name=site04.demol.oneclickssl.eu =
e a C h d O m a I n B DNS Name="*,site04.demol.oneclickssl.eu
DNS Name=site0S.demol.oneclickssl.eu \s
Edit Properties. .. [ Copy to File... ]

) .
“‘ Authentication. Security. Trust. www.globalsign.com




Control of the Private Key

* A multi-domain certificate usually runs on shared hosting
server or reversed proxy DN

= Domain control is validated for each SAN

= SSL Certificate accessible by server or network
administrator with root permissions

" Information of the company that is responsible for the
private key is listed in the certificate contents.

. s ;... s s . .. e e 1 . . ...3,°.466446644°66,6,°66°°6°5666»In=0,.,,.,°°66,,,,6°4J°,,.\ V90 0 GGG D”V0VPbV06bb L=
‘ Authentication. Security. Trust. www.globalsign.com



Certificate Size

11 Char

13 Char

1SAN 14 14
2SAN 14 14
3SAN 14 14 14
4S5AN 14 14 14
5SAN 14 14 14
640 SAN 39 47 56
641 SAN 39 48 56
709 SAN 42 51 6.1
710SAN 42 51 6.1
7T11SAN 42 51 61
748SAN 43 53 63
749SAN 43 53 63
750SAN 43 53 63
998SAN 53 66 80
999 SAN 53 66 80
1000 SAN 53 67 80

7.3

8.3

9.3

93 106 11.9
93 106 11.9
93 106 11.9

9.8
10.3
10.3
10.3
13.2
13.3
13.3

9.8
10.7
10.8
10.8
11.3
113
11.3
14.6
14.6
146

- = = = 10 Char

1.4
1.4
1.4
1.4
1.4
124
12.4
13.5
13.6
13.6
14.2
14.2
143
18.5
18.5
18.6

1.4
13.2
13.2
14.5
14.5
14.5
15.2
15.2
15.2
19.8
19.9
19.9

—

4
4

1.4

1.4

1.4
141
141
15.4
15.4
15.5
16.2
16.2
16.2
21.2
21.2
21.2

- = = 14 Char

=
(S 20 S S S

14.9
14.9
16.4
16.4
16.4
17.2
17.2
17.2
225
225
225

= = 415 Char

=
LS I0

15.8
15.8
17.3
17.3
17.3
18.2
18.2
18.2
238
238
238

- = = =16 Char

bbb

1.
16.6
16.6
18.2
18.3
18.3
19.2
19.2
19.2
25.1
25.1
252

= Test results based on number of SANs and characters

- = = 17 Char

(00 S

1.5

S = = = 20 Char

17.5 183 19.2 20.0
19.2 201 211 220
19.2 20.1 21.1 220
19.2 202 21.1 220
202 211 221 231
202 212 222 232
202 212 222 232
264 278 291 304
265 278 291 304
265 278 291 305

= Note: Average number of characters in a domain — 13/14*

*Source: Nominet

= Certificate size limit is browser dependent

tb Authentication. Security. Trust.
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Certificate Growth

35.0

30.0

25.0

20.0

15.0

10.0

5.0

0.0

NVS /86
NVS 0.6
NVS €66
NVS 9€6
NVS 616
NVS 206
NVS G88
NVS 898
NVS LG8
NVS ¥¢€8
NVS 218
NVS 008
NVS €82
NVS 99/
NVS 612
NVS ¢€.
NVS GL.
NVS 869
NVS 189
NVS 799
NVS 479
NVS 0€9
NVS €19
NVS 969
NVS 6.6
NVS 299
NVS GG
NVS 8¢S
NVS LLS
NVS v6¥
NVS L1y
NVS 09¥
NVS €vy
NVS 9¢vy
NVS 60¥
NVS ¢6€
NVS G.€
NVS 8G€
NVS L¥€
NVS v¢€
NVS £0€
NVS 06¢
NVS €/¢
NVS 96¢
NVS 6€¢
NVS ¢¢c
NVS G0¢
NVS 881
NVS LZL
NVS ¥S1
NVS LEL
NVS 0Z1
NVS €01
NVS 98
NVS 69
NVS ¢S
NVS G€
NVS 81
NVS L

9 Char —10 Char

15 Char ——16 Char ——17 Char —— 18 Char —— 19 Char —— 20 Char

——1 Char ——2Char ——3 Char ——4 Char ——5Char ——6 Char ——7 Char ——8 Char

—11 Char ——12 Char —— 13 Char —— 14 Char

% Authentication. Security. Trust.
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Maximum Certificate Size

= Google Chrome, Mozilla Firefox & Opera have a limit
of 174K.

r Secure Connection Failed
An error occurred during a connection to cloudssl.demo1.oneclickssl.ew:8443.
SSL received a record that exceeded the maximum permissible length.

{Error code: ssl_error_rx_record_too_long)

» The page you are trying to view cannot be shown because the authenticity of
the received data could not be verified.

m Please contact the website owners to inform themn of this problem.
Alternatively, use the commmand found in the help menu to report this broken
site.

_‘ Authentication. Security. Trust. www.globalsign.com




M icrosoft

Maximum Certificate Size u/ » Windows "

= Internet Explorer on Windows XP SPa3 till Windows 7
has a certificate size limit of 44Kk.

= Windows XP without any service packs is limited to
22K.

= An average OCSP stapling response is about 1k

= Other TLS overhead is about 0.5k

www.globalsign.com



Performance of multi-domain certificates

Requests done to load this page Sort by load order Fiter: |||

File/path

https://750.snicloudssl.com/

'~ " 750 names:
SSL 716 ms

4 blank.gif | ~
Connect 1.14 s 7 1 6 m S
1.35s

2 requests Send 0ms
Wait 89 ms

Receive 8 ms

e 19s

Requests done to load this page Sort by load order B i _
File/path
|| .
https://450.snicloudssl.com/ 1 ~ 450 n a m eS .

G4 blank. gif SSL 518 ms A
Connect 769 ms . m S

2 requests Send 0ms 1.05s

Wait 126 ms
Receive 8 ms

Total 142s

Requests done to load this page Sort by load order Fiter: ||

File/path Size
https://1 snicloudssl.com/ 708 B 1 ~ | 1 n a m e °
B blank gif 506 B SSL 198 ms . -
m o 198 ms
2 requests 1.2 kB B Send 1ms 757 ms

W wait 87 ms
M Receive 8ms
Total 843 ms

0 Authentication. Security. Trust. www.globalsign.com




Every 100ms delay
costs 1% of sales

aMmazZoncom

www.globalsign.com




The disadvantages of multi-domain certs

Certificate @
- N O su p po rt fo r OV; EV General | Details | Certification Path |

Show: | <all= v ]
1o Field Val »
" One certificate shared by Hva -
Valid from Thursday, August 16, 2012 1:...
ma ny we bsltes E'u‘alicf to Saturday, August 1?,. 2013 10...
ESub]ect cloudssl.demol.oneclickssl.eu, ...
[Flpublic key RSA (2043 Bits) L4
@Certificate Policies [1]Certificate Policy:Palicy Ide...
1 Subject Alternative Name DMS Mame=cloudssl.demol.on...
| M a ny h 0 St n a m e S a re Basic Constraints Subject Type=End Entity, Pat...
.. b I . t h ti ﬁ t ﬁEnhanced Key Usage Server Authentication (1.3.6.... ¥
ViSipie IN e cerdancate
DMS Mame=site01.demol.oneclickssl.eu -~
DMS Mame=* site01.demol.oneclickssl.eu B
DMS Mame=site02.demol.oneclickssl.eu
DMS Mame=*,site02.demol.oneclickssl.eu
V, . d DMS Mame=site03.demol.oneclickssl.eu
[ | DMS Mame=* site03.demol.oneclickssl.eu
I S Ito r n e e S to DMS Mame=site04.demol.oneclickssl.eu o
. DMS Mame=*,site04.demol.oneclickssl.eu
d OW n I O a d a b |g ge r DNS Name=site0S.demol.oneclickssl.eu \<
ce r'nﬁ cate (S I owe r) Edit Properties... | | CopytoFile... |

) .
“‘ Authentication. Security. Trust. www.globalsign.com




What if we could use the
best of both worlds?

90% SNI

/ 10% CloudSSL

www.globalsign.com




User requests website

www.globalsign.com

If no SNI present
CloudSSL

..................

m : m | m
1 ' ' ' '
: : — “ :
—— '
It BT L R
: Al P
P S22 i 55 [ e ST
' 1 ' oT ' H K
" ! o3 “ P25
1 - 1 ' b ' Q
[ = .|¢. .||V" sw
gEoi T 2R PSR i 5
PodEd X2 |@m| G 59
| 882 | : wm — P &8
' = ' ] 1 v
{ EEZ | §F IBE] | :
i OO E | i 1Y H !
1 1 . . N
1 1 . . N
1 1 ' 1 N

|||||||||||||||||||||||||||||||||||||||||||||||||||||||||

Secure website delivered

SNI combined with CloudSSL

Client

% Authentication. Security. Trust.




With SNI support

i " [ https://site01.demol.onec >

€ - C 8 nttps//sitedl.demol.oneclickssl.eu:8443

Index for site 1

Certificate g

[Genefd IDetﬂs] Certification Path

Certification path
(5] GlobalSign Root CAT
~-{Z] GlobalSign Organization Validation CAT - G2

Qe st=0 1. demo L onedidkssl eu]

View Certificate

% Authentication. Security. Trust. www.globalsign.com




Windows XP (has no SNI support)

A https://site01.demo.oneclickssl.eu: 8443/ - Microsoft Internet Explorer

File Edit View Favorites Tools Help

@Back v w\) B @ {h pSearch *Favorites 8 B' k_’\;

Address I@ https:{/site01.demol.oneclickssl.eu: 8443/

| Certificate 2

General | Details CertificationP%h]

Certification path
GlobalSign Root CAT
[E] Globalsign Organization Validation CAT - G2 €3 Subject Alternative Name DMS Mame=cloudssl.demal.on...
[} cloudssi.domot. oneclcesl.cu Basic Constraints Subject Type=End Entity, Pat...
ﬁEnhanced Key Usage Server Authentication (1.3.6....,
DMS Mame=site01.demol,oneclickssl,eu ~
DMS Mame=*,site01.demol . oneclickssl,eu
— ~ DMS Mame=site0Z2,demol . oneclickssl.eu
Details = Certification Path DMS Mame="*site0z.demal .oneclickssl.eu
DMNS Marne=site03.demol.oneclickssl.eu 3
Certification path DMS Mame="*,site03.demol . oneclickssl. eu 2
- DMS Mame=site04.demol, oneclickssl.eu R
(] Globalsign Root CAT DMS Mamme=*,site04.demol . onedlickssl.eu
GlobalSign Organization Yalidation CAT - G2 DMS Mame=site0S,demol . oneclickssl.eu ™
cloudssl.demol.oneclickssl.eu
Edit Properties. .. [ Copy to File. .. J

Done S @ Internet

9L % 1:46PM

'I:' start 23 https:fsite01.demot...

% Authentication. Security. Trust. www.globalsign.com




Two SSL Certificates for one site!

= No additional costs

= Sites can use all types of certificates (including EV)

= One SSL Certificate installed via the regular way, a
second SSL Certificate (one per IP) can be updated
automatically.

www.globalsign.com




Environment and Platform independent

anel NGINX

|| Parallels

eeeeeeeeeeeee

www.globalsign.com




How does it work?

' ! [
' - (Y
] '
- Software < N E—
' ;

Collect Certificate information : Request Multi ; : Save Certificate

; from webserver or text file — ! Domain Certificate —> to Disk

oo CN=www.domain.net ;

: i e e SAN=www.domainl .net, i ]

! domainl.com, server.domain.2.com | i

: \ i

: : i i . . . . i
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Completely Automated Process

8 OO0 / vanbroup
2013/03/11 14:15:01 SNI/CloudSSL version 0.8 (1linux-386)

2013/03/11 14:15:03 Processing virtual hosts on: 192.168.1.7:443
2013/03/11 14:15:03 Adding check for: server23l.snicloudssl.com
2013/03/11 14:15:03 Adding check for: www.domain.demol.oneclickssl.eu
2013/03/11 14:15:03 Adding check for: www.demo.snicloudssl.com
2013/03/11 14:15:03 Adding check for: www.sameip.snicloudssl.com
2013/03/11 14:15:03 Adding check for: www.site2.demol.oneclickssl.eu
2013/03/11 14:15:03 Adding check for: www.site3.demol.oneclickssl.eu
2013/03/11 14:15:03 Adding check for: www.sni.demol.oneclickssl.eu
2013/03/11 14:15:03 Adding check for: www.sni.snicloudssl.com
2013/03/11 14:15:03 Adding check for: www.sni2.demol.oneclickssl.eu
2013/03/11 14:15:03 Retrieving details for order CEC01303012883
2013/03/11 14:15:06 Starting check for: server23l.snicloudssl.com

2013/075513/03/11 14:15:07 Rehuesfing certificate u.pdate

2013/0

2013/0/ 2013/03/11 14:15:41 Verifing domain control for 14 name(s)
2013/0/2013/03/11 14:15:57 Not requesting a renewal, this certificate will expire in 356 days.
2013/9 2913/03/11 14:15:57 Requesting a re-issue of the certificate

2013/0

201370 2013/03/11 14:16:10 Certificate updated and saved to disk
201370 2013/03/11 14:16:10 Reloading Apache HTTP Server

2013/0

2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11
2013/03/11

14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:
14:

15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
15:
16:
16:

07
07
07
07
07
07
07
07
07
07
07
o7
41
57
57
10
10

- www.siteZ.demoTI.oneclickss1l.eu was previously delete rom this order

Starting check for: www.site3.demol.oneclickssl.eu

- site3.demol.oneclickssl.eu was previously deleted from this order

- www.site3.demol.oneclickssl.eu was previously deleted from this order

Starting check for: www.sni.demol.oneclickssl.eu

- www.sni.demol.oneclickssl.eu Error: x509: certificate has expired or is not yet valid

Starting check for: www.sni.snicloudssl.com

Starting check for: www.sni2.demol.oneclickssl.eu

- sni2.demol.oneclickssl.eu was previously deleted from this order

- www.sni2.demol.oneclickssl.eu was previously deleted from this order

cms.paul.vanbrouwershaven.com will be deleted if it keeps invalid or offline, starting first deletion delay
www.cms.paul.vanbrouwershaven.com will be deleted if it keeps invalid or offline, starting first deletion delay
Requesting certificate update

Verifing domain control for 14 name(s)

Not requesting a renewal, this certificate will expire in 356 days.

Requesting a re-issue of the certificate

Certificate updated and saved to disk

Reloading Apache HTTP Server

root@oneclickssldemo2: /opt/snicloudssl# I



Thank you

Paul van Brouwershaven
paul.vanbrouwershaven@globalsign.com
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