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APNIC engagement with LEA

* Objective

— Ensure the Internet remains open, secure, and stable

* APNICs role in stability and security

— Ensure whois & reverse DNS zone delegations are accurate, reliable,
and up-to-date

* Ongoing LEA engagement program

— Collaboration, cooperation, training & capacity building
* APNIC encourages LEA community to participate in PDP

 APNIC LEA contacts
— Craig Ng <craig@apnic.net>
— George Kuo <george@apnic.net>
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LEA requests to APNIC
May 2012 - June 2013

 Total of six requests from
— Australian State Police,
— Australian Federal Police,
— New Zealand Cybercrime Unit, and
— Singapore Police Force

1 X Request for formal statement explaining allocation and
registration process

3 X whois queries

1 x whowas query

1 x Request for a contact at another RIR

XI'AN, CHINA

e ,2.9-2?‘3 20 - 30 August 2013



Information provided by APNIC
May 2012 - June 2013

« 1 x Statement explaining allocation and registration process
« 3 x Provided publicly available whois information
« 1 x Confirmed whowas information

1 x Provided Member Services contact at LACNIC
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Private writs or subpoenas
May 2012 - June 2013

* 4 x Copyright, Trademark, defamation takedown requests

« 1 x Deposition Subpoena for Production of Business
Records to identify specific user of IPv4 address at given

time

* 4 x Private law firms
* 1 x Superior Court of California
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Information provided
May 2012 - June 2013

« 5 x Advised request not within APNIC remit
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