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Objectives 

• Explain that IPv6 can and must work in mobile 

networks 

• IPv4 cannot number the world 

• IPv6 is achievable and inexpensive 

• We are all stakeholders in IPv6 adoption 

• Business and Technology Strategy for IPv6-only 

• Dual-stack does not solve the IPv4 number 

problem 

• 464XLAT is a final solution in mobile 
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Simply more internet devices than 
internet addresses 
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http://www.google.com/intl/en/ipv6/ 



http://www.slideshare.net/kleinerperkins/2012-kpcb-internet-

trends-yearend-update 
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Since we are in Singapore …. 
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• We must all do IPv6 because IPv4 no longer fits the 

business needs that drive billions of connected devices 

 

• It is not just more devices, it is more devices holding 

addresses longer, making more connections (AJAX, 

always on Apps, …)  and VoLTE requiring 2 IP addresses 



Conclusion #1:  IPv4 does not fit today’s 
business needs 

 More internet devices than IPv4 numbers 

 Growth rate of internet devices in APAC is 

very high 

 APNIC does not have IPv4 

 

Is IPv6 a viable replacement for IPv4 for large edge 

networks? 
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A few big fish make IPv6 possible 
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Google, Yahoo, 

Facebook… 

Grandma’s blog 



IPv6 end-to-end is > 50% of total traffic to the 
Google, Yahoo, and Facebook 
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Virginia Tech v4 and v6 Traffic 
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http://www.flickr.com/photos/n3pb/8047086504/sizes/o/in/set-

72157629740831445/ 



Conclusion #2  IPv6 Works Today 

• IPv6 is ready and deployed on large mobile 

networks and content providers 

• Verizon Wireless has IPv6 on by default for nearly all LTE 

devices 

• T-Mobile USA has IPv6 on GSM/UMTS/LTE optionally, and will 

have IPv6 by default soon 

• When IPv6 is turned on, a large percentage of 

content is delivered over IPv6 

• Many IPv6 enabled edge networks reporting over 50% of traffic 

is IPv6 when the network is IPv6 and IPv4 

• Google and Akamai both reporting exponential growth in IPv6 

use 

 

IPv6 is great, how do I get there from here? 
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Strategy 
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IPv4 Tactical 

IPv6 

Strategic 



Strategy: Define desired result, and then 
work backwards 

Problem: Global IPv4 exhaustion 

Target: End to end IPv6 
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End to end IPv6 

End to end IPv6 + 

NAT64/DNS64 for 

long tail 

End to end IPv6 + 

NAT64/DNS64 for ~50% 

of flows (Possible today) 

Squat-space IPv4 + 

NAT44 (Yesterday) 



I have personally used IPv6-only + NAT64 for 3 years now 

• Most things works fine with IPv6-only + NAT64 

• Web, email, … work fine.  No user impact 

• ~85% of Android apps work fine, similar general experience 

with Symbian market (Ovi) 

• Apps are developed in modern SDKs with high-level APIs that 

work well with IPv6 

• Some things don’t work with IPv6-only + NAT64 

• Peer to peer communication using IPv4 referrals (Skype, MSN, 

…) 

• IPv4 literals http://10.1.1.1 

• IPv4 sockets APIs 

 

But with 464XLAT, all things work with IPv6-only 
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http://10.1.1.1/


Singtel Example of IPv4 Literals 
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• When IPv4 addresses are 

specified, there is no chance 

of using IPv6 

• Please use FQDN 

4.1 Avoid any design that requires 

addresses to be hard coded  

--RFC1958  



How to make EVERYTHING work on IPv6-only? 
http://tools.ietf.org/html/draft-ietf-v6ops-464xlat 
http://dan.drown.org/android/clat/ 
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Conclusion #3:  464XLAT allows for 
full functionality on IPv6-only network 

• Dual-stack does not solve the IPv4 number scarcity 

issue 

• IPv6-only + NAT64/DNS64 is very good, but not good 

enough for full IPv4 replacement (web and email work, 

but Skype does not work) 

• IPv6-only + 464XLAT  

• Solves IPv4 numbering issue by not assigning IPv4 to edge 

nodes 

• Decouples edge growth from IPv4 availability 

• IPv4-only applications like Skype work on an IPv6-only network 

because 464XLAT translated IPv4 on the phone to IPv6 on the 

network 
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Finally, IPv6 deployment is easy 

• T-Mobile USA did not spend any CapEx on IPv6 

• Introducing the feature to handsets is a slow and careful 

process, one new phone model at a time 

• Innovative thinking helps reduce deployment costs (hash 

128 bit numbers into 32 bit fields in billing records) 

• IPv6 will save money in your network (less NAT/CGN, 

no need to buy IPv4 addresses, …) 
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Summary of Conclusions 

• IPv4 does not fit the business need 

• IPv6 works today and is deployed on some the 

largest edge networks 

• 464XLAT allows networks to grow without IPv4 

• IPv6 deployment in 3GPP is easy 
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Big Picture:  We must avoid the Internet’s largest growth 

engine (mobile) from being indefinitely tied to scarce IPv4 

and fragile stateful NAT44. 



Backup slides 
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Next Steps: 

Need to finalize these RFCs: 
http://tools.ietf.org/html/draft-ietf-v6ops-464xlat (in RFC editor queue) 

http://tools.ietf.org/html/draft-ietf-v6ops-64share-03 

 

Need Android to release this code: 
https://android-review.googlesource.com/#/c/38380/  (merged, but not yet released) 

 

Need APAC networks to deploy IPv6: 

• Gap analysis 

• Feature roadmap 

• Test and release 
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Impact to Network Entities Impact to Network Entities 

IP BackboneSGSN GGSNRAN

HLR

NAT64
Internet

DNS 64 IPv4 

Content

IPv6 

Content

Per subscriber PDP 

Type to be changed to 

IPv6

Test APN setting to be 

changed to allocate 

IPv6 addresses

‘IPv6 on User Plane’ 

feature to be activated

No Change

No Change

Generate IPv6 AAAA 

record from IPv4 A 

record

Used for accessing IPv4 content on 

Internet. Constructs IPv4 addresses from 

last 32 bits of IPv6 address 

Dual Stack UE capable 

of IPv4 and IPv6



High Level View of IPv6 deployment: 
Phone, HLR profile, GGSN, NAT64, IPv6 ISP 
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