ISHIRVG Reverse: DINS
Pelegation required?

Teomenire Eujisaki

Nippoen lielegraph and: Felephene
Corperation

NTT



Agenada

Intreduction: of
JPV6 Operations: Study: GrovprinrJapan:

Discussion report ofi ‘Necessity: of IPv6
Reverse DNS, [Delegation” in some
Japanese eperaters community.



|PV6 Operations Study: Group In' Japan

Estanlished tnder I1PV6 Deployment: Committee,
[AJapan

RPUIPOSE
a Clariying 1RPV6 operation referential models

s |dentfying and shiarng Issues; tor deploy: IRV6 between
ENgINEers
Operators, Developers, Researchers, and End Users



[Description

Discussion: on Mailing-list & off=line meeting

Memisers

a Chairs
Akihire Inemata (Eujitsu), Masaru Mukaif (POWERD: COM)),

s Beard members
Takashit Arano (Intec NetCore), Kuniaki Kendo (Intec NetCore),
Koichiro Eujimeter (NEC), Temohire Eujisaki (NIFT)
s Varieus interet engineers (over 100 members)
ISP Operators
Reuter Develepers
Slers
IHome appliance: developers

OS venders
Researnchers (WIDE Preject Members, etc.)



Discussion in IPv6 Ops Japan

Address policy

Smallf sulScrbers access
a Dynamic prefix assignment, DINS Discovery, etc.

ISP reuting pelicy,
x Multi=heming, Address aggregatien

T ransition model
5 Scenario

ERterprise network
a  Network medel, Security
DNS reverse: lookup

Interim discussion was reported in IPv6 SIG at APNIC 13
See http://www.apnic.net/meetings/13/sigg/ipv6/index.html



Necessity off IPv6 Reverse DNS
Pelegation

Start of this; discussion
[ 228 JPNIIC Open Policy, Meeting
Question from an attendee:

I IPv4, DINS delegation and PR
[ecerdl setting 1s almest mandatery.
IHew apeutin IRPVG6?

We've discussed thisin:
* |Pv6 Ops open meeting
« JANOG, etc.




Reverse DNS delegation (loekup)

RIRs ‘\’

RIPE-NCC APNIC ARIN
LIR LIR LIR

!

)

Y ip6.arpa. (ip6.int.)
zone delegation

b Registering PTR records of nodes




Current Usage of Reverse DNS' leokup

EGK SecUrty check By SErVers
s Reject aceess lif hests der net have reverse mapping

Veriiying| clientsylocation
x Use demain name: for geographic infermation

Improve readanility,
x Log file , traceroute, ete.

Wiriting access list
x Make groups off IP address using reverse leokup



Current state of Reverse DNS
- Policy. View: Peint -

I 1PvA S ISES shieuldi maintain in-adadiiarpa
[ecord

REC 2050:
5. InFADDR.ARPA Demain Maintenance

The regional registries will e responsible for maimtaiming IN-ADDR.ARPA
records only on the parent blocks of IP' addresses; issued directly to the ISPs
or these CIDR blocks ofi less thani /16. Lecal IRS/ISPs with a prefix length
off /16 or shoerter willflhe respoensible for maimtaming all INSADDR.ARPA

resource records for its, customers.

APNIC address management policy:
10,5 Responsibility ter maintain in-addr.arpa recoerds
LIRS should maintain in-addr.arpa resource records for their customers:
Networks.



Current state of Reverse DNS
- |PV6 policy VIEWPeIAL -

IPV6! ISP must delegate reverse leokup zone upon
request

IPV6 Address Allecation and Assignment: Policy.
5.6. Reverse lookup

Whenian RIR/NIR delegates: IPV6 address space to
an erganization, It alser delegates; the respoensinility to
Mmanage the reverse leokup zene that correspoends to
the allocated IPV6 address space. Each organization
should properly manage Its reverse ookl Zzone.
Wheni nmiaking an; addresss assignment, the
erganization must delegate te an assignee
elganization, Upoen reguest, the respensinility to
manage the reverse leokup zene that correspoends to
the assigned address.



\Why: reverse loekup Is a preblem in I1PV6?

End User hasi se many: address

a |t’s hard te maintain: (especially by hand)
Address Is so long
s Maintenance cost Is high Iif ISPs doi it fier thell CUstemers

Fhere willfve sermany Unmanaged REWorks
s Whe and hew manage DNS senvers 2 Where willi they: locate?
s [s the reverse recordi in such DNS servers credible?

femperany address fior privacy (REC3041.)

lRcenSIStency In the transition peroed frem
IP6.INE. 10 1pP6.arpa



IPVv6 reverse record zone file

Example

;. Example PTR Record File

6.1Int.

Ip

$ORIGIN e.F.F.3.

_httv6._net.
_hEEV6.-net:.

pISCces
aries

PTR
PTR
PTR
PTR
PTR
PTR
PTR
PTR

I'N
I'N
I'N
I'N
I'N
I'N
N
N

8.6.e:5.-9-7. et T T _Tagfi2 M50 s2 081 0#0r0_0_ 0.0 0Ol 1:881

d.02d.cod et T 9. CLOsas2 0. 050-020:0:0p050.0-1_8 "1
02 2 1 ctd:e.F-T @woic 0. a2 0205000000~ 0«0xd . 831
6.0.0.0.0.0.0.0.0.0.0.0.0.0-0.0.-F.Ff.f.¥.0.0.0.0.0.1.8.1

9.7.1.0.0.0.0.0.0.0.0.0.0.0.0.0.5.0.0.0.0.0.0.0.0.1.8.1

cancer.nttv6.net.

_httv6e_net.

Vi rgo

_httv6..net.

Vi rgo

ttvb._net.

parx.m

7.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.-F.f.F.¥.0.0.0.0.0.1.8.1
5.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0-F.f.¥.¥.0.0.0.0.0.1.8.1
2.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0-.0.0.0.F.F.F.F.0.1.8.1

cancer .nttve.net.
cancer .nttv6.net.

It's hard to maintain without mistake...



\Why: reverse loekup Is a preblem in I1PV6?

End User hasi se many: address

a |t’s hard te maintain: (especially by hand)
Address Is so long
s Maintenance cost Is high Iif ISPs doi it fier thell CUstemers

Fhere willfve sermany Unmanaged REWorks
s Whe and hew manage DNS senvers 2 Where willi they: locate?
s [s the reverse recordi in such DNS servers credible?

femperany address fior privacy (REC3041.)

lRcenSIStency In the transition peroed frem
IP6.INE. 10 1pP6.arpa



|PV6 netwerks in practice

Nodes that have nen-EUI64 address
(statically, assigned adaress)) Ioeks
[egistered

Eew nedes with EUI-64" address; have
[everse leokup entry.

In JANOG, there are about 20 1Pv6 DNS
OPEratoers, and nene of them maintain
[EeVErSe recorads...



Discussion about reverse leokup

I IRVAS 'S easy: 1o maintaini reverse Iookue
PEecause only need to register glokall address for
INATE. [t’s' Imjpossible te register alll machines; in
campus. (Campus network Gperator)

I It IS not necessary, possible ter previde IPv6
connectivity With Iower cost. (ISP operater)

'S, convenient It caller’'s, EQIDNI cani be: reselved,
PUL It does net need to e DNS to: provide this

function.



Discussion albout reverse leokup (cont.)

I P2P  envirenment, It willl be needed to identify, the
eKIgin of: communication.

What we' need Is not the exact host name but the
demain hest Belengs.

Privacy will'be mere impostant i P2P envirenment that
|PV6 Wil previde, So Seme mechanismi te handle reverse
loekup will be needed.

There are some demands for necessity of
|Pv6 reverse lookup, but some
mechanism such as automatic
registration will be necessary.




|PV6 reverse leokup In the future

Utilizing new: DINS feature:

DIDNS mechanism
DNS Sec

Use ofi ICNPV6 nede infermation queny for
ieverse DNS/ loekup

s draft-itejun-Ipv6-nodeinio-revieokup-00.ixt

Automatic pepulation: off therReverse patir DINS
s draft-retf-ansop-1pv6-dns-issues-00. txt



Conclusion

Intreduce: discussion Interm: off DNS
RECEessIty/ In Seme: Japanese: community,

[DISCUSSION! IS 01 goIng, and wWe'll thy/ te
develop hew: ter utilize 1PV6 reverse DNS

loekup iURCctienN:
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